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[Text skipped here]
9.1.2.6
Abnormal cases / Network failing the authentication check
9.1.2.6.1
Test Purpose (TP)

(1)

with { UE in EMM-REGISTERED state / EMM-CONNECTED mode}

ensure that {

  when { UE receives an AUTHENTICATION REQUEST message but UE deems that the network failed the authentication check }

    then { UE locally release the RRC connection and treat the active cell as barred }

            }
9.1.2.6.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.4.2.7.

[TS 24.301, clause 5.4.2.7]

It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the UE) if any of the following occur:

-
after sending the AUTHENTICATION FAILURE message with the EMM cause #20 "MAC failure" the timer T3418 expires;
…

When it has been deemed by the UE that the source of the authentication challenge is not genuine (i.e. authentication not accepted by the UE), the UE shall proceed as described in item f.

…
f)
Network failing the authentication check:


If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release the RRC connection and treat the active cell as barred (see 3GPP TS 36.331 [22]). The UE shall start any retransmission timers (e.g. T3410, T3417, T3421 or T3430), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an invalid MAC or SQN.

9.1.2.6.3
Test description

9.1.2.6.3.1
Pre-test conditions

System Simulator:

·  Cell A and Cell I are configured according to Table 6.3.2.2-1 in [18].
· Cell A and Cell I belong to different PLMNs and different Frequencies.

UE:
- 
None
Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.1.2.6.3.2
Test procedure sequence

Table 9.1.2.6.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as the "Serving cell".

- Cell I as a " Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	The UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	SS transmits an AUTHENTICATION REQUEST message which contains an invalid MAC code
	<--
	AUTHENTICATION REQUEST
	-
	-

	5
	UE responds with an AUTHENTICATION FAILURE message, with reject cause "MAC failure" .
	-->
	AUTHENTICATION FAILURE
	-
	-

	6
	SS responds nothing，and wait for.the expiration of T3418.
	
	
	
	

	-
	The following messages are to be observed on Cell I unless explicitly stated otherwise.
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message in the next 30 seconds after T3418 expired?
	-->
	ATTACH REQUEST
	1
	P

	8
	The SS transmits an AUTHENTICATION REQUEST message which contains a valid MAC code.
	<--
	AUTHENTICATION REQUEST
	-
	-

	9
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	10
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	11
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 12a1 to 12a2 describe behaviour that depends on UE configuration.
	-
	-
	-
	-

	12a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	12a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	13
	SS responds with ATTACH ACCEPT message.
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 13 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	- 
	-
	-

	14
	The UE transmits an ATTACH COMPLETE message
	-->
	ATTACH COMPLETE
	-
	-


9.1.2.6.3.3
Specific message contents
Table 9.1.2.6.3.3-1: AUTHENTICATION REQUEST (step 3, Table 9.1.2.6.3.2-1)

	Derivation Path: 36.508, Table 4.7.2-7

	Information Element
	Value/remark
	Comment
	Condition

	Authentication parameter AUTN
	Invalid MAC
	SS shall calculate the correct MAC value as specified in TS 33.102 and use any different value, e.g. correct_MAC+5.
	


Table 9.1.2.6.3.3-2: AUTHENTICATION FAILURE (step 5, Table 9.1.2.6.3.2-1)

	Derivation Path: 36.508, Table 4.7.2-5

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'0001 0100'B
	MAC failure
	

	Authentication failure parameter
	Not present
	
	


Table 9.1.2.6.3.3-3: AUTHENTICATION REQUEST (step 8, Table 9.1.2.6.3.2-1)

	Derivation Path: 36.508, Table 4.7.2-7

	Information Element
	Value/remark
	Comment
	Condition

	Authentication parameter AUTN
	Valid MAC
	SS shall calculate the correct MAC value as specified in TS 33.102, e.g. correct_MAC.
	


[Text skipped here]
9.2.1.1.1a
Attach Procedure / Success (last visited TAI, TAI list and equivalent PLMN list handling)

9.2.1.1.1a.1
Test Purpose (TP)

(1)

with { UE  attached to the network with a valid USIM inserted and a valid GUTI}

ensure that {

  when { UE is powered off and then powered on }

    then { the UE transmits an ATTACH REQUEST message with the EPS attach type set to "initial EPS attach", including GUTI and last visited registered TAI and a PDN CONNECTIVITY REQUEST message with the request type set to "initial attach" and not including APN }

}

(2)

with { UE having a valid NAS security context and the UE switched-off }

ensure that {

  when { UE is powered on}

    then { the UE transmits an integrity protected ATTACH REQUEST message combined with the PDN CONNECTIVITY REQUEST message}

}

(3)

with { UE has sent an ATTACH REQUEST message }

ensure that {

  when { UE receives an ATTACH ACCEPT message with EPS attach result matching the requested service(s), the TAI list the UE is registered to, a set of equivalent PLMNs matching the PLMNs within the TAI list, and including an ACTIVATE DEFAULT EPS CONTEXT BEARER message with IE EPS Bearer Identity for the default EPS bearer context activated for the UE }

   then { UE deletes the old TAI list, stores the new TAI list, and does not perform a TAU while moving within this set of TAs }

}

(4)

with { UE has sent an ATTACH REQUEST message }

ensure that {

  when { UE receives an ATTACH ACCEPT message with EPS attach result matching the requested service(s), the TAI list the UE is registered to, a set of equivalent PLMNs matching the PLMNs within the TAI list, and including an ACTIVATE DEFAULT EPS CONTEXT BEARER message with IE EPS Bearer Identity for the default EPS bearer context activated for the UE }

   then { UE deletes the old TAI list, stores the new TAI list, and performs a TAU when moving out of this set of TAs}

}

(5)

with { UE has received a set of equivalent PLMNs in an ATTACH ACCEPT message }

ensure that {

  when { the UE has been switched off; then switched on; and then the UE receives an ATTACH_ACCEPT message with a new set of equivalent PLMNs}

   then { UE deletes the old equivalent PLMN list, and uses the new equivalent PLMN list}

}

9.2.1.1.1a.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clauses 5.3.3, 5.5.1.2.2, 5.5.1.2.4, 6.5.1.2 and 9.9.3.33, and TS 36.304 clause 4.3.

[TS 24.301, clause 5.3.3]

The UE shall store a list of equivalent PLMNs. These PLMNs shall be regarded by the UE as equivalent to each other for PLMN selection and cell selection/re-selection. The same list is used by EMM, GMM and MM.

The UE shall update or delete this list at the end of each attach or tracking area updating procedure. The stored list consists of a list of equivalent PLMNs as downloaded by the network plus the PLMN code of the registered PLMN that downloaded the list. When the UE is switched off, it shall keep the stored list so that it can be used for PLMN selection after switch on. The UE shall delete the stored list if the USIM is removed. The maximum number of possible entries in the stored list is 16.

[TS 24.301, clause 5.5.1.2.2]

In state EMM-DEREGISTERED, the UE initiates the attach procedure by sending an ATTACH REQUEST message to the MME, starting timer T3410 and entering state EMM-REGISTERED-INITIATED (see figure 5.5.1.2.2.1).

...

The UE shall include in the ATTACH REQUEST message a valid GUTI together with the last visited registered TAI, if available. If there is no valid GUTI available, the UE shall include the IMSI in the ATTACH REQUEST message.

The UE shall send the ATTACH REQUEST message together with a PDN CONNECTIVITY REQUEST message to request PDN connectivity to the default PDN (see subclause 6.5.1).

...

If a valid NAS security context exists, the UE shall integrity protect the ATTACH REQUEST message combined with the PDN CONNECTIVITY REQUEST message.

...[TS 24.301, clause 5.5.1.2.4]

...

The MME shall assign and include the TAI list the UE is registered to in the ATTACH ACCEPT message. The UE, upon receiving an ATTACH ACCEPT message, shall delete its old TAI list and store the received TAI list.

…

If the ATTACH ACCEPT message contains a GUTI, the UE shall use this GUTI as the new temporary identity and set its TIN to "GUTI". The UE shall delete its old GUTI and store the new assigned GUTI. If no GUTI has been included by the MME in the ATTACH ACCEPT message, the old GUTI, if any available, shall be kept.

...

The MME may also include a list of equivalent PLMNs in the ATTACH ACCEPT message. Each entry in the list contains a PLMN code (MCC+MNC). The UE shall store the list as provided by the network, after having removed from the list any PLMN code that is already in the list of forbidden PLMNs. In addition, the UE shall add to the stored list the PLMN code of the registered PLMN that sent the list. The UE shall replace the stored list on each receipt of the ATTACH ACCEPT message. If the ATTACH ACCEPT message does not contain a list, then the UE shall delete the stored list.

…

[TS 24.301, clause 5.5.3.2.2, “Normal and periodic tracking area updating procedure initiation”]

The UE in state EMM-REGISTERED shall initiate the tracking area updating procedure by sending a TRACKING AREA UPDATE REQUEST message to the MME,

a)
when the UE detects entering a tracking area that is not in the list of tracking areas that the UE previously registered in the MME;

…

[TS 24.301, clause 6.5.1.2, “UE requested PDN connectivity procedure initiation”]
In order to request connectivity to the default PDN, the UE shall not include any APN in the PDN CONNECTIVITY REQUEST message.

…

[TS 24.301, clause 9.9.3.33, “Tracking area identity list”]

…

The Tracking area identity list is a type 4 information element, with a minimum length of 8 octets and a maximum length of 98 octets. The list can contain a maximum of 16 different tracking area identities.

…

The value part of the Tracking area identity list information element consists of one or several partial tracking area identity lists. The length of each partial tracking area identity list can be determined from the 'type of list' field and the 'number of elements' field in the first octet of the partial tracking area identity list.

…

	Partial tracking area identity list:

	

	Type of list (octet 1)

	Bits

	7 6     

	0 0   list of TACs belonging to one PLMN, with non-consecutive TAC values

	0 1  list of TACs belonging to one PLMN, with consecutive TAC values

	1 0  list of TAIs belonging to different PLMNs


…

	For type of list = "001" and number of elements = k:

	

	octet 2 to 4 contain the MCC+MNC, and

	octet 5 and 6 contain the TAC of the first TAI belonging to the partial list.

	The TAC values of the other k-1 TAIs are TAC+1, TAC+2, …, TAC+k-1.


…

The MNC shall consist of 2 or 3 digits.

…

[TS 36.304, clause 4.3]

…

suitable cell:

A "suitable cell" is a cell on which the UE may camp on to obtain normal service. Such a cell shall fulfil all the following requirements.

· The cell is part of either: 

· the selected PLMN, or: 
· the registered PLMN, or:
· a PLMN of the Equivalent PLMN list
according to the latest information provided by NAS:

…

9.2.1.1.1a.3
Test description

9.2.1.1.1a.3.1
Pre-test conditions

System Simulator:

NOTE: 
while this test describes the uses of 8 cells, it is intended that this test only requires 2 cells to be active at any one instant.

Table 9.2.1.1.1a-1: Cell TAI values

	Cell
	MCC
	MNC
	TAC (hex)
	Remark
	Freq
	Remark

	A
	001
	01
	0000
	2 digit MNC
	f1
	HPLMN

	I
	310
	102
	0000
	3 digit MNC 
	f3
	See Note 1

	B
	001
	01
	0001
	
	f1
	HPLMN

	C
	001
	01
	0027
	
	f1
	HPLMN

	G
	004
	07
	fff0
	
	f2
	See Note 2

	H
	004
	07
	fff9
	
	f2
	See Note 2

	K
	316
	002
	0003
	3 digit MNC
	f3
	See Note 1

	E
	004
	02
	0003
	
	f2
	See Note 2

	Note 1: Cell I and Cell K do not co-exist; the same frequency f3 is used.

Note 2: Cell E and Cells G and H do not co-exist; the same frequency f2 is used.


-
With the exception of the Physical Cell Identity, all other parameters for these cells are the same as defined for cell 1 in TS 36.508 [18]

-
The power level of Cell A is the Serving Cell level defined in table 6.2.2.1-1 of TS 36.508 [18].

-
The power levels of Cells B to K are set to the Non-suitable “Off” level defined in table 6.2.2.1-1 of TS 36.508 [18].
Table 9.2.1.1.1a-2: Time instances of cell power level and parameter changes
	
	Parameter
	Unit
	Cell A
	Cell I
	Cell B
	Cell C
	Cell G
	Cell H
	Cell K
	Cell E

	T0
	Cell-specific RS EPRE
	dBm/
15kHz
	[-85]
	Off
	Off
	Off
	Off
	Off
	Off
	Off

	T1
	Cell-specific RS EPRE
	dBm/
15kHz
	[-97]
	[-85]
	Off
	Off
	Off
	Off
	Off
	Off

	T2
	Cell-specific RS EPRE
	dBm/
15kHz
	Off
	Off
	[-85]
	Off
	Off
	Off
	Off
	Off

	T3 (N=3)
	Cell-specific RS EPRE
	dBm/
15kHz
	Off
	Off
	[-97]
	[-85]
	Off
	Off
	Off
	Off

	T3 (N=4)
	Cell-specific RS EPRE
	dBm/
15kHz
	Off
	Off
	Off
	[-97]
	[-85]
	Off
	Off
	Off

	T3 (N=5)
	Cell-specific RS EPRE
	dBm/
15kHz
	Off
	Off
	Off
	Off
	[-97]
	[-85]
	Off
	Off

	T3 (N=6)
	Cell-specific RS EPRE
	dBm/
15kHz
	Off
	Off
	Off
	Off
	Off
	[-97]
	[-85]
	Off

	T3 (N=7)
	Cell-specific RS EPRE
	dBm/
15kHz
	Off
	Off
	Off
	Off
	Off
	Off
	[-97]
	[-85]

	T4
	Cell-specific RS EPRE
	dBm/
15kHz
	Off
	[-85]
	Off
	Off
	Off
	Off
	Off
	[-97]

	T5
	Cell-specific RS EPRE
	dBm/
15kHz
	[-85]
	Off
	Off
	Off
	Off
	Off
	Off
	[-97]


UE:

-
The test USIM contains a valid GUTI1 and TAI1, and EPS update status is "EU1: UPDATED".

Preamble:

-
The UE is in state Switched OFF (state 1) according to TS 36.508, [18].

9.2.1.1.1a.3.2
Test procedure sequence

Table 9.2.1.1.1a.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U – S
	Message
	
	

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	The UE transmits an ATTACH REQUEST message on cell A including a PDN CONNECTIVITY REQUEST message
	-->
	ATTACH REQUEST
	
	

	3
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	4
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	5
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	6
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 7a1 to 7a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred. 
	-
	-
	-
	-

	7a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	7a2
	The UE transmits the ESM INFORMATION REQUEST message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	8
	SS responds with ATTACH ACCEPT message including a valid TAI list containing the TAIs of Cell A and Cell I; with PLMN ID of Cell A included in the GUTI; and with the PLMN ID of Cell I included in the Equivalent PLMNs IE. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message
	<--
	ATTACH ACCEPT
	-
	-

	9
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-

	-
	EXCEPTION: Before the event described in step 11 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 may take place.
	-
	-
	-
	-

	10
	Void
	-
	-
	-
	-

	11
	The SS releases the RRC connection.
	-
	-
	-
	-

	12
	The signal strength of Cell I is raised to that of the Serving Cell and that of Cell A is lowered to that of a Suitable Neighbour Cell as defined in table 6.2.2.1-1 of TS 36.508 [18].  

Note: Cell A is still suitable but the UE shall select Cell I
	
	
	
	

	-
	The following messages are to be observed on Cell I unless explicitly stated otherwise.
	-
	-
	-
	-

	13
	Wait [10] seconds for mobile to camp on Cell I
	
	
	
	

	14
	The UE is switched off
	
	
	
	

	15
	Check: does the UE send DETACH?
	-->
	DETACH REQUEST
	3
	P

	16
	Cells A and I are set to the Non-suitable “Off” level and Cell B is set to the Serving Cell level.
	
	
	
	

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	17
	The UE is switched on
	
	
	
	

	18
	Check: does the UE send an integrity protected ATTACH REQUEST message (including a PDN CONNECTIVITY REQUEST message) with the last visited TAI correctly indicating the TAI of cell I; the GUTI allocated in step 8 and the KSIASME allocated in step 3?
	-->
	ATTACH REQUEST
	1, 2
	P

	-
	EXCEPTION: Steps 18a1 to 18a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred. 
	-
	-
	-
	-

	18a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	18a2
	The UE transmits the ESM INFORMATION REQUEST message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	19
	The SS sends an ATTACH ACCEPT message allocating 16 TAIs and an aligned set of equivalent PLMNs. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message.
	<--
	ATTACH ACCEPT
	
	

	20
	The UE sends ATTACH COMPLETE including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	
	

	-
	EXCEPTION: Before the event described in step 22 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 may take place.
	-
	-
	-
	-

	21
	Void
	-
	-
	
	

	22
	The SS releases the RRC connection.
	-
	-
	-
	-

	23
	The SS waits [5] seconds
	-
	-
	-
	-

	-
	EXCEPTION steps 24 to 26 are repeated for N = 3 to N = 7 with cells B,C,G,H,K,N according to T3 in table 9.2.1.1.1a-2.
	
	
	
	

	24
	Cell power levels are set according to T3 and the value of N.


	
	
	
	

	25
	Check: does the UE transmit a TRACKING AREA UPDATE REQUEST message in the next 15 seconds? 
	-->
	TRACKING AREA UPDATE REQUEST
	3
	F

	26
	Using the procedure of clause 6.4.2.2 of TS 36.508 [18],

Check: does the UE camp on the strongest cell ?
	
	
	3
	P

	27
	Cell K is is set to the Non-suitable “Off” level. The signal strength of Cell E is lowered to that of a Suitable Neighbour Cell and that of Cell I is raised to the Serving Cell level. 

Note: the new list of equivalent PLMNs allocated in step 19 means that list of equivalent PLMNs allocated in step 8 should have been deleted. Hence the PLMN of Cell I shall not be selected by a cell reselection process, and the UE shall remain camped on Cell E.
	
	
	
	

	28
	Check: Does the UE transmit a TRACKING AREA UPDATE REQUEST message on cell I in the next 15 seconds?
	-->
	TRACKING AREA UPDATE REQUEST
	5
	F

	29
	Using the procedure of clause 6.4.2.2 of TS 36.508 [18], page the UE on Cells E and I.

Check: Does the UE camp on cell E and not on Cell I?
	
	
	5
	P

	30
	Cell I is set to the Non-suitable “Off” level. The signal strength of Cell A is raised to the Serving Cell level such that the UE shall select Cell A.
	
	
	
	

	31
	Check: Does the UE transmit a TRACKING AREA UPDATE REQUEST message on cell A with the last visted TAI set to the TAI of cell E; the GUTI allocated in step 8 and the KSIASME allocated in step 3?
	-->
	TRACKING AREA UPDATE REQUEST
	4
	P


9.2.1.1.1a.3.3
Specific message contents

Table 9.2.1.1.1a.3.3-1: Message ATTACH ACCEPT (step 8, Table 9.2.1.1.1a.3.2-1)

	Derivation path: 36.508 table 4.7.2-1

	Information Element
	Value/Remark
	Comment
	Condition

	TAI list
	
	List of 2 TAIs
	

	  Length of tracking area identity list contents
	11
	The value in the length field
	

	  Number of elements
	2
	
	

	  Type of list
	010
	More than one PLMN
	

	  Partial tracking area identity list
	First TAI = TAI of Cell I;

Second TAI = TAI of Cell A
	
	

	GUTI
	MCC=001, MNC=01, MMEGI = 1, MMEC= 1, M-TMSI arbitrarily allocated but compliant to rules of  TS 23.003 sub clause 2.8
	Includes PLMN ID of cell A
	

	Equivalent PLMNs
	MCC=310, MNC=102
	PLMN ID of cell I
	


Table 9.2.1.1.1a.3.3-2: Message ATTACH REQUEST (step 18, Table 9.2.1.1.1a.3.2-1)

	Derivation path: 36.508 table 4.7.2-4

	Information Element
	Value/Remark
	Comment
	Condition

	Sent in SECURITY PROTECTED NAS MESSAGE with valid integrity check
	
	
	

	Old GUTI or IMSI
	GUTI allocated in step 8
	
	

	NAS key set identifier
	KSI allocated in step 3
	
	

	Last visited registered TAI
	TAI of cell 2
	
	


Table 9.2.1.1.1a.3.3-3: Message ATTACH ACCEPT (step 19, Table 9.2.1.1.1a.3.2-1)

	Derivation path: 36.508 table 4.7.2-1

	Information Element
	Value/Remark
	Comment
	Condition

	TAI list
	
	Contains 3 separate partial tracking area ID lists
	

	  Length of tracking area identity list contents
	32
	The decimal value of the value in the length field
	

	      Type of first partial tracking area identity list
	010
	More than one PLMN
	

	           Number of elements
	00010
	3 elements
	

	           First TAI
	MCC = 004,

MNC = 02,

TAC = 0003
	
	

	           Second TAI
	MCC = 005,

MNC = 002,

TAC = 0003
	
	

	            Third TAI
	MCC = 004,

MNC = 03,

TAC = 0003
	
	

	      Type of second partial tracking area identity list
	001
	Consecutive TACs on same PLMN
	

	           Number of consecutive TACS
	01001
	10 elements
	

	           TAI
	MCC = 004

MNC = 07

TAC = fff0
	TAI with lowest numbered TAC
	

	      Type of third partial tracking area identity list
	000
	Individual TACs on same PLMN
	

	             Number of elements
	00010
	3
	

	             MCC
	MCC = 001
	
	

	             MNC
	MNC = 01
	
	

	             First TAC
	TAC = 0001
	
	

	             Second TAC
	TAC = 0002
	
	

	             Third TAC
	TAC = 0027
	
	

	GUTI
	MCC=001, MNC = 01, MMEGI = 64000, MMEC= 127, M-TMSI arbitrarily allocated but compliant to rules of  TS 23.003 sub clause 2.8
	Includes PLMN ID of cell B.
	

	Equivalent PLMNs
	MCC=004, MNC=02;

MCC=004, MNC=03;

MCC=004, MNC=07;

MCC=316, MNC=002;
	4 equivalent PLMNs
	


Table 9.2.1.1.1a.3.3-4: Message TRACKING AREA UPDATE REQUEST (step 37, Table 9.2.1.1.1a.3.2-1)

	Derivation path: 36.508 table 4.7.2-27

	Information Element
	Value/Remark
	Comment
	Condition

	Old GUTI
	GUTI allocated in step 19
	
	

	NAS key set identifier ASME
	Same as allocated in step 3
	
	

	Last visited registered TAI
	TAI of cell 8
	
	


[Text skipped here]

9.2.1.1.7
Attach Procedure / Success / list of equivalent PLMNs in the ATTACH ACCEPT message 

9.2.1.1.7.1
Test Purpose (TP)

(1)

with { UE in EMM-REGISTERED-INITIATED state }

ensure that {

  when { the UE receives ATTACH ACCEPT message including a list of equivalent PLMNs }

   then { the UE stores correctly the list and does not consider forbidden PLMNs as equivalent PLMNs }

}

(2)

with { UE in EMM-REGISTERED-INITIATED state }

ensure that {

  when { the UE receives ATTACH ACCEPT message without a list of equivalent PLMNs }

   then { the UE deletes the stored list and applies a normal PLMN selection process }

}

9.2.1.1.7.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clause 5.5.1.2.4.

[TS 24.301, clause 5.5.1.2.4]

The MME may also include a list of equivalent PLMNs in the ATTACH ACCEPT message. Each entry in the list contains a PLMN code (MCC+MNC). The UE shall store the list as provided by the network, after having removed from the list any PLMN code that is already in the list of forbidden PLMNs. In addition, the UE shall add to the stored list the PLMN code of the registered PLMN that sent the list. The UE shall replace the stored list on each receipt of the ATTACH ACCEPT message. If the ATTACH ACCEPT message does not contain a list, then the UE shall delete the stored list.

9.2.1.1.7.3
Test description

9.2.1.1.7.3.1
Pre-test conditions

System Simulator:

-
Cell A (PLMN1), Cell G (PLMN2), Cell I (PLMN3) and Cell J (PLMN4) are configured according to Table 6.3.2.2-1 in [18].
-
Cell A (HPLMN)

-
Cell G (visited PLMN)

-
Cell I (another visited PLMN)
-
Cell J (another visited PLMN, different than Cell I and switched OFF, at most 3 cells are active simultaneously)
UE:

-
The "forbidden PLMN list" contains PLMN3

Preamble:

-
The UE is in state Switched OFF (state 1) according to [18].

9.2.1.1.7.3.2
Test procedure sequence

Table: 9.2.1.1.7.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as the "Serving cell".

- Cell G as a "Non-Suitable cell".

- Cell I as a "Non-Suitable cell".

	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message. 
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.


	<--
	AUTHENTICATION REQUEST
	-
	-

	5
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.


	-->
	AUTHENTICATION RESPONSE
	-
	-

	6
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	7
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.

	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 7Aa1 to 7Aa2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	7Aa1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	7A a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	8
	SS responds with ATTACH ACCEPT message including PLMN2, PLMN3 and PLMN4 in the list of equivalent PLMNs. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message. 
	<--
	ATTACH ACCEPT
	-
	-

	9
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	
	

	10
	The UE is switched off.
	-->
	DETACH REQUEST
	-
	-

	11
	The SS configures:

- Cell A as the "Non-Suitable cell".

- Cell G as a "Suitable cell".

- Cell I as a "Serving cell".

Note: Cell I belongs to the forbidden PLMN. 
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell G unless explicitly stated otherwise.
	-
	-
	-
	-

	12
	The UE is switched on.
	-
	-
	-
	-

	-
	EXCEPTION: The behaviour in table 9.2.1.1.7.3.2-2 occurs in parallel with step 13.
	
	
	
	

	13
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message?
	-->
	ATTACH REQUEST
	1
	P

	-
	EXCEPTION: Steps 13Aa1 to 13Aa2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	13Aa1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	13A a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 14 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	14
	The SS transmits an ATTACH ACCEPT message without the Equivalent PLMNs list. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message. 
	<--
	ATTACH ACCEPT
	-
	-

	15
	The UE transmits an ATTACH COMPLETE message on Cell G (PLMN2) including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-

	15A
	The SS configures:

- Cell A as a "Suitable cell".

- Cell G as a "Non-Suitable cell".

- Cell I as a "Non-suitable "Off” cell".

- Cell J as a "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	-
	EXCEPTION: The behaviour in table 9.2.1.1.7.3.2-3 occurs in parallel with step 15B.
	
	
	
	

	15B
	Check: Does the UE transmit a TRACKING AREA UPDATE REQUEST message?
	-->
	TRACKING AREA UPDATE REQUEST
	2
	P

	15C
	SS responds with TRACKING AREA UPDATE ACCEPT message. 
	<--
	TRACKING AREA UPDATE ACCEPT
	-
	-

	15D
	The UE transmits a TRACKING AREA UPDATE COMPLETE message
	-->
	TRACKING AREA UPDATE COMPLETE
	
	

	16
	Void
	-
	-
	-
	-

	17
	Void
	-
	-
	-
	-

	18
	Void
	-
	-
	-
	-

	19
	Void
	-
	-
	-
	-

	20
	Void
	-
	-
	-
	-

	21
	Void
	-
	-
	-
	-

	22
	Void
	-
	-
	-
	-

	23 
	Void
	-
	-
	-
	-

	24
	Void
	-
	-
	-
	-

	25
	Void
	-
	-
	-
	-

	26
	Void
	-
	-
	-
	-

	27
	Void
	-
	-
	-
	-

	28
	Void
	-
	-
	-
	-

	29
	Void
	--
	
	-
	-

	30Void
	
	-
	-
	-
	-

	31
	Void
	-
	-
	-
	-

	32
	Void
	-
	-
	-
	-

	33
	Void
	-
	-
	-
	-

	34
	Void
	-
	-
	-
	-


Table: 9.2.1.1.7.3.2-2: Parallel behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Check: Does the UE transmit an ATTACH REQUEST message on Cell I (PLMN3) ?
	-->
	ATTACH REQUEST
	1
	F


Table: 9.2.1.1.7.3.2-3: Parallel behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Check: Does the UE transmit a TRACKING AREA UPDATE REQUEST message on Cell J (PLMN4)?
	-->
	TRACKING AREA UPDATE REQUEST
	2
	F


,
9.2.1.1.7.3.3
Specific message contents

Table 9.2.1.1.7.3.3-1: Message ATTACH ACCEPT (step 8, Table 9.2.1.1.7.3.2-1)

	Derivation path: 36.508 table 4.7.2-1

	Information Element
	Value/Remark
	Comment
	Condition

	Equivalent PLMNs
	-
	Includes MCC and MNC digits for PLMN2, PLMN3 and PLMN4. 
	


Table 9.2.1.1.7.3.3-2: Message ATTACH ACCEPT (step 14, Table 9.2.1.1.7.3.2-1)

	Derivation path: 36.508 table 4.7.2-1

	Information Element
	Value/Remark
	Comment
	Condition

	Equivalent PLMNs
	Not present
	
	


9.2.1.1.9
Attach / rejected / IMSI invalid

9.2.1.1.9.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { UE receives an ATTACH REJECT message with the reject cause set to "Illegal UE" }

    then { UE considers the USIM as invalid for EPS services and non-EPS services and enters state EMM-DEREGISTERED }

            }

(2)

with { UE receives an ATTACH REJECT message with the reject cause set to "Illegal UE" }

ensure that {

  when { the UE has been switched off, then switched on }

    then { the UE sends an ATTACH REQUEST message with IMSI, including a PDN CONNECTIVITY REQUEST message }

            }

9.2.1.1.9.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.5.1.2.5.

[TS 24.301, clause 5.5.1.2.5]

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the reject cause value received.

#3

(Illegal UE); or

...


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall consider the USIM as invalid for EPS services and non-EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and enter state EMM-DEREGISTERED.

If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI and ciphering key sequence number, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case when the normal attach procedure is rejected with the GMM cause with the same value.

NOTE:
The possibility to configure a UE so that the radio transceiver for a specific RAT is not active, although it is implemented in the UE, is out of scope of the present specification.
...

9.2.1.1.9.3
Test description

9.2.1.1.9.3.1
Pre-test conditions

System Simulator:

-
Cell A, Cell B (home PLMN, different TAs) and Cell G (another PLMN)
-
The different cells may not be simultaneously activated.
UE:

- 
The test USIM contains IMSI1, GUTI1 and TAI1, and EPS update status is "EU1: UPDATED".

Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.1.9.3.2
Test procedure sequence

Table 9.2.1.1.9.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as the "Serving cell".

- Cell B as a "Non-Suitable cell".

- Cell G as a "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message on cell A.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with EMM cause = "Illegal UE" as specified.
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	The SS configures:

- Cell A as a "Non-Suitable cell".

- Cell B as the "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?

Note: Cell B belongs to the same PLMN where the UE was rejected but a different TA
	-->
	ATTACH REQUEST
	1
	F

	8
	The operator initiates an attach by MMI or by AT command.
	-
	-
	-
	-

	9
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	10
	Void
	-
	-
	-
	-

	11
	Check: Does the test result of CALL generic procedure (TS 36.508 subclause 6.4.2.5) indicate that the UE ignores paging on cell B for PS domain with GUTI-1?
	-
	-
	1
	-

	12
	The SS configures:

- Cell B as a "Non-Suitable cell".

- Cell G as the "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell G unless explicitly stated otherwise.
	-
	-
	-
	-

	13
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?

Note: Cell G belongs to a PLMN which is not the same like the one on which the UE was rejected.
	-->
	ATTACH REQUEST
	1
	F

	14
	The user initiates an attach by MMI or by AT command.
	-
	-
	-
	-

	15
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	16
	If possible (see ICS) switch off is performed. Otherwise the power is removed.
	
	
	
	

	17
	The UE is brought back to operation.
	
	
	
	

	18
	Void
	-
	-
	-
	-

	19
	Check: Does the UE transmit an ATTACH REQUEST message with IMSI-1?
	-->
	ATTACH REQUEST
	2
	P


NOTE:
At the end of the test procedure sequence, the UE should be switched off or the attach procedure should be successfully completed by the SS so as to leave the UE in a stable state.
9.2.1.1.9.3.3
Specific message contents

Table 9.2.1.1.9.3.3-1: Message ATTACH REJECT (steps 4 and 20, Table 9.2.1.1.9.3.2-1)

	Derivation path: 36.508 table 4.7.2.3

	Information Element
	Value/Remark
	Comment
	Condition

	Security header type
	0000
	" Plain NAS message, not security protected "
	

	EMM cause
	00000011
	#3 "Illegal UE"
	

	ESM message container
	Not present
	
	


Table 9.2.1.1.9.3.3-2: Message ATTACH REQUEST (step 19, Table 9.2.1.1.9.3.2-1)

	Derivation path: TS 36.508 table 4.7.2

	Information Element
	Value/Remark
	Comment
	Condition

	Old GUTI or IMSI
	IMSI-1
	
	

	ESM message container
	PDN CONNECTIVITY REQUEST message to request PDN connectivity to the default PDN
	
	

	Last visited registered TAI
	Not present
	
	

	Old LAI
	Not present
	
	

	TMSI status
	Not present
	
	


9.2.1.1.10
Attach / rejected / illegal ME
9.2.1.1.10.1
Test Purpose (TP)

 (1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { UE receives an ATTACH REJECT message with the reject cause set to "Illegal ME" }

    then { UE considers the USIM as invalid for EPS services and non-EPS services and enters state EMM-DEREGISTERED }

            }

(2)

with { UE receives an ATTACH REJECT message with the reject cause set to "Illegal ME" }

ensure that {

  when { the UE has been switched off, then switched on }

    then { the UE sends an ATTACH REQUEST message with IMSI, including a PDN CONNECTIVITY REQUEST message }

            }

9.2.1.1.10.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.5.1.2.5.

[TS 24.301, clause 5.5.1.2.5]

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the reject cause value received.

#6

(Illegal ME);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall consider the USIM as invalid for EPS services and non-EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and enter state EMM-DEREGISTERED.

...

9.2.1.1.10.3
Test description

The test description is identical to the one of subclause 9.2.1.1.9 except that in the test procedure and in the specific message contents, the reject cause #3 "Illegal UE" is replaced with the reject cause #6 "Illegal ME".

9.2.1.1.11
Attach / rejected / EPS services and non-EPS services not allowed

9.2.1.1.11.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { UE receives an ATTACH REJECT message with the reject cause set to "EPS services and non-EPS services not allowed" }

    then { UE considers the USIM as invalid for EPS services and non-EPS services and enters state EMM-DEREGISTERED }

            }

(2)

with { UE receives an ATTACH REJECT message with the reject cause set to "EPS services and non-EPS services not allowed" }

ensure that {

  when { the UE has been switched off, then switched on }

    then { the UE sends an ATTACH REQUEST message with IMSI, including a PDN CONNECTIVITY REQUEST message }

            }

(3)

with { UE receives an ATTACH REJECT message with the reject cause set to "EPS services and non-EPS services not allowed" }

ensure that {

  when { the UE has been switched off, then switched on and a UMTS or GSM cell is found }

    then { the UE sends an ATTACH REQUEST message with IMSI and TMSI status indicated invalid TMSI }

            }

9.2.1.1.11.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.5.1.2.5.

[TS 24.301, clause 5.5.1.2.5]

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the reject cause value received.

#8

(EPS services and non-EPS services not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall consider the USIM as invalid for EPS services and non-EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and enter state EMM-DEREGISTERED.

If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI and ciphering key sequence number, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case when the normal attach procedure is rejected with the GMM cause with the same value.
...
[TS 24.008, clause 4.7.3.2.4]

...

The MS shall then take one of the following actions depending upon the reject cause:

# 8

(GPRS services and non-GPRS services not allowed);

...


The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (shall store it according to subclause 4.1.3.2) and shall delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number. The new GMM state is GMM-DEREGISTERED. The new MM state is MM IDLE.


The MS shall set the update status to U3 ROAMING NOT ALLOWED, shall delete any TMSI, LAI and ciphering key sequence number. The SIM/USIM shall be considered as invalid for GPRS and non-GPRS services until switching off or the SIM/USIM is removed.
9.2.1.1.11.3
Test description

The test description is identical to the one of subclause 9.2.1.1.9 with the following exceptions:

9.2.1.1.11.3.1
Pre-test conditions

System Simulator:

-
Cell A, Cell B (home PLMN, different TAs) and Cell G (another PLMN)

-
If pc_UTRAN Cell 5 and if (NOT pc_UTRAN AND pc_GERAN) Cell 24 are configured according to Table 4.4.4-2 in [18].

-
if pc_UTRAN, Cell 5 (only active when stated)
-
if pc_GERAN and NOT pc_UTRAN, Cell 24 (only active when stated)
-
The different cells may not be simultaneously activated.
UE:

- 
The test USIM contains IMSI1, GUTI1 and TAI1, and EPS update status is "EU1: UPDATED".

- 
If pc_GERAN or pc_UTRAN supported by UE, the test USIM contains TMSI-1, P-TMSI-1and RAI-1, and GPRS update status is "GU1: UPDATED".
Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.1.11.3.2
Test procedure sequence

Table 9.2.1.1.11.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as the "Serving cell".

- Cell B as a "Non-Suitable cell".

- Cell G as a "Non-Suitable cell".


IF pc_GERAN or pc_UTRAN THEN the SS configures Cell 24 (GERAN) or Cell 5 (UTRAN) as "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with EMM cause = "EPS services and non-EPS services not allowed" as specified.
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	The SS configures:

- Cell A as a "Non-Suitable cell".

- Cell B as the "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?

Note: Cell B belongs to the same PLMN where the UE was rejected but a different TA
	-->
	ATTACH REQUEST
	1
	F

	8
	The operator initiates an attach by MMI or by AT command.
	-
	-
	-
	-

	9
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	10
	Void
	-
	-
	-
	-

	11
	Check: Does the test result of CALL generic procedure (TS 36.508 subclause 6.4.2.5) indicate that the UE ignores paging on cell B for PS domain with GUTI-1?
	-
	-
	1
	-

	12
	The SS configures:

- Cell B as a "Non-Suitable cell".

- Cell G as the "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell G unless explicitly stated otherwise.
	-
	-
	-
	-

	13
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?

Note: Cell G belongs to a PLMN which is not the same like the one on which the UE was rejected.
	-->
	ATTACH REQUEST
	1
	F

	14
	The user initiates an attach by MMI or by AT command.
	-
	-
	-
	-

	15
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	16
	If possible (see ICS) switch off is performed. Otherwise the power is removed.
	
	
	
	

	17
	The UE is brought back to operation.
	
	
	
	

	18
	The following message is sent on Cell G.
	
	
	
	

	19
	Check: Does the UE transmit an ATTACH REQUEST message with IMSI-1?
	-->
	ATTACH REQUEST
	2
	P

	20
	The SS transmits an ATTACH REJECT message with EMM cause = "EPS services and non-EPS services not allowed" as specified.
	<--
	ATTACH REJECT
	-
	-

	-
	EXCEPTION: Steps 21a1 to 21a9 describe behaviour that depends on the UE capability.
	-
	-
	-
	-

	21a1
	IF pc_UTRAN or pc_GERAN THEN

the SS configures

- Cell G as a "Non-Suitable cell".

- Cell 24 (GERAN) or Cell 5 (UTRAN) as the "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell 24 or Cell 5 (depending on which cell was set as "Serving cell" in the preceding step) unless explicitly stated otherwise.
	-
	-
	-
	-

	21a2
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	21a3
	The user initiates an attach by MMI or by AT command.
	-
	-
	-
	-

	21a4
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	21a5
	If possible (see ICS) switch off is performed. Otherwise the power is removed.
	-
	-
	-
	-

	21a6
	The UE is brought back to operation.
	-
	-
	-
	-

	21a7
	Void
	-
	-
	-
	-

	21a8
	Check: Does the UE transmit an ATTACH REQUEST message with IMSI-1and TMSI status indicated invalid TMSI?
	-->
	ATTACH REQUEST
	3
	P


Note:
At the end of the test procedure sequence, the UE should be switched off or the attach procedure should be successfully completed by the SS so as to leave the UE in a stable state.

9.2.1.1.11.3.3
Specific message contents

Table 9.2.1.1.11.3.3-1: Message ATTACH REJECT (steps 4 and 20, Table 9.2.1.1.11.3.2-1)

	Derivation path: 36.508 table 4.7.2.3

	Information Element
	Value/Remark
	Comment
	Condition

	Security header type
	0000
	" Plain NAS message, not security protected "
	

	EMM cause
	00000100
	#8 "EPS services and non-EPS services not allowed"
	

	ESM message container
	Not present
	
	


Table 9.2.1.1.11.3.3-2: Message ATTACH REQUEST (step 19, Table 9.2.1.1.11.3.2-1)

	Derivation path: TS 36.508 table 4.7.2

	Information Element
	Value/Remark
	Comment
	Condition

	Old GUTI or IMSI
	IMSI-1
	
	

	ESM message container
	PDN CONNECTIVITY REQUEST message to request PDN connectivity to the default PDN
	
	

	Last visited registered TAI
	Not present
	
	

	Old LAI
	Not present
	
	

	TMSI status
	Not present
	
	


Table 9.2.1.1.11.3.3-3: Message ATTACH REQUEST (step 21a8, Table 9.2.1.1.11.3.2-1)

	Derivation path: TS 34.108 table X.X.X

	Information Element
	Value/Remark
	Comment
	Condition

	GPRS ciphering key sequence number
	111
	No key is available
	

	P-TMSI or IMSI
	IMSI-1
	
	

	Old routing area identification
	Deleted RAI-1
	The MNC and the MCC in the coding of the RAI are replaced by the RAC of RAC-1
	

	Old P-TMSI signature
	Not present
	
	

	TMSI status
	0
	no valid TMSI available
	


9.2.1.1.12
Attach / rejected / EPS services not allowed

9.2.1.1.12.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { UE receives an ATTACH REJECT message with the reject cause set to "EPS services not allowed" }

    then { UE deletes the GUTI and the last visited registered TAI and KSI and considers the USIM as invalid for EPS services until switching off or the UICC containing the USIM is removed and deletes the list of equivalent PLMNs and UE enters state EMM-DEREGISTERED }

            }

9.2.1.1.12.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clauses 5.5.1.2.2 and 5.5.1.2.5.

[TS 24.301, clause 5.5.1.2.2]

In state EMM-DEREGISTERED, the UE initiates the attach procedure by sending an ATTACH REQUEST message to the MME, starting timer T3410 and entering state EMM-REGISTERED-INITIATED (see example in figure 5.5.1.2.2.1). If timer T3402 is currently running, the UE shall stop timer T3402. If timer T3411 is currently running, the UE shall stop timer T3411. 

If the UE supports neither A/Gb mode nor Iu mode, the UE shall handle the Old GUTI or IMSI IE in the ATTACH REQUEST message as follows:

-
The UE shall include in the ATTACH REQUEST message a valid GUTI together with the last visited registered TAI, if available. If there is no valid GUTI available, the UE shall include the IMSI in the ATTACH REQUEST message.

…

[TS 24.301, clause 5.5.1.2.5]

…

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the reject cause value received.

#7

(EPS services not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall consider the USIM as invalid for EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and enter state EMM-DEREGISTERED.


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [6] for the case when the normal attach procedure is rejected with the GMM cause with the same value.

9.2.1.1.12.3
Test description

9.2.1.1.12.3.1
Pre-test conditions

System Simulator:

-
Cell A, Cell B and Cell G:
-
Cell A and Cell B (HPLMN, different TAs),
-
Cell G (another PLMN);
-
If pc_UTRAN, Cell 5 (HPLMN, UTRAN, NMO 2);

-
If NOT pc_UTRAN and pc_GERAN, Cell 24 (HPLMN, GERAN, NMO 2).

-
The different cells may not be simultaneously activated (at most 2 cells are active simultaneously);

-
Cells B and G can be implemented as minimum uplink cells.

UE:

- 
The test USIM contains IMSI-1, GUTI-1 and TAI-1, and EPS update status is "EU1: UPDATED".

- 
If pc_GERAN or pc_UTRAN, the test USIM contains P-TMSI-1, P-TMSI signature1 and RAI-1, and GPRS update status is "GU1: UPDATED".

Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.1.12.3.2
Test procedure sequence

Table 9.2.1.1.12.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures: 

- Cell A as the "Serving cell".

- Cell B as a " Suitable neighbour cell".

- Cell G as a "Non-Suitable Off cell".

- If present, Cell 5 or 24 as a "Non-Suitable Off cell".
	- 
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The user switches the UE on.
	-
	-
	-
	-

	3
	The UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with EMM cause = "EPS services not allowed".
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	The SS reconfigures:

Cell A as a  " Suitable neighbour cell".

Cell B as the "Serving cell".

Note: Cell A and Cell B are in different TAIs – same PLMN.
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	8
	The user initiates an attach by MMI or by AT command.
	-
	-
	-
	-

	9
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	-
	EXCEPTION: Steps 10a1 to 10a6 describe behaviour that depends on the UE capability.
	-
	-
	-
	-

	10a1
	IF pc_UTRAN or pc_GERAN THEN

the SS configures

- Cell A as "Non-suitable Off cell"

- Cell B as a " Suitable neighbour cell".

- Cell 24 (GERAN) or 5 (UTRAN) as the "Serving cell".

Note: Cell B and Cell 24 (GERAN) or 5 (UTRAN) are in different PLMNs
	-
	-
	-
	-

	10a2
	The following messages are to be observed on Cell 24 or Cell 5 (depending on which cell was set as "Serving cell" in the preceding step) unless explicitly stated otherwise.
	-
	-
	-
	-

	-
	EXCEPTION: The behaviour in table 9.2.1.1.12.3.2-2 occurs in parallel with step 10a3.
	
	
	
	

	10a4
	Check: Does the UE transmit an ATTACH REQUEST message in the next 2 minutes?
	-->
	ATTACH REQUEST
	1
	F

	10a4
	The user initiates an attach by MMI or by AT command.
	-
	-
	-
	-

	10a5
	Check : Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	10a6
	The SS configures cell 24 or cell 5 as "Suitable Neighbour cell".
	-
	-
	-
	-

	11
	The SS configures:

- Cell B as a "Non-Suitable Off cell".

- Cell G as the "Serving cell".

Note: Cell B and Cell G are different PLMNs.
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell G unless explicitly stated otherwise.
	-
	-
	-
	-

	12
	Check: Does the UE transmit an ATTACH REQUEST message in the next 60 seconds?
	-->
	ATTACH REQUEST
	1
	F

	13
	The operator initiates an attach by MMI or by AT command.
	-
	-
	-
	-

	14
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F


Table 9.2.1.1.12.3.2-2: Parallel behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	-
	EXCEPTION: Steps 1a and 1b describe a behaviour which depends on the UE capability.
	-
	-
	-
	-

	1a
	IF pc_CS THEN the UE transmits a LOCATION UPDATING REQUEST message.
	--> 
	LOCATION UPDATING REQUEST
	-
	-

	1b
	The SS transmits a LOCATION UPDATING ACCEPT message including IMSI-1
	<--
	LOCATION UPDATING ACCEPT
	-
	-


9.2.1.1.12.3.3
Specific message contents

Table 9.2.1.1.12.3.3-1: Message ATTACH REJECT (step 4, Table 9.2.1.1.12.3.2-1)

	Derivation path: 36.508 table 4.7.2.3 (This message is transmitted as a "plain NAS message")

	Information Element
	Value/Remark
	Comment
	Condition

	Security header type
	0000
	"Plain NAS message, not security protected"
	

	EMM cause
	00000111
	#7 "EPS services not allowed" 
	

	ESM message container
	Not present
	
	


9.2.1.1.13
Attach / rejected / PLMN not allowed

9.2.1.1.13.1
Test Purpose (TP)

(1)

with { the UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { the UE receives an ATTACH REJECT message with the reject cause set to "PLMN not allowed" }

    then { the UE deletes the GUTI, the last visited registered TAI, KSI, the list of equivalent PLMNs and UE enters state EMM-DEREGISTERED.PLMN-SEARCH and UE stores the PLMN in the "forbidden PLMN list" in the USIM }

            }

(2)

with { the UE is switched off and a PLMN is stored in the "forbidden PLMN list" in the USIM }

ensure that {

  when { the UE is switched on  }

    then { the UE doesn't  attempt to attach on this PLMN }

            }

(3)

with { the UE in E-UTRA EMM-DEREGISTERED.PLMN-SEARCH state and a PLMN is stored in the "forbidden PLMN list" }

ensure that {

  when { the UE detects a cell belonging to a PLMN which is not in the "forbidden PLMN list" }

    then { the UE attaches to this PLMN }

            }

(4)

with {the  UE in E-UTRA EMM-DEREGISTERED.PLMN-SEARCH state and a PLMN is stored in the "forbidden PLMN list" }

ensure that {

  when { the forbidden PLMN is selected manually }

    then { the UE attaches to the forbidden PLMN and deletes this PLMN from the USIM}

            }

9.2.1.1.13.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clauses 5.5.1.2.2 and 5.5.1.2.5.

[TS 24.301, clause 5.5.1.2.2]

In state EMM-DEREGISTERED, the UE initiates the attach procedure by sending an ATTACH REQUEST message to the MME, starting timer T3410 and entering state EMM-REGISTERED-INITIATED (see example in figure 5.5.1.2.2.1). If timer T3402 is currently running, the UE shall stop timer T3402. If timer T3411 is currently running, the UE shall stop timer T3411.

If the UE supports neither A/Gb mode nor Iu mode, the UE shall handle the Old GUTI or IMSI IE in the ATTACH REQUEST message as follows:

-
The UE shall include in the ATTACH REQUEST message a valid GUTI together with the last visited registered TAI, if available. If there is no valid GUTI available, the UE shall include the IMSI in the ATTACH REQUEST message.

If the UE supports A/Gb mode or Iu mode, the UE shall handle the Old GUTI or IMSI IE as follows:

...

-
If the TIN indicates "GUTI" or "RAT-related TMSI" and the UE holds a valid GUTI, the UE shall indicate the GUTI in the Old GUTI or IMSI IE.
...

-
Otherwise the UE shall include the IMSI in the Old GUTI or IMSI IE.

...

[TS 24.301, clause 5.5.1.2.5]

If the attach request cannot be accepted by the network, the MME shall send an ATTACH REJECT message to the UE including an appropriate EMM cause value. 

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the EMM cause value received.
...
#11
(PLMN not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. Additionally, the UE shall delete the list of equivalent PLMNs and reset the attach attempt counter, and enter state EMM-DEREGISTERED.PLMN-SEARCH.


In S1 mode, the UE shall store the PLMN identity in the "forbidden PLMN list" and enter state EMM-DEREGISTERED.PLMN-SEARCH. The UE shall perform a PLMN selection according to 3GPP TS 23.122 [6].
...

If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI, ciphering key sequence number and location update attempt counter, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI, GPRS ciphering key sequence number and GPRS attach attempt counter as specified in 3GPP TS 24.008 [13] for the case when the normal attach procedure is rejected with the GMM cause with the same value and no RR connection exists.

9.2.1.1.13.3
Test description

9.2.1.1.13.3.1
Pre-test conditions

System Simulator:

-
Cell G, Cell H, and Cell I 
-
Cell G and Cell H (VPLMN, same MCC like HPLMN, different TAs) 
-
Cell I (VPLMN, different MCC from HPLMN).

-
The cells may not be simultaneously activated.

UE:

- 
The test USIM contains IMSI1, GUTI1 and TAI1, and EPS update status is "EU1: UPDATED".

-
The "forbidden PLMN list" is empty.

Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.1.13.3.2
Test procedure sequence

Table 9.2.1.1.13.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell G as the "Serving cell".

- Cell H as a " Suitable Neighbour cell".

- Cell I as a "Non-Suitable Off cell".
Note: Cell G and Cell H are in the different TAI – same PLMN.
	- 
	-
	-
	-

	-
	The following messages are to be observed on Cell G unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message including EMM cause = "PLMN not allowed".
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	Check: Does the UE transmit an ATTACH REQUEST message on cell G or H in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	7
	The UE is switched off.
	-
	-
	-
	-

	8
	The UE is switched on.
	-
	-
	-
	-

	9
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	2
	F

	10
	The SS configures:

- Cell G as the "Serving cell"

- Cell H as a "Non-Suitable Off cell"

- Cell I as a " Suitable neigbour cell".


	-
	-
	-
	-

	11
	The following messages are to be observed on Cell I unless explicitly stated otherwise.
	-
	-
	-
	-

	12
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message as specified? 
	-->
	ATTACH REQUEST
	1, 3
	P

	13
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	14
	The UE transmits an AUTHENTICATION RESPONSE message.
	-->
	AUTHENTICATION REQUEST
	-
	-

	15
	The SS starts integrity protection and ciphering
	<--
	SECURITY MODE COMMAND
	-
	-

	16
	The UE responds to the SS.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 16Aa1 to 16A a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	16A a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	16A a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	17
	The SS transmits an ATTACH ACCEPT message including an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message. 
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 18 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	18
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-

	19
	The SS releases the RRC connection.
	-
	-
	-
	-

	20
	The user switches the UE off.
	-
	-
	-
	-

	21
	The UE transmits a DETACH REQUEST message.
	-->
	DETACH REQUEST
	-
	-

	22
	The SS configures:

- Cell G as the "Serving cell"

- Cell I as a "Non-suitable Off cell".

Note: Cell G belongs to the forbidden PLMN.
	-
	-
	-
	-

	23
	The user switches the UE on.
	-
	-
	-
	-

	24
	The following messages are to be observed on Cell G unless explicitly stated otherwise.
	-
	-
	-
	-

	25
	The user sets the UE in manual PLMN selection mode or requests a PLMN search. 
	-
	-
	-
	-

	26
	The user selects PLMN of cell G.
	-
	-
	-
	-

	27
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message as specified? 
	-->
	ATTACH REQUEST
	4
	P

	28
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	29
	The UE transmits an AUTHENTICATION RESPONSE message.
	-->
	AUTHENTICATION REQUEST
	-
	-

	30
	The SS starts integrity protection and ciphering
	<--
	SECURITY MODE COMMAND
	-
	-

	31
	The UE responds to the SS.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 31Aa1 to 31A a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	31A a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	31A a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	32
	The SS transmits an ATTACH ACCEPT message including an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message. 
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 33 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	33
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-


9.2.1.1.13.3.3
Specific message contents

Table 9.2.1.1.13.3.3-1: Message ATTACH REJECT (step 4, Table 9.2.1.1.13.3.2-1)

	Derivation path: 36.508 table 4.7.2.3 (Plain NAS message)

	Information Element
	Value/Remark
	Comment
	Condition

	Security header type
	0000
	"No security protection"
	

	EMM cause
	00001011
	#11 "PLMN not allowed" 
	

	ESM message container
	Not present
	
	


Table 9.2.1.1.13.3.3-2: Message ATTACH REQUEST (step 12, Table 9.2.1.1.13.3.2-1)

	Derivation path: 36.508 table 4.7.2.4

	Information Element
	Value/Remark
	Comment
	Condition

	Old GUTI or IMSI
	IMSI-1
	GUTI has been deleted after receiving ATTACH REJECT at step 5; only  IMSI is available.
	

	Last visited registered TAI
	Not present
	TAI has been deleted after receiving ATTACH REJECT at step 5.
	


Table 9.2.1.1.13.3.3-3: Message ATTACH REQUEST (step 27, Table 9.2.1.1.13.3.2-1)

	Derivation path: 36.508 table 4.7.2.4

	Information Element
	Value/Remark
	Comment
	Condition

	Old GUTI or IMSI
	GUTI allocated in step 18
	
	

	Last visited registered TAI
	TAI-9
	TAI 9 is allocated on Cell I according to 36.508 table 6.3.2.2-1
	


9.2.1.1.14
Attach / rejected / tracking area not allowed

9.2.1.1.14.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { UE receives an ATTACH REJECT message with the reject cause set to "Tracking area not allowed" }

    then { UE sets the EPS update status to EU3 ROAMING NOT ALLOWED, UE deletes the GUTI, last visited registered TAI and KSI, UE enters the state EMM-DEREGISTERED.LIMITED-SERVICE and UE stores the current TAI in the list of "forbidden tracking areas for regional provision of service" }

            }

(2)

with { UE is in EMM-DEREGISTERED.LIMITED-SERVICE state and the current TAI in the list of "forbidden tracking areas for regional provision of service"}

ensure that {

  when { serving cell belongs to TAI where UE was rejected }

    then { UE does not attempt to attach on any other cell }

            }

(3)

with { UE is in EMM-DEREGISTERED.LIMITED-SERVICE state and the current TAI in the list of "forbidden tracking areas for regional provision of service"}

ensure that {

  when { UE re-selects a new cell in the same TAI it was already rejected }

    then { UE does not attempt to attach }

            }

(4)

with { UE is in EMM-DEREGISTERED.LIMITED-SERVICE state and the current TAI in the list of "forbidden tracking areas for regional provision of service"}

ensure that {

  when { UE enters a cell belonging to a tracking area not in the list of "forbidden tracking areas for regional provision of service"}

    then { UE attempts to attach with IMSI }

            }

(5)

with { UE is in EMM-DEREGISTERED.LIMITED-SERVICE state and the list of "forbidden tracking areas for regional provision of service" contains more than one TAI}

ensure that {

  when { UE re-selects a cell belonging to one of the TAIs in the list of "forbidden tracking areas for regional provision of service" }

    then { UE does not attempt to attach }

            }

(6)

with { UE is switched off }

ensure that {

  when { UE is powered on in the cell belonging to the TAI which was in the list of "forbidden tracking areas for regional provision of service" before the UE was swithed off }

    then { UE performs registration on that cell }

            } 

9.2.1.1.14.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clauses 5.3.2, 5.5.1.2.2, 5.5.1.2.5, 5.2.2.3.2, Annex C and TS 36.304 clause 4.3.

[TS 24.301, clause 5.3.2]

The UE shall store a list of "forbidden tracking areas for roaming", as well as a list of "forbidden tracking areas for regional provision of service". These lists shall be erased when the UE is switched off or when the UICC containing the USIM is removed, and periodically (with a period in the range 12 to 24 hours). 

...

In S1 mode, the UE shall update the suitable list whenever an ATTACH REJECT, TRACKING AREA UPDATE REJECT, SERVICE REJECT or DETACH REQUEST message is received with the EMM cause #12 "tracking area not allowed", #13 "roaming not allowed in this tracking area", or #15 "no suitable cells in tracking area".

Each list shall accommodate 40 or more TAIs. When the list is full and a new entry has to be inserted, the oldest entry shall be deleted.

[TS 24.301, clause 5.5.1.2.2]

In state EMM-DEREGISTERED, the UE initiates the attach procedure by sending an ATTACH REQUEST message to the MME, starting timer T3410 and entering state EMM-REGISTERED-INITIATED (see example in figure 5.5.1.2.2.1).

...

If the UE supports neither A/Gb mode nor Iu mode, the UE shall handle the Old GUTI or IMSI IE in the ATTACH REQUEST message as follows:

-
The UE shall include in the ATTACH REQUEST message a valid GUTI together with the last visited registered TAI, if available. If there is no valid GUTI available, the UE shall include the IMSI in the ATTACH REQUEST message.
If the UE supports A/Gb mode or Iu mode, the UE shall handle the Old GUTI or IMSI IE as follows:

...

-
If the TIN indicates "GUTI" or "RAT-related TMSI" and the UE holds a valid GUTI, the UE shall indicate the GUTI in the Old GUTI or IMSI IE.
...
The UE shall send the ATTACH REQUEST message together with a PDN CONNECTIVITY REQUEST message contained in the ESM message container information element to request PDN connectivity.

...

[TS 24.301, clause 5.5.1.2.5]

If the attach request cannot be accepted by the network, the MME shall send an ATTACH REJECT message to the UE including an appropriate EMM cause value.

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the EMM cause value received.

...

#12
(Tracking area not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. Additionally, the UE shall reset the attach attempt counter.


In S1 mode, the UE shall store the current TAI in the list of "forbidden tracking areas for regional provision of service" and enter the state EMM-DEREGISTERED.LIMITED-SERVICE.

...

[TS 24.301, clause 5.2.2.3.2]

The UE shall perform an attach or combined attach procedure when entering a cell which provides normal service.

[TS 24.301, Annex C (normative)]

The following EMM parameters shall be stored on the USIM if the corresponding file is present:

-
GUTI;

-
last visited registered TAI;
-
EPS update status;

-
Allowed CSG list; and

-
EPS security context parameters from a full native EPS security context (see 3GPP TS 33.401 [19]).

The presence and format of corresponding files on the USIM is specified in 3GPP TS 31.102 [17].

If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM. The allowed CSG list is stored in a non-volatile memory in the ME if the UE supports CSG selection. These EMM parameters can only be used if the IMSI from the USIM matches the IMSI stored in the non-volatile memory; else the UE shall delete the EMM parameters.

…
[TS 36.304, clause 4.3]

…

suitable cell:

…

Following exceptions to these definitions are applicable for UEs:

-
camped on a cell that belongs to a registration area that is forbidden for regional provision of service; a cell that belongs to a registration area that is forbidden for regional provision service ([5], [16]) is suitable but provides only limited service.

…

9.2.1.1.14.3
Test description

9.2.1.1.14.3.1
Pre-test conditions

System Simulator:

-
Cell A and Cell B  are configured according to Table 6.3.2.2-1 in [18] and belong to the same frequency as specified in [20]:
-
Cell A in (home PLMN),
-
Cell B in (home PLMN, another TA),

UE:

The USIM contains GUTI-1 and TAI-1, and EPS update status is "EU1: UPDATED"..

Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.1.14.3.2
Test procedure sequence

Table 9.2.1.1.14.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as the "Serving cell".

- Cell B as a "Suitable Neighbour cell".
	- 
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message, EMM cause = "Tracking area not allowed".

(The list of "forbidden tracking areas for regional provision of service " in the UE should now contain TAI-1)
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	Check: Does the UE transmit the ATTACH REQUEST message in the next 30 seconds on Cell A or Cell B?
	-->
	ATTACH REQUEST
	1, 2 
	F

	7
	The user initiates an attach by MMI or by AT command.
	-
	-
	-
	-

	8
	Check: Does the UE transmit the ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	9
	The SS reconfigures:

Cell A as a "Suitable Neighbour cell",
Cell B as the "Serving cell".

	- 
	-
	-
	-

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	10
	Check: Does the UE transmit the ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message? 
	-->
	ATTACH REQUEST
	1,4
	P

	11
	The SS transmits an ATTACH REJECT message, EMM cause = "Tracking area not allowed".

(The list of "forbidden tracking areas for regional provision of service " in the UE should now contain TAI-1 and TAI-2)
	<--
	ATTACH REJECT
	-
	-

	12
	The SS releases the RRC connection.
	-
	-
	-
	-

	13
	The SS reconfigures:

Cell A as the "Serving cell".

Cell B as a " Suitable Neighbour cell".


	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	14
	Check: Does the UE transmit the ATTACH REQUEST message in the next 30 seconds? 
	-->
	ATTACH REQUEST
	1, 3, 5
	F

	15
	If possible (see ICS) switch off is performed. Otherwise the power is removed.
	-
	-
	-
	-

	16
	The SS reconfigures:

Cell A as the "Serving cell",

Cell B as a "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	17
	The UE is brought back to operation.
	-
	-
	-
	-

	18
	Void
	-
	-
	-
	-

	19
	Check: Does the UE transmit the ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message as specified? 
	-->
	ATTACH REQUEST
	1, 6
	P

	20
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	21
	The UE transmits an AUTHENTICATION RESPONSE message.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	22
	The SS starts integrity protection and ciphering
	<--
	SECURITY MODE COMMAND
	-
	-

	21
	The UE confirms the start of integrity protection and ciphering.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 21Aa1 to 21A a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	21A a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	21A a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	22
	The SS transmits an ATTACH ACCEPT message including an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 23 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	23
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-


9.2.1.1.14.3.3
Specific message contents

Table 9.2.1.1.14.3.3-1: Message ATTACH REJECT (steps 4 and 11, Table 9.2.1.1.14.3.2-1)

	Derivation path: 36.508 table 4.7.2.3

	Information Element
	Value/Remark
	Comment
	Condition

	Security header type
	0000
	"No security protection"
	

	EMM cause
	00001100 
	#12 "Tracking area not allowed" 
	

	ESM message container
	Not present
	
	


Table 9.2.1.1.14.3.3-2: Message ATTACH REQUEST (steps 10 and 18 Table 9.2.1.1.14.3.2-1)

	Derivation path: 36.508 table 4.7.2.4

	Information Element
	Value/Remark
	Comment
	Condition

	Old GUTI or IMSI
	IMSI-1
	GUTI has been deleted after receiving ATTACH REJECT at step 4; only  IMSI is available.
	

	Last visited registered TAI
	Not present
	TAI has been deleted after receiving ATTACH REJECT at step 4.
	


9.2.1.1.15
Attach / rejected / roaming not allowed in this tracking area

9.2.1.1.15.1
Test Purpose (TP)

(1)

with { the UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { the UE receives an ATTACH REJECT message with the reject cause set to "roaming not allowed in this tracking area" }

    then { the UE sets the EPS update status to EU3 ROAMING NOT ALLOWED and the UE deletes the GUTI, the last visited registered TAI and KSI and the UE enters the state EMM-DEREGISTERED.LIMITED-SERVICE or optionally EMM-DEREGISTERED.PLMN-SEARCH and the UE stores the current TAI in the list of "forbidden tracking areas for roaming" }

            }

(2)

with { the UE is in EMM-DEREGISTERED.LIMITED-SERVICE or EMM-DEREGISTERED.PLMN-SEARCH state and the TAI of the current cell belongs to the list of "forbidden tracking areas for roaming"}

ensure that {

  when { the UE enters a cell belonging to a tracking area not in the list of "forbidden tracking areas for roaming"}

    then { the UE attempts to attach with IMSI }

            }

(3)

with { the UE is in EMM-DEREGISTERED.LIMITED-SERVICE or EMM-DEREGISTERED.PLMN-SEARCH state and the list of "forbidden tracking areas for roaming" contains more than one TAI}

ensure that {

  when { the UE selects a cell belonging to one of the TAIs in the list of "forbidden tracking areas for roaming" }

    then { the UE does not attempt to attach }

            }

(4)

with { the UE is switched off or the UICC containing the USIM is removed }

ensure that {

  when { UE is powered on in the cell belonging to the TAI which was in the list of "forbidden tracking areas for roaming" before the UE was swithed off or the USIM is inserted again on that cell }

    then { UE performs registration on that cell }

            } 

(5)

with { the UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { the UE receives an ATTACH REJECT message with the reject cause set to "roaming not allowed in this tracking area" }

    then { the UE performs a PLMN selection }

            }

9.2.1.1.15.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clauses 5.3.2, 5.5.1.2.2, 5.5.1.2.5 and in TS 36.304 clause 5.2.4.4.

[TS 24.301, clause 5.3.2]

The UE shall store a list of "forbidden tracking areas for roaming", as well as a list of "forbidden tracking areas for regional provision of service". These lists shall be erased when the UE is switched off or when the UICC containing the USIM is removed, and periodically (with a period in the range 12 to 24 hours). 

...
In S1 mode, the UE shall update the suitable list whenever an ATTACH REJECT, TRACKING AREA UPDATE REJECT, SERVICE REJECT or DETACH REQUEST message is received with the EMM cause #12 "tracking area not allowed", #13 "roaming not allowed in this tracking area", or #15 "no suitable cells in tracking area".
Each list shall accommodate 40 or more TAIs. When the list is full and a new entry has to be inserted, the oldest entry shall be deleted.

[TS 24.301, clause 5.5.1.2.2]

In state EMM-DEREGISTERED, the UE initiates the attach procedure by sending an ATTACH REQUEST message to the MME, starting timer T3410 and entering state EMM-REGISTERED-INITIATED (see example in figure 5.5.1.2.2.1).

...

If the UE supports neither A/Gb mode nor Iu mode, the UE shall handle the Old GUTI or IMSI IE in the ATTACH REQUEST message as follows:

-
The UE shall include in the ATTACH REQUEST message a valid GUTI together with the last visited registered TAI, if available. If there is no valid GUTI available, the UE shall include the IMSI in the ATTACH REQUEST message.If the UE supports A/Gb mode or Iu mode, the UE shall handle the Old GUTI or IMSI IE as follows:

...

-
If the TIN indicates "GUTI" or "RAT-related TMSI" and the UE holds a valid GUTI, the UE shall indicate the GUTI in the Old GUTI or IMSI IE.
...
The UE shall send the ATTACH REQUEST message together with a PDN CONNECTIVITY REQUEST message contained in the ESM message container information element to request PDN connectivity.
...

[TS 24.301, clause 5.5.1.2.5]

If the attach request cannot be accepted by the network, the MME shall send an ATTACH REJECT message to the UE including an appropriate EMM cause value.

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the EMM cause value received.

...

#13
(Roaming not allowed in this tracking area);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall delete the list of equivalent PLMNs and reset the attach attempt counter.


In S1 mode, the UE shall store the current TAI in the list of "forbidden tracking areas for roaming". Additionally, the UE shall enter the state EMM-DEREGISTERED.LIMITED-SERVICE or optionally EMM-DEREGISTERED.PLMN-SEARCH. The UE shall perform a PLMN selection according to 3GPP TS 23.122 [6].
...

[TS 36.304 subclause 5.2.4.4]

...

If the highest ranked cell is an intra-frequency or inter-frequency cell which is not suitable due to being part of the "list of forbidden TAs for roaming" or belonging to a PLMN which is not indicated as being equivalent to the registered PLMN, the UE shall not consider this cell and other cells on the same frequency, as candidates for reselection for a maximum of 300s. If the UE enters into state any cell selection, any limitation shall be removed. If the UE is redirected under E-UTRAN control to a frequency for which the timer is running, any limitation on that frequency shall be removed.

...

9.2.1.1.15.3
Test description

9.2.1.1.15.3.1
Pre-test conditions

System Simulator:

-
Cell C, Cell I and Cell L, but at most two cells are simultaneously activated:

-
Cell I (visited PLMN, same TA),

-
Cell E (same visited PLMN, another TA),

-
Cell C (home PLMN).
NOTE 1:
Cell E shall not use the same frequency as cell I.
NOTE 2:
The requirement in 3GPP TS 24.301 to store at least 40 entries in the list of "forbidden tracking areas for roaming" is not fully tested.

NOTE 3:
Different types of UE may use different methods to periodically clear the list of forbidden areas (e.g. every day at 12 am) for roaming. If the list is cleared while the test is being run, it may be necessary to re-run the test.

UE:

- 
The test USIM contains IMSI-1, GUTI-1 and TAI-1, and EPS update status is "EU1: UPDATED".
Preamble:

-
The UE is in state Switched OFF (state 1) according to [18].

9.2.1.1.15.3.2
Test procedure sequence

Table 9.2.1.1.15.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

Cell I as the "Serving cell".

Cell E as a " Suitable Neighbour cell",

Cell C as a "Non-Suitable Off cell".
	- 
	-
	-
	-

	-
	The following messages are to be observed on Cell I unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message, EMM cause = "roaming not allowed in this tracking area ".

(The list of "forbidden tracking areas for roaming" in the UE should now contain TAI-9)
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1,5 
	F

	7
	The user initiates an attach by MMI or by AT command.
	-
	-
	-
	-

	8
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1,5
	F

	-
	The following messages are to be observed on Cell E unless explicitly stated otherwise.
	-
	-
	-
	-

	9
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message on Cell E as specified? 

Note: according to TS 24.301, the UE has the choice to enter "LIMITED-SERVICE" or "PLMN- SEARCH" state. But in any case it shall do a PLMN selection.  In the first option, the UE shall apply reselection so it will select cell E and then attempt to attach; in the second option it will select the same PLMN again and exclude cells from forbidden TAs so it will select cell E.
	-->
	ATTACH REQUEST
	1, 2
	P

	10
	The SS transmits an ATTACH REJECT message, EMM cause = "roaming not allowed in this tracking area".

(The list of "forbidden tracking areas for roaming" in the UE should now contain TAI-9 and TAI-11)
	<--
	ATTACH REJECT
	-
	-

	11
	The SS releases the RRC connection.
	-
	-
	-
	-

	12
	Check: Does the UE transmit an ATTACH REQUEST message in the next 60 seconds on Cell I or Cell E?
	-->
	ATTACH REQUEST
	1, 3
	F

	13
	If possible (see ICS) switch off is performed or the USIM is removed.

Otherwise the power is removed.
	-
	-
	-
	-

	14
	The SS reconfigures:

Cell I as the "Serving cell",

Cell E as a "Non-Suitable Off cell",

Cell C as a "Non-Suitable Off cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell I unless explicitly stated otherwise.
	-
	-
	-
	-

	15
	The UE is brought back to operation or the USIM is inserted.
	-
	-
	-
	-

	16
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message as specified.
	-->
	ATTACH REQUEST
	4
	P

	17
	The SS transmits an ATTACH REJECT message, EMM cause = "roaming not allowed in this tracking area ".

(The list of "forbidden tracking areas for roaming" in the UE should now contain TAI-9)
	<--
	ATTACH REJECT
	-
	-

	18
	The SS reconfigures:

Cell I as the "Serving cell",

Cell E as a "Non-Suitable Off cell",

Cell C as a "Suitable neigbour cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell C unless explicitly stated otherwise.
	-
	-
	-
	-

	19
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message as specified? 
	-->
	ATTACH REQUEST
	5
	P

	20
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	21
	The UE transmits an AUTHENTICATION RESPONSE message.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	22
	The SS starts integrity protection and ciphering
	<--
	SECURITY MODE COMMAND
	-
	-

	23
	The UE responds to the SS.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 23Aa1 to 23Aa2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	23Aa1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	23Aa2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	24
	The SS transmits an ATTACH ACCEPT message including an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 25 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	25
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-


9.2.1.1.15.3.3
Specific message contents

Table 9.2.1.1.15.3.3-1: Message ATTACH REJECT (steps 4, 10 and 17 in table 9.2.1.1.15.3.2-1)
	Derivation path: 36.508 table 4.7.2.3

	Information Element
	Value/Remark
	Comment
	Condition

	Security header type
	0000
	"No security protection"
	

	EMM cause
	00001101 
	#13 " roaming not allowed in this tracking area " 
	

	ESM message container
	Not present
	
	


Table 9.2.1.1.15.3.3-2: Message ATTACH REQUEST (steps 9,12, 16 and 19 in table 9.2.1.1.15.3.2-1)
	Derivation path: 36.508 table 4.7.2.4

	Information Element
	Value/Remark
	Comment
	Condition

	Old GUTI or IMSI
	IMSI1
	GUTI has been deleted after receiving ATTACH REJECT at step 4; only  IMSI is available.
	

	Last visited registered TAI
	Not present
	TAI has been deleted after receiving ATTACH REJECT at step 4.
	


9.2.1.1.16
Attach / rejected /  EPS services not allowed in this PLMN
9.2.1.1.16.1
Test Purpose (TP)
(1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { UE receives an ATTACH REJECT message with the reject cause set to "EPS services not allowed in this PLMN" }

    then { UE deletes any GUTI, last visited registered TAI, KSI and enters EMM-DEREGISTERED.PLMN-SEARCH state}

            }
(2)

with { UE in E-UTRA EMM-DEREGISTERED.PLMN-SEARCH state, and a PLMN is stored in the "forbidden PLMNs for GPRS service list" }

ensure that {

  when { UE detects a cell which belongs to a PLMN which is in the "forbidden PLMNs for GPRS service list" }

    then { UE doesn’t perform an attach procedure }

            }
(3)

with { UE in E-UTRA EMM-DEREGISTERED.PLMN-SEARCH state, and a PLMN is stored in the "forbidden PLMNs for GPRS service list" }

ensure that {

  when { UE detects a cell which belongs to a PLMN which is not in the "forbidden PLMNs for GPRS service list" }

    then { UE performs an attach procedure }

            }
(4)

with { UE is switched off when a PLMN is stored in the "forbidden PLMNs for GPRS service list" }

ensure that {

  when { UE is powered on a cell which belongs to this PLMN }

    then { UE performs an attach procedure }

            }
(5)

with { UE in E-UTRA EMM-DEREGISTERED.PLMN-SEARCH state, and a PLMN is stored in the "forbidden PLMNs for GPRS service list" }

ensure that {

  when { UE is in the cell which belongs to the rejected PLMN and when that PLMN is selected manually }

    then { UE performs an attach procedure }

9.2.1.1.16.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clauses 5.5.1.2.5 and TS23.122, clause 3.1.

[TS24.301 clause 5.5.1.2.5]
If the attach request cannot be accepted by the network, the MME shall send an ATTACH REJECT message to the UE including an appropriate EMM cause value. If the attach procedure fails due to a default EPS bearer setup failure, an ESM procedure failure, or operator determined barring is applied on default EPS bearer context activation during attach procedure, the MME shall combine the ATTACH REJECT message with a PDN CONNECTIVITY REJECT message contained in the ESM message container information element. In this case the EMM cause value in the ATTACH REJECT message shall be set to #19 "ESM failure".

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the EMM cause value received.

…
#14
(EPS services not allowed in this PLMN);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI.


In S1 mode, the UE shall store the PLMN identity in the "forbidden PLMNs for GPRS service" list. Additionally, the UE shall enter state EMM-DEREGISTERED.PLMN-SEARCH. The UE shall perform a PLMN selection according to 3GPP TS 23.122 [6]. 


In S101 mode, the UE shall store the PLMN identity provided with the indication from the lower layers to prepare for an S101 mode to S1 mode handover in the list of "forbidden PLMNs for attach in S101 mode" and enter the state EMM-DEREGISTERED.NO-CELL-AVAILABLE.


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI, GPRS ciphering key sequence number and GPRS attach attempt counter as specified in 3GPP TS 24.008 [13] for the case when the normal attach procedure is rejected with the GMM cause with the same value.
…
[TS23.122 clause 3.1]
…
If a message with cause value "GPRS services not allowed in this PLMN" is received by an MS in response to an GPRS attach, GPRS detach, routing area update, attach or tracking area update request (see 3GPP TS 24.008 [23] and 3GPP TS 24.301 [23A]) from a VPLMN, that VPLMN is added to a list of "forbidden PLMNs for GPRS service" which is stored in the MS and thereafter that VPLMN will not be accessed by the MS for GPRS service when in automatic mode. This list is deleted when the MS is switched off or when the SIM is removed. A PLMN is removed from the list of "forbidden PLMNs for GPRS service" if, after a subsequent manual selection of that PLMN, there is a successful GPRS attach. The maximum number of possible entries in this list is implementation dependant, but must be at least one entry. The HPLMN (if the EHPLMN list is not present or is empty) or an EHPLMN (if the EHPLMN list is present) shall not be stored on the list of "forbidden PLMNs for GPRS service".

…
9.2.1.1.16.3
Test description

9.2.1.1.16.3.1
Pre-test conditions

System Simulator:

-
Cell G, Cell H and Cell I are configured according to Table 6.3.2.2-1 in [18].

-
Cell G and Cell H with MCC-1/MNC-2 (visited PLMN, different TAs)
-
Cell I with MCC-2/MNC-101 (visited PLMN)

-
The cells may not be simultaneously activated.

UE:

- 
The test USIM contains IMSI-1, GUTI-1 and TAI-1, and EPS update status is "EU1: UPDATED".

-
The "forbidden PLMNs for GPRS service list" is empty.

Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].
9.2.1.1.16.3.2 Test procedure sequence

Table 9.2.1.1.16.3.2-1: Main Behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell G as the "Serving cell".

- Cell H as a "Non-Suitable cell".

- Cell I as a "Non-Suitable cell".
	- 
	-
	-
	-

	-
	The following messages are to be observed on Cell G unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	Void
	-
	-
	-
	-

	3
	The UE is switched on.
	-
	-
	-
	-

	4
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	5
	The SS transmits an ATTACH REJECT message including EMM cause = "EPS services not allowed in this PLMN".
	<--
	ATTACH REJECT
	-
	-

	6
	The SS releases the RRC connection.
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	8
	The SS configures:

Cell G as a "Non-Suitable cell".

Cell H as the "Serving cell".

Note: Cell G and Cell H are in the different TAI – same PLMN.
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell H unless explicitly stated otherwise.
	-
	-
	-
	-

	9
	Void
	-
	-
	-
	-

	10
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	2
	F

	11
	The SS configures:

Cell H as a "Non-Suitable cell".

Cell I as the "Serving cell".

Note: Cell G and Cell I are different PLMNs.
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell I unless explicitly stated otherwise.
	-
	-
	-
	-

	12
	Void
	-
	-
	-
	-

	13
	Check: Does the UE transmit an ATTACH REQUEST message including and a PDN CONNECTIVITY REQUEST message as specified?
	-->
	ATTACH REQUEST
	3
	P

	14
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	15
	The UE transmits an AUTHENTICATION RESPONSE message.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	16
	The SS starts integrity protection and ciphering
	<--
	SECURITY MODE COMMAND
	-
	-

	17
	The UE responds to the SS.
	-->
	SECURITY MODE COMPLETE
	-
	-

	18
	The SS transmits an ATTACH ACCEPT message including an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 19 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	19
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-

	20
	The SS releases the RRC connection.
	-
	-
	-
	-

	21
	If possible (see ICS) switch off is performed. Otherwise the power is removed.
	-
	-
	-
	-

	22
	The SS configures

- Cell I as a "Non-Suitable cell".

- Cell G as the "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell G unless explicitly stated otherwise.
	-
	-
	-
	-

	23
	The UE is brought back to operation.
	
	
	
	

	24
	Void
	-
	-
	-
	-

	25
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	4
	P

	26
	The SS transmits an ATTACH REJECT message including EMM cause = "EPS services not allowed in this PLMN".
	<--
	ATTACH REJECT
	-
	-

	27
	The user sets the UE in manual PLMN selection mode or requests a PLMN search.
	
	
	
	

	28
	The user selects PLMN (MCC-1/MNC-2)
	
	
	
	

	29
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message as specified? 
	-->
	ATTACH REQUEST
	5
	P

	30
	The SS completes the attach procedure successfully and then releases the RRC -connection by executing steps 5 to 17 of UE registration procedure in TS 36.508 clause 4.5.2.3.
	-
	-
	-
	-


9.2.1.1.16.3.3
Specific message contents

Table 9.2.1.1.16.3.3-1: Message ATTACH REJECT (step 5, Table 9.2.1.1.16.3.2-1)

	Derivation path: 36.508 table 4.7.2.3 (Plain NAS message)

	Information Element
	Value/Remark
	Comment
	Condition

	EMM cause
	00001110
	#14 "EPS services not allowed in this PLMN " 
	

	ESM message container
	Not present
	
	


Table 9.2.1.1.16.3.3-2: Message ATTACH REQUEST (step 13 and step 29, Table 9.2.1.1.16.3.2-1)

	Derivation path: 36.508 table 4.7.2.4

	Information Element
	Value/Remark
	Comment
	Condition

	Old GUTI or IMSI
	IMSI-1
	GUTI has been deleted after receiving ATTACH REJECT at step 5 and step25; only  IMSI is available.
	

	Last visited registered TAI
	Not present
	TAI has been deleted after receiving ATTACH REJECT at step 5 and step26.
	


Table 9.2.1.1.16.3.3-3: Message ATTACH REJECT (step 26, Table 9.2.1.1.16.3.2-1)

	Derivation path: 36.508 table 4.7.2.3

	Information Element
	Value/Remark
	Comment
	Condition

	EMM cause
	00001110
	#14 "EPS services not allowed in this PLMN " 
	

	ESM message container
	Not present
	
	


9.2.1.1.17
Attach / rejected / no suitable cells in tracking area

9.2.1.1.17.1
Test Purpose (TP)

(1)

with { the UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { the UE receives an ATTACH REJECT message with the EMM cause set to "No suitable cells in tracking area" }

    then { the UE set the EPS update status to EU3 ROAMING NOT ALLOWED, UE deletes any GUTI, last visited registered TAI and KSI and the UE enters the state EMM-DEREGISTERED.LIMITED-SERVICE and the UE stores the current TAI in the list of "forbidden tracking areas for roaming" }

            }

(2)

with { the UE is in EMM-DEREGISTERED.LIMITED-SERVICE state and the current TAI in the list of "forbidden tracking areas for roaming"}

ensure that {

  when { the UE re-selects a cell that belongs to the TAI where UE was rejected }

    then { the UE does not attempt to attach }

            }

(3)

with { the UE is in EMM-DEREGISTERED.LIMITED-SERVICE state and the current TAI in the list of "forbidden tracking areas for roaming" and KSI was deleted }

ensure that {

  when { in the same PLMN, the UE enters a cell which provides normal service and belongs to a tracking area not in the list of "forbidden tracking areas for roaming" }

    then { the UE attempts to attach with IMSI }

            }

(4)

with { the UE is in EMM-DEREGISTERED.LIMITED-SERVICE state and the current TAI in the list of "forbidden tracking areas for roaming"}

ensure that {

  when { there are cells in the same PLMN and other PLMN that provide normal service and belong to tracking areas not in the list of "forbidden tracking areas for roaming" }

    then { UE attempts to attach to the cell in the same PLMN }

            }

(5)

with { UE is in EMM-DEREGISTERED.LIMITED-SERVICE state and the list of "forbidden tracking areas for roaming" contains more than one TAI}

ensure that {

  when { UE re-selects a cell that belongs to one of the TAIs in the list of "forbidden tracking areas for roaming" }

    then { UE does not attempt to attach }

            }

(6)

with { UE is swithched off }

ensure that {

  when { UE is powered on in the cell belonging to the TAI which was in the list of "forbidden tracking areas for roaming" before the UE was swithed off }

    then { UE attempts to attach }

            } 

9.2.1.1.17.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clauses 5.3.2, 5.5.1.2.2 and 5.5.1.2.5, and in TS 36.304 clause 5.2.4.4.

[TS 24.301, clause 5.3.2]

The UE shall store a list of "forbidden tracking areas for roaming", as well as a list of "forbidden tracking areas for regional provision of service". These lists shall be erased when the UE is switched off or when the UICC containing the USIM is removed, and periodically (with a period in the range 12 to 24 hours). 

...

In S1 mode, the UE shall update the suitable list whenever an ATTACH REJECT, TRACKING AREA UPDATE REJECT, SERVICE REJECT or DETACH REQUEST message is received with the EMM cause #12 "tracking area not allowed", #13 "roaming not allowed in this tracking area", or #15 "no suitable cells in tracking area".

Each list shall accommodate 40 or more TAIs. When the list is full and a new entry has to be inserted, the oldest entry shall be deleted.

...

[TS 24.301, clause 5.5.1.2.2]

In state EMM-DEREGISTERED, the UE initiates the attach procedure by sending an ATTACH REQUEST message to the MME, starting timer T3410 and entering state EMM-REGISTERED-INITIATED (see example in figure 5.5.1.2.2.1).

...

If the UE supports neither A/Gb mode nor Iu mode, the UE shall handle the Old GUTI or IMSI IE in the ATTACH REQUEST message as follows:

-
The UE shall include in the ATTACH REQUEST message a valid GUTI together with the last visited registered TAI, if available. If there is no valid GUTI available, the UE shall include the IMSI in the ATTACH REQUEST message.
If the UE supports A/Gb mode or Iu mode, the UE shall handle the Old GUTI or IMSI IE as follows:

...

-
If the TIN indicates "GUTI" or "RAT-related TMSI" and the UE holds a valid GUTI, the UE shall indicate the GUTI in the Old GUTI or IMSI IE.

...

-
Otherwise the UE shall include the IMSI in the Old GUTI or IMSI IE.

…
The UE shall send the ATTACH REQUEST message together with a PDN CONNECTIVITY REQUEST message contained in the ESM message container information element to request PDN connectivity.

...

[TS 24.301, clause 5.5.1.2.5]

If the attach request cannot be accepted by the network, the MME shall send an ATTACH REJECT message to the UE including an appropriate EMM cause value. 

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the EMM cause value received.

...

#15
(No suitable cells in tracking area);

The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. Additionally, the UE shall reset the attach attempt counter.


In S1 mode, the UE shall store the current TAI in the list of "forbidden tracking areas for roaming" and enter the state EMM-DEREGISTERED.LIMITED-SERVICE. The UE shall search for a suitable cell in another tracking area or in another location area in the same PLMN according to 3GPP TS 36.304 [21].

...
[TS 36.304 subclause 5.2.4.4]

...

If the highest ranked cell is an intra-frequency or inter-frequency cell which is not suitable due to being part of the "list of forbidden TAs for roaming" or belonging to a PLMN which is not indicated as being equivalent to the registered PLMN, the UE shall not consider this cell and other cells on the same frequency, as candidates for reselection for a maximum of 300s. If the UE enters into state any cell selection, any limitation shall be removed. If the UE is redirected under E-UTRAN control to a frequency for which the timer is running, any limitation on that frequency shall be removed.

...
9.2.1.1.17.3
Test description

9.2.1.1.17.3.1
Pre-test conditions

System Simulator:

-
Cell I, Cell J, Cell K and Cell L are configured according to Table 6.3.2.2-1 in [18] (maximum 3 cells are simultaneously active):

-
Cell I and Cell K (visited PLMN, same TA)

- 
Cell L (same visited PLMN, another TA)

-
Cell J (another VPLMN).

NOTE:
Different types of UE may use different methods to periodically clear the list of forbidden areas (e.g. every day at 12 am) for roaming. If the list is cleared while the test is being run, it may be necessary to re-run the test.

UE:

- 
The USIM contains IMSI-1, GUTI-1 and TAI-1  and EPS update status is "EU1: UPDATED".

Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.1.17.3.2
Test procedure sequence

Table 9.2.1.1.17.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

Cell I as the "Serving cell",

Cell K as a "Suitable Neighbour cell",

Cell L as a "Non-Suitable Off cell",

Cell J as a "Non-Suitable Off cell".
	- 
	-
	-
	-

	-
	The following messages are to be observed on Cell I unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message. 
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message, 

EMM cause = “No suitable cells in tracking area”.

(The list of “forbidden tracking areas for roaming” in the UE should now contain TAI-9)
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on Cell I or Cell K?
	-->
	ATTACH REQUEST
	1
	F

	7
	The SS reconfigures:

Cell I as a "Suitable neighbour cell",

Cell K as the "Serving cell",

Cell L as a "Non-Suitable Off cell",

Cell J as a "Non-Suitable Off cell ".
	- 
	-
	-
	-

	8
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on Cell K or Cell I?
	-->
	ATTACH REQUEST
	2
	F

	9
	The SS reconfigures:

Cell I as a " Non-Suitable Off cell",

Cell K is the "Serving cell",

Cell L as a "Suitable Neighbour cell",

Cell J as a "Suitable Neighbour cell".
	- 
	-
	-
	-

	10
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message as specified on Cell L? 
	-->
	ATTACH REQUEST
	3, 4
	P

	11
	The SS transmits an ATTACH REJECT message, EMM cause = “Tracking area not allowed”.

(The list of “forbidden tracking areas for roaming” in the UE should now contain TAI-9 and TAI-11)
	<--
	ATTACH REJECT
	-
	-

	12
	The SS releases the RRC connection.
	-
	-
	-
	-

	13
	The SS reconfigures:

Cell I as the "Serving cell".

Cell K as a “Non-Suitable Off cell”,

Cell L as a " Suitable Neighbour cell",

Cell J as a "Non-Suitable Off cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell I unless explicitly stated otherwise.
	-
	-
	-
	-

	14
	Check: Does the UE transmit the ATTACH REQUEST message in the next 30 seconds? 
	-->
	ATTACH REQUEST
	5
	F

	15
	If possible (see ICS) switch off is performed. Otherwise the power is removed.
	-
	-
	-
	-

	16
	The UE is brought back to operation.
	-
	-
	-
	-

	17
	Void
	-
	-
	-
	-

	18
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message? 
	-->
	ATTACH REQUEST
	6
	P

	19
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	20
	The UE transmits an AUTHENTICATION RESPONSE message.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	21
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	22
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 22Aa1 to 22Aa2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	22Aa1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	22Aa2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	23
	The SS transmits an ATTACH ACCEPT message including an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 24 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	24
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-


9.2.1.1.17.3.3
Specific message contents
Table 9.2.1.1.17.3.3-1: Message ATTACH REJECT (step 4 and 11 Table 9.2.1.1.17.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2.3

	Information Element
	Value/remark
	Comment
	Condition

	Security header type
	0000
	“No security protection”
	

	EMM cause
	0000 1111 
	#15 “No suitable cells in tracking area” 
	

	ESM message container
	Not present 
	
	


Table 9.2.1.1.17.3.3-2: Message ATTACH REQUEST (step 10 Table 9.2.1.1.17.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2.4

	Information Element
	Value/remark
	Comment
	Condition

	NAS key set identifier
	111
	"No key is available"
	

	Old GUTI or IMSI
	IMSI-1
	GUTI has been deleted after receiving ATTACH REJECT at step 4; only IMSI is available.
	

	Last visited registered TAI
	Not present
	TAI has been deleted after receiving ATTACH REJECT at step 4.
	


9.2.1.1.18
Attach / rejected / Not authorized for this CSG
9.2.1.1.18.1
Test Purpose (TP)
(1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { UE receives an ATTACH REJECT message with the reject cause set to " Not authorized for this CSG " }

    then { UE shall remove the CSG ID from the allowed CSG list and search for a suitable cell in the same PLMN }

            }

(2)

with { UE in state EMM-REGISTERED and EMM-IDLE mode and the CSG ID is removed from the Allowed CSG list }

ensure that {
  when { UE detects entering new tracking areas not included in the TAI list }

    then { UE attempts to enter a normal cell and does not choose a cell which not included in the allowed CSG list }

        }
9.2.1.1.18.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clause 5.5.1.2.5.
[TS 24.301, clause 5.5.1.2.5]
#25
(Not authorized for this CSG)
The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). Additionally, the UE shall reset the attach attempt counter and shall enter the state EMM-DEREGISTERED.LIMITED-SERVICE.

The UE shall remove the CSG ID of the cell where the UE has sent the ATTACH REQUEST message from the Allowed CSG list.

The UE shall search for a suitable cell in the same PLMN according to 3GPP TS 36.304 [21].
9.2.1.1.18.3
Test description

9.2.1.1.18.3.1
Pre-test conditions

System Simulator:
-
Cell A , Cell B, Cell C.

-
Cell A(TAC1, frequency 1,  not a CSG cell)

\-
Cell B(TAC2, frequency 1,  is a CSG cell)

,-
Cell C(TAC3, frequency 2,  not a CSG cell)

UE: 
-
The UE has a valid GUTI (GUTI-1).
- 
The test USIM contains IMSI1, GUTI1 and TAI1, and EPS update status is "EU1: UPDATED".

-
The test USIM contains a allowed CSG list which include CSG ID of Cell B. 
Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.1.18.3.2
Test procedure sequence
Table 9.2.1.1.18.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as a "Not Suitable cell".

- Cell B as a "Serving cell".
- Cell C as a "Not Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	UE initiate attach procedure and send ATTACH REQUEST including a PDN CONNECTIVITY REQUEST message. 
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with EMM cause = " Not authorized for this CSG " as specified.
	<--
	ATTACH REJECT
	-
	-

	5
	 The SS releases the RRC connection.
	-
	-
	-
	-

	6
	The SS configures:

- Cell A as a " Not Suitable cel".

- Cell B as a " Serving cell".
- Cell C as a " Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell C unless explicitly stated otherwise.
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds? 
Note: The UE shall search for a suitable cell in the same PLMN
	-->
	ATTACH REQUEST
	1
	P

	8
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	9
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	10
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	11
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 12a1 to 12a2 describe behaviour that depends on UE configuration.
	-
	-
	-
	-

	12a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	12a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	13
	SS responds with ATTACH ACCEPT message. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message. 
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 13 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	14
	Check: does the UE transmit an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message?
	-->
	ATTACH COMPLETE
	-
	-

	15
	The SS configures:

- Cell A as a "Non-Suitable cell".

- Cell B as the "Serving cell".
- Cell C as a "Not Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	16
	Check: does the UE transmits a TRACKING AREA UPDATE REQUEST message in the next 30 seconds?
	-->
	TRACKING AREA UPDATE REQUEST
	2
	F

	17
	The SS configures:

- Cell A as a " Serving cell".

- Cell B as the "Not Suitable cell".
- Cell C as a " Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	18
	Check: does the UE transmits a TRACKING AREA UPDATE REQUEST message in the next 30 seconds?
	-->
	TRACKING AREA UPDATE REQUEST
	2
	P

	19
	The SS transmits a TRACKING AREA UPDATE ACCEPT message.
	<--
	TRACKING AREA UPDATE ACCEPT
	-
	-

	20
	The UE transmits a TRACKING AREA UPDATE COMPLETE message.
	-->
	TRACKING AREA UPDATE COMPLETE
	-
	-


9.2.1.1.18.3.3
Specific message contents
Table 9.2.1.1.18.3.3-1: Message ATTACH REJECT (step 4, Table 9.2.1.1.18.3.2-1)

	Derivation path: 36.508 table 4.7.2.3

	Information Element
	Value/Remark
	Comment
	Condition

	Security header type
	0000
	" Plain NAS message, not security protected "
	

	EMM cause
	00011001
	#25 " Not authorized for this CSG "
	

	ESM message container
	Not present
	
	


Table 9.2.1.1.18.3.3-2: SystemInformationBlockType1 for Cell A, B, C(Pre-test conditions and all steps in Table 9.2.1.1.18.3.2-1)
	Derivation Path: 36.508 clause 4.4.3.2

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType1 ::= SEQUENCE {
	
	
	

	  cellAccessRelatedInfo SEQUENCE {
	
	
	

	    csg-Indication
	TRUE
	
	Cell B

	
	FALSE
	
	Cell A

	
	FALSE
	
	Cell C

	    csg-Identity
	Not present
	
	Cell A

	
	Not present
	
	Cell C

	  
	'000 0000 0000 0000 0000 0000 0010'B
	
	Cell B


[Text skipped here]
9.2.1.1.20
Attach / Abnormal case / Access barred because of access class barring or NAS signalling connection establishment rejected by the network

9.2.1.1.20.1
Test Purpose (TP)

(1)

with { UE switched-on, and not yet attached to EPS }

ensure that {

  when { Access is barred for signalling in the cell UE is camping [Access Class barred in System information] }

    then { the UE will not initiate any Attach procedure on the current cell }

}

(2)

with { UE switched-on, and not yet attached to EPS }

ensure that {

  when { Access is barred for signalling in the cell UE is camping [T302 runiing due to RRCConnectionReject message reception] }

    then { the UE will not initiate any Attach procedure on the current cell }

}

(3)

with { UE switched-on, and not yet attached to EPS }

ensure that {

  when { Access is not barred for signalling in the cell UE is camping }

    then { the UE will initiate Attach procedure on the current cell }

}
(4)

with { UE switched-on, and not yet attached to EPS }

ensure that {

  when { Access was barred for signalling in the cell and UE has reselected an new cell where access for "signalling" is granted }

    then { the UE will initiate Attach procedure on the new cell }

}

9.2.1.1.20.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clause 5.5.1.2.6 and TS 36.331, clause 5.3.3.2

[TS 24.301, clause 5.5.1.2.6]

The following abnormal cases can be identified:

a)
Access barred because of access class barring or NAS signalling connection establishment rejected by the network

If access is barred for "signalling" (see 3GPP TS 36.331 [22]), the attach procedure shall not be started. The UE stays in the current serving cell and applies the normal cell reselection process. The attach procedure is started as soon as possible, i.e. when access for "signalling" is granted on the current cell or when the UE moves to a cell where access for "signalling" is granted.

[TS 36.331, clause 5. 3.3.2]

1>
else (the UE is establishing the RRC connection for mobile originating signalling):

2>
if timer T302 or T305 is running:

3>
consider access to the cell as barred;
2>
else if SystemInformationBlockType2 includes the ac-BarringInformation and the ac-BarringForMO-Signalling is present:

3>
if the UE has one or more Access Classes, as stored on the USIM, with a value in the range 11..15, which is valid for the UE to use according to TS 22.011 [10] and TS 23.122 [11], and

3>
for at least one of these Access Classes the corresponding bit in the ac-BarringForSpecialAC contained in ac-BarringForMO-Signalling is set to zero:

4>
consider access to the cell as not barred;

3>
else:

4>
draw a random number ‘rand’ uniformly distributed in the range: 0 ≤ rand < 1;
4>
if ‘rand’ is lower than the value indicated by accessProbabilityFactor included in accessBarringForSignalling:

5>
consider access to the cell as not barred;

4>
else:

5>
consider access to the cell as barred;

2>
else:

3>
consider access to the cell as not barred;
9.2.1.1.20.3
Test description

9.2.1.1.20.3.1
Pre-test conditions

System Simulator:

-
Cell I and Cell K are configured according to Table 6.3.2.2-1 in [18].
-
Cell I and Cell K belongs to TAI-9(home PLMN)
UE:

-
The test USIM contains a valid GUTI1 and TAI9, and EPS update status is "EU1: UPDATED".

Preamble:

-
The UE is in state Switched OFF (state 1) according to [18].

9.2.1.1.20.3.2
Test procedure sequence

Table 9.2.1.1.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS set the cell type of cell I to the ''Serving cell'', set the cell type of cell K to the '' Non- Suitable cell'', and set SystemInformationBlockType2 parameters as described below.

The UE is switched on.
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell I unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	Check: for 5 seconds if UE initiates Attach procedure and hence transmits RRC Connection Request?
	-
	-
	1
	F

	3
	The SS transmits a Paging message including systemInfoModification.
	-
	-
	-
	-

	4
	The SS changes SystemInformationBlockType2 parameters to default parameters defined in [18].
	-
	-
	-
	-

	5
	The UE transmits RRC Connection Request
	-
	-
	-
	-

	6
	SS responds with RRCConnectionReject message with IE waitTime set to 10 seconds(Max Value).
	-
	-
	-
	-

	7
	Check: for 10 seconds if UE initiates Attach procedure and hence transmits RRC Connection Request?
	-
	-
	2
	F

	8
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message?
	-->
	ATTACH REQUEST
	3
	P

	9
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	10
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	11
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	12
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 12Aa1 to 12Aa2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	12Aa1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	12Aa2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	13
	SS responds with ATTACH ACCEPT message including a valid TAI list. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message

Note: The IP addresses of the UE are not allocated in this test so PDN address is not included in the message.. 
	<--
	ATTACH ACCEPT
	-
	-

	14
	Check: does the UE transmit an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message?
	-->
	ATTACH COMPLETE
	-
	-

	15
	The SS releases the RRC connection.
	-
	-
	-
	-

	16
	The UE is switched off.
	-
	-
	-
	-

	17
	The SS set the cell type of cell I to the ''Serving cell'', set the cell type of cell K to the '' Non- Suitable cell'', and set SystemInformationBlockType2 parameters as described below.

The UE is switched on.
	-
	-
	-
	-

	18
	Check: for 5 seconds if UE initiates Attach procedure and hence transmits RRC Connection Request?
	-
	-
	1
	F

	19
	The SS set the cell type of cell K to the '' Suitable cell''.
	
	
	
	

	-
	The following messages are to be observed on Cell K unless explicitly stated otherwise.
	-
	-
	-
	-

	20
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message ?
	-->
	ATTACH REQUEST
	4
	P

	21
	The attach procedure is completed and the RRC connection is released by executing steps 5 to 17 of TS 36.508 sub clause 4.5.2.3.
	-
	-
	-
	-


9.2.1.1.20.3
Specific message contents
Table 9.2.1.1.20.3.3-1: SystemInformationBlockType2 for Cell AI (preamble)

	Derivation Path: 36.508, Table 4.4.3.3-1

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType2 ::= SEQUENCE {
	
	
	

	  accessBarringInformation SEQUENCE {
	
	
	

	    accessBarringForEmergencyCalls
	FALSE
	
	

	    accessBarringForSignalling SEQUENCE {
	
	
	

	      accessProbabilityFactor
	p00
	
	

	      accessBarringTime
	s4
	
	

	      accessClassBarringList SEQUENCE (SIZE (maxAC)) OF SEQUENCE {
	5 entries
	
	

	        accessClassBarring[1]
	TRUE
	
	

	        accessClassBarring[2]
	TRUE
	
	

	        accessClassBarring[3]
	TRUE
	
	

	        accessClassBarring[4]
	TRUE
	
	

	        accessClassBarring[5]
	TRUE
	
	

	      }
	
	
	

	    }
	
	
	

	    accessBarringForOriginatingCalls
	Not present
	
	

	  }
	
	
	

	}
	
	
	


[Text skipped here]
9.2.1.1.24
Attach / Abnormal case / Change of cell into a new tracking area

9.2.1.1.24.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH Request message and ATTACH ACCEPT message is not received }

ensure that {

  when { UE reselects a cell belonging to a new tracking area}

    then { the UE restarts the attach procedure }

(2)

with { UE has sent an ATTACH REQUEST message and received ATTACH ACCEPT message containing GUTI}

ensure that {

  when { UE reselects a cell belonging to a new tracking area}}

    then { the UE restarts the attach procedure}

}

9.2.1.1.24.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clause 5.5.1.2.6 & 10.2

[TS 24.301, clause 5.5.1.2.6]

The following abnormal cases can be identified:

…

e)
Change of cell into a new tracking area


If a cell change into a new tracking area occurs before the attach procedure is completed, the attach procedure shall be aborted and re-initiated immediately. If a tracking area border is crossed when the ATTACH ACCEPT message has been received but before an ATTACH COMPLETE message is sent, the attach procedure shall be re-initiated. If a GUTI was allocated during the attach procedure, this GUTI shall be used in the attach procedure.

9.2.1.1.24.3
Test description

9.2.1.1.24.3.1
Pre-test conditions

System Simulator:

-
Cell A and B 

-
Cell A is the serving cell with TAI1 (PLMN1+TAC1);

-
Cell B is the non-suitable cell with TAI2 (PLMN1+TAC2);

UE:

-
The test USIM is inserted.

Preamble:

-
The UE is in state Switched OFF (state 1) according to [18].

9.2.1.1.24.3.2
Test procedure sequence

Table 9.2.1.1.24.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	The UE transmit an ATTACH REQUEST message in Cell A including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	3
	The SS configures:

- Cell B as a “serving cell”

- Cell A as a "non-suitable cell".
	-
	
	-
	-

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	4
	Check: Does the UE transmit an ATTACH REQUEST message in Cell B including a PDN CONNECTIVITY REQUEST message?
	-->
	ATTACH REQUEST
	1
	P

	5
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	6
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	7
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	
	EXCEPTION: Steps 8a to 8b describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	8a
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	8b
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	9
	The SS configures:

- Cell A as a “serving cell”
	-
	-
	-
	-

	10
	SS is configured to not allocate any UL grant or respond to any PRACH preambles for ATTACH COMPLETE in Cell B.
	-
	-
	-
	-

	11
	SS responds with ATTACH ACCEPT message including a valid TAI list. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message. GUTI-1 is allocated.
	<--
	ATTACH ACCEPT
	-
	-

	12
	The SS configures:

- Cell B as a "non-suitable cell".
	-
	-
	-
	-

	13
	UE transmits RRCConnectionReestablishmentRequest message in Cell B
	-
	-
	-
	-

	14
	SS Sends RRCConnectionReestablishment
	-
	-
	-
	-

	15
	The UE transmits a RRCConnectionReestablishmentComplete message
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	16
	Check: Does the UE transmit an ATTACH REQUEST message, containing GUTI 1?
	-->
	ATTACH REQUEST
	2
	P

	17
	SS responds with ATTACH ACCEPT message including a valid TAI list. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message 
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 13 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	18
	The UE transmit an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message?
	(
	ATTACH COMPLETE
	-
	-

	19
	The SS releases the RRC connection.
	-
	-
	-
	-

	NOTE 1: UE already has NAS security context in step 17 and just sending a DL message with Integrity and Ciphering will start enable NAS security


9.2.1.1.24.3
Specific message contents
Table 9.2.1.1.24.3-1: Message ATTACH REQUEST (step 11, Table 9.2.1.1.24.2-1)

	Derivation path: TS 36.508 table 4.7.2.-4

	Information Element
	Value/Remark
	Comment
	Condition

	Old GUTI or IMSI
	GUTI-1
	GUTI received in step 8 is included by the UE
	


[Text skipped here]
9.2.1.2
Combined attach procedure for EPS services and non-EPS services

9.2.1.2.1
Combined attach procedure / Success /EPS and non-EPS services

9.2.1.2.1.1
Test Purpose (TP)

(1)

with { UE in state EMM-DEREGISTERED and is switched off }

ensure that {

  when { UE is powered up or switched on}

   then { UE sends ATTACH REQUEST message with EPS attach type IE 'combined EPS/IMSI attach' }

             }

(2)

with { UE in state EMM-REGISTERED-INITIATED}

ensure that {

  when { UE receives ATTACH ACCEPT message with EPS attach result 'combined EPS/IMSI attach' }

   then { UE sends ATTACH COMPLETE message and enters EMM state EMM-REGISTERED and MM state MM-IDLE and UE responsds to a paging message with CS or PS domain}

             }
(3)
with { UE in state EMM-REGISTERED and state MM-IDLE}

ensure that {

  when { SS sends Paging message with CS domain }

   then { UE sends EXTENDED SEREVICE REQUEST message }

             }
(4)

with { UE in state EMM-REGISTERED and EMM-IDLE mode}

ensure that {

  when { UE enters a new tracking area already included in the TAI list }

   then { UE does not send TRACKING AREA UPDATE REQUEST message and UE responsds a paging message with CS or PS domain}

             }

(5)

with { UE in state EMM-REGISTERED and EMM-IDLE mode}

ensure that {

  when { UE enters a new tracking area not included in the TAI list }

   then { UE sends TRACKING AREA UPDATE REQUEST message with 'EPS update type = combined TA/LA updated '}

             }
(6)

with { UE in state EMM-DEREGISTERED and is switched off and has a valid TAI value in 'Last visited registered TAI' IE and a valid GUTI}

ensure that {

  when { UE is powered up or switched on}

   then { UE sends ATTACH REQUEST message with EPS attach type IE 'combined EPS/IMSI attach'and with the value in 'Last visited registered TAI' and the valid GUTI}

             }

9.2.1.2.1.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: 3GPP TS 24.301 clauses 5.5.1.3.1, 5.5.1.3.4.1 and 5.5.1.3.4.2.

[TS24.301 clause5.5.1.3.1]

The combined EPS attach procedure is used by a UE in CS/PS mode 1 or CS/PS mode 2 of operation to attach for both EPS and non-EPS services.

The combined EPS attach procedure is also used by a UE in CS/PS mode 1 or CS/PS mode 2 of operation to attach for EPS services if it is already attached for non-EPS services.

When the UE initiates a combined EPS attach procedure, the UE shall indicate "combined EPS/IMSI attach" in the EPS attach type IE.
The combined EPS attach procedure follows the attach procedure for EPS described in subclause 5.5.1.2.

[TS24.301 clause5.5.1.3.2]
If the UE is in EMM state EMM-DEREGISTERED, the UE initiates the combined attach procedure by sending an ATTACH REQUEST message to the network, starting timer T3410 and entering state EMM-REGISTERED-INITIATED (see example in figure 5.5.1.2.2.1).

The UE shall include the TMSI status IE if no valid TMSI is available. Furthermore, if the UE has stored a valid location area identification, the UE shall include it in the Old location area identification IE in the ATTACH REQUEST message.
[TS24.301 clause5.5.1.3.4.1]
Depending on the value of the EPS attach result IE received in the ATTACH ACCEPT message, two different cases can be distinguished:

1)
The EPS attach result IE value indicates "combined EPS/IMSI attach": attach for EPS and non-EPS services have been successful.

…
[TS24.301 clause5.5.1.3.4.2]
The description for attach for EPS services as specified in subclause 5.5.1.2.4 shall be followed. In addition, the following description for attach for non-EPS services applies.

The TMSI reallocation may be part of the combined attach procedure. The TMSI allocated is then included in the ATTACH ACCEPT message, together with the location area identification (LAI). In this case the MME shall start timer T3450 and enter state EMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.4.1.

The UE, receiving an ATTACH ACCEPT message, stores the received location area identification, stops timer T3410, resets the location update attempt counter and sets the update status to U1 UPDATED. If the message contains an IMSI, the UE is not allocated any TMSI, and shall delete any TMSI accordingly. If the message contains a TMSI, the UE shall use this TMSI as the new temporary identity. The UE shall delete its old TMSI and shall store the new TMSI. If neither a TMSI nor an IMSI has been included by the network in the ATTACH ACCEPT message, the old TMSI, if any available, shall be kept.IThe UE, when receiving the ATTACH ACCEPT message combined with the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, shall send an ATTACH COMPLETE message combined with an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message to the network after which it shall enter state EMM-REGISTERED and MM state MM-IDLE and set the EPS update status to EU1 UPDATED.

9.2.1.2.1.3
Test description

9.2.1.2.1.3.1
Pre-test conditions

System Simulator:

-
Cell A, Cell B and Cell C are configured according to Table 6.3.2.2-1 in [18].
-
Cell A belongs to TAI-1(home PLMN).
-
Cell B belongs to TAI-2(home PLMN, another TAC).

-
Cell C belongs to TAI-3(home PLMN, another TAC).
UE:

-
The test USIM contains GUTI-1 and a valid TAI-1 for EPS service, and EPS update status is "EU1: UPDATED".

-
The test USIM contains TMSI-1 and a valid LAI-1 for CS service, and Location update status is " U1: UPDATED".

Preamble: 

-
The UE is in state Switched OFF (state 1) according to [18].

9.2.1.2.1.3.2
Test procedure sequence

Table 9.2.1.2.1.3.2-1: Main Behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	
	
	
	
	
	

	1
	Set the cell type of cell A to the ''Serving cell''. 
Set the cell type of cell B to the '' Non-Suitable cell ''.
Set the cell type of cell C to the ''Non-Suitable cell''. 

	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is powered up or switched on.
	
	
	-
	-

	3
	Check: Does the UE ATTACH REQUEST message with a PDN CONNECTIVITY REQUEST message to request PDN connectivity to the default PDN. EPS attach type = "combined EPS/IMSI attach"?
	-->
	ATTACH REQUEST
	1
	P

	4
	The SS starts an authentication procedure
	<--
	AUTHENTICATION REQUEST
	-
	-

	5
	The UE responds properly to the authentication procedure
	-->
	AUTHENTICATION RESPONSE
	-
	-

	6
	The SS starts a NAS security mode command procedure to perform NAS integrity protection.
	<--
	SECURITY MODE COMMAND
	-
	-

	7
	The UE responds properly to the NAS security mode command procedure
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 7Aa1 to 7Aa2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	7Aa1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	7Aa2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	8
	The SS sends ATTACH ACCEPT message with the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.
	<--
	ATTACH ACCEPT
	-
	-

	9
	Check: Does the UE send ATTACH COMPLETE message with the ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message?
	-->
	ATTACH COMPLETE
	2
	P

	10
	The SS releases the RRC connection.
	
	
	-
	-

	11
	Check: Does the UE respond to paging on cell A with S-TMSI in GUTI-2 for PS domain?(Generic Procedure TS36.508 6.2.4.2)
	-
	-
	2
	-

	12
	The SS transmits a  paging on cell A with S-TMSI in GUTI-2 for CS domain.
	-
	-
	3
	-

	13
	Check: Does the UE send EXTENDED SERVICE REQUEST message?
	-->
	EXTENDED SERVICE REQUEST
	3
	P

	14
	The SS transmits SERVICE REJECT with cause #39 'CS domain temporarily not available' with T3442 = 5s and the SS waits 5 sec.
	<--
	SERVICE REJECT
	
	

	15
	Void
	
	
	
	

	16
	Set the cell type of cell A to the ''Non-Suitable ''. 
Set the cell type of cell B to the '' Serving cell ''.

	-
	-
	-
	-

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	17
	Check: Does the UE transmit a TRACKING AREA UPDATE REQUEST message in the next 30 seconds?
	-
	-
	4
	F

	18
	Check: Does the UE respond to paging on cell B with S-TMSI in GUTI-2 for PS domain?(Generic Procedure TS36.508 6.2.4.2)
	-
	-
	4
	-

	19
	Check: Does the UE respond to paging on cell B with S-TMSI in GUTI-2 for CS domain?(Generic Procedure TS36.508 6.2.4.5)
	-
	-
	4
	-

	
	
	
	
	
	

	20
	Set the cell type of cell B to the '' non-Suitable cell ''. 
Set the cell type of cell C to the '' Serving cell''.
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell C unless explicitly stated otherwise.
	-
	-
	-
	-

	21
	Check: Does the UE transmit a TRACKING AREA UPDATE REQUEST message?
	-->
	TRACKING AREA UPDATE REQUEST
	5
	P

	22
	The SS transmits a TRACKING AREA UPDATE ACCEPT message. 
	<--
	TRACKING AREA UPDATE ACCEPT
	-
	-

	23
	The UE transmits a TRACKING AREA UPDATE COMPLETE message?
	-->
	TRACKING AREA UPDATE COMPLETE
	-
	-

	24
	The SS releases the RRC connection.
	-
	-
	-
	-

	25
	Cause switch off or remove power from the UE
	-
	-
	-
	-

	26
	The UE transmit a DETACH REQUEST.(Optional)
	-->
	DETACH REQUEST
	-
	-

	27
	The UE is powered up or switched on.
	-
	-
	-
	-

	28
	Check: Does the UE send ATTACH REQUEST message with a PDN CONNECTIVITY REQUEST message to request PDN connectivity to the default PDN. 
	-->
	ATTACH REQUEST
	6
	P

	29
	The SS starts an authentication procedure
	<--
	AUTHENTICATION REQUEST
	-
	-

	30
	The UE responds properly to the authentication procedure
	-->
	AUTHENTICATION RESPONSE
	-
	-

	31
	The SS starts a NAS security mode command procedure to perform NAS integrity protection.
	<--
	SECURITY MODE COMMAND
	-
	-

	32
	The UE responds properly to the NAS security mode command procedure
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 32Aa1 to 32Aa2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	32Aa1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	32Aa2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	33
	The SS sends ATTACH ACCEPT message with the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.
	<--
	ATTACH ACCEPT
	-
	-

	34
	The UE transmits ATTACH COMPLETE message with the ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-


9.2.1.2.1.3.3
Specific message contents

Table 9.2.1.2.1.3.3-1: Message ATTACH REQUEST (step 3, Table 9.2.1.2.1.3.2-1)

	Derivation path: 36.508 table 4.7.2.-4

	Information Element
	Value/Remark
	Comment
	Condition

	EPS attach type
	'0010'B
	''combined EPS/IMSI attach''
	

	Old GUTI or IMSI
	GUTI-1
	
	

	Last visited registered TAI
	TAI-1
	
	

	Old location area identification
	LAI-1
	
	

	TMSI status
	Not Present
	
	


Table 9.2.1.2.1.3.3-2: Message ATTACH ACCEPT (step 8, Table 9.2.1.2.1.3.2-1)

	Derivation path: 36.508 table xxx

	Information Element
	Value/Remark
	Comment
	Condition

	EPS attach result
	'010'B
	''Combined EPS/IMSI attach''
	

	TAI list
	
	
	

	    Number of elements
	'00001'B
	
	

	    Type of list
	'00'B
	''list of TACs belonging to one PLMN, with non-consecutive TAC values''
	

	MCC

MNC

TAC 1

TAC 2
	PLMN= MCC/MNC

TAC 1=1

TAC 2=2
	''PLMN is set to the same MCC/MNC stored in EFIMSI'' 

''TAI-1''
''TAI-2''
	

	GUTI
	GUTI-2
	
	

	LAI
	LAI-1
	
	

	MS identity
	TMSI-1
	
	


Table 9.2.1.2.1.3.3-3: Message EXTENDED SERVICE REQUEST (step 13, Table 9.2.1.2.1.3.2-1)
	Derivation Path: 36.508 table 4.7.2.-14A

	Information Element
	Value/remark
	Comment
	Condition

	Service type
	'0001'B
	''mobile terminating CS fallback or 1xCS fallback''
	

	M-TMSI
	M-TSMI2
	''M-TMSI2 is a part of GUTI-2''
	

	CSFB response
	'001'B
	
	


Table 9.2.1.2.1.3.3-4: Message SERVICE REJECT (step 14, Table 9.2.1.2.1.3.2-1)
	Derivation Path: 36.508 table 4.7.2-22

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'0010 0111'B
	#39 'CS domain temporarily not available'
	

	T3442 value
	5 sec
	
	


Table 9.2.1.2.1.3.3-5: Message TRACKING AREA UPDATE REQUEST (step 21, Table 9.2.1.2.1.3.2-1)

	Derivation path: 36.508 table 4.7.2-27

	Information Element
	Value/Remark
	Comment
	Condition

	EPS update type
	
	
	

	EPS update type value
	'001'B
	''Combined TA/LA updating'' 
	

	Old GUTI
	GUTI-2
	''Old GUTI is included by UE if valid, IMSI otherwise''
	

	Old location area identification
	LAI-1 
	
	

	TMSI status
	Not Present
	
	


Table 9.2.1.2.1.3.3-6: Message TRACKING AREA UPDATE ACCEPT (step 22, Table 9.2.1.2.1.3.2-1)

	Derivation path: 36.508 table 4.7.2-24

	Information Element
	Value/Remark
	Comment
	Condition

	EPS update result
	'001'B
	''combined TA/LA updated''
	

	GUTI
	GUTI-3
	
	

	TAI list
	
	
	

	  Length of tracking area identity list contents
	'00001000'B
	
	

	  Partial tracking area identity list
	
	
	

	    Number of elements
	'00000'B
	
	

	    Type of list
	'00'B
	''list of TACs belonging to one PLMN, with non-consecutive TAC values''
	

	MCC

MNC

TAC 1
	TAI-3
	
	

	Location area identification
	LAI-3
	
	

	MS identity
	TMSI-3
	
	


Table 9.2.1.2.1.3.3-7: Message ATTACH REQUEST (step 28, Table 9.2.1.2.1.3.2-1)

	Derivation path: 36.508 table 4.7.2.-4

	Information Element
	Value/Remark
	Comment
	Condition

	EPS attach type
	'0010'B
	''combined EPS/IMSI attach''
	

	Old GUTI or IMSI
	GUTI-3
	
	

	Last visited registered TAI
	TAI-3
	
	

	Old location area identification
	LAI-3
	
	

	TMSI status
	Not Present
	
	


Table 9.2.1.2.1.3.3-8: Message ATTACH ACCEPT (step 33, Table 9.2.1.2.1.3.2-1)

	Derivation path: 36.508 table 4.7.2-1

	Information Element
	Value/Remark
	Comment
	Condition

	EPS attach result
	'010'B
	''Combined EPS/IMSI attach''
	

	TAI list
	
	
	

	  Length of tracking area identity list contents
	'00001000'B
	
	

	  Partial tracking area identity list
	
	
	

	    Number of elements
	'00000'B
	
	

	    Type of list
	'00'B
	''list of TACs belonging to one PLMN, with non-consecutive TAC values''
	

	MCC

MNC

TAC 1
	TAI-3
	
	

	GUTI
	GUTI-3
	
	


[Test skipped here]
9.2.1.2.4
Successful combined attach procedure, EPS service only / CS domain not available

9.2.1.2.4.1
Test Purpose (TP)

(1)

with { UE is switched-off }

ensure that {

  when { UE is powered on and a valid GUTI is available }

    then { the UE transmits an ATTACH REQUEST message with the EPS attach type set to "combined EPS/IMSI attach", including GUTI, last visited registered TAI and a PDN CONNECTIVITY REQUEST message with the request type set to "initial attach" }

            }

(2)

with { UE has sent a combined ATTACH_REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { UE receives an ATTACH_ACCEPT message including EPS attach result set to "EPS only" and EMM reject cause set to "CS domain not available" and including an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message with IE EPS Bearer Identity matching the ATTACH REQUEST message }

    then { UE transmits ATTACH_COMPLETE message, containing the EPS bearer identity, including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message and sets the update status to U2 NOT UPDATED and enters EMM-REGISTERED state }

            }

(3)

with { The UE received an ATTACH ACCEPT message with EPS attach result set to "EPS only" and EMM cause set to "CS domain not available" }

ensure that {

  when { UE enters a TA where it is not registered and which belongs to the PLMN where the UE received the EMM cause "CS domain not available"　}

    then { UE initiates a normal tracking area update procedure indicating "TA updating" without valid LAI, TMSI, GSM ciphering key, UMTS integrity key, UMTS ciphering key or ciphering key sequence number }

            }

(4)

with { The UE received an ATTACH ACCEPT message with EPS attach result set to "EPS only" and EMM cause set to "CS domain not available" }

ensure that {

  when { UE is powered up or switched on　}

    then { UE initiates a combined attach procedure indicating "combined EPS/IMSI attach" }

            }
9.2.1.2.4.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clauses 5.5.1.2.4, 5.5.1.3.1, 5.5.1.3.2, 5.5.1.3.4.1, 5.5.1.3.4.2 and 5.5.1.3.4.3, and TS 24.008, clause 4.1.2.2.

[TS 24.301, clause 5.5.1.2.4]

If the attach request is accepted by the network, the MME shall send an ATTACH ACCEPT message to the UE and start timer T3450. The MME shall send the ATTACH ACCEPT message together with an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message contained in the ESM message container information element to activate the default bearer (see subclause 6.4.1). The network may also initiate the activation of dedicated bearers towards the UE by invoking the dedicated EPS bearer context activation procedure (see subclause 6.4.2).

If the attach request is accepted by the network, the MME shall delete the stored UE radio capability information, if any.

If the UE has included the UE network capability IE or the MS network capability IE or both in the ATTACH REQUEST message, the MME shall store all octets received from the UE, up to the maximum length defined for the respective information element.

NOTE:
This information is forwarded to the new MME during inter-MME handover or to the new SGSN during inter-system handover to A/Gb mode or Iu mode.

The MME shall assign and include the TAI list the UE is registered to in the ATTACH ACCEPT message. The UE, upon receiving an ATTACH ACCEPT message, shall delete its old TAI list and store the received TAI list.

Upon receiving the ATTACH ACCEPT message, the UE shall stop timer T3410.

The GUTI reallocation may be part of the attach procedure. When the ATTACH REQUEST message includes the IMSI, or the MME considers the GUTI provided by the UE is invalid, or the GUTI provided by the UE was assigned by another MME, the MME shall allocate a new GUTI to the UE. The MME shall include in the ATTACH ACCEPT message the new assigned GUTI together with the assigned TAI list. In this case the MME shall enter state EMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.4.1.

...

If the ATTACH ACCEPT message contains a GUTI, the UE shall use this GUTI as the new temporary identity. The UE shall delete its old GUTI and store the new assigned GUTI. If no GUTI has been included by the MME in the ATTACH ACCEPT message, the old GUTI, if any available, shall be kept. 

If A/Gb mode or Iu mode is supported in the UE, the UE shall set its TIN to "GUTI" when receiving the ATTACH ACCEPT message.

...

When the UE receives the ATTACH ACCEPT message combined with the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, it shall forward the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message to the ESM sublayer. Upon receipt of an indication from the ESM sublayer that the default EPS bearer context has been activated, the UE shall send an ATTACH COMPLETE message together with an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message contained in the ESM message container information element to the network.

Additionally, the UE shall reset the attach attempt counter and tracking area updating attempt counter, enter state EMM-REGISTERED and set the EPS update status to EU1 UPDATED.

…
Upon receiving an ATTACH COMPLETE message, the MME shall stop timer T3450, enter state EMM-REGISTERED and consider the GUTI sent in the ATTACH ACCEPT message as valid.

[TS 24.301, clause 5.5.1.3.1]

The combined attach procedure is used by a UE in CS/PS mode 1 or CS/PS mode 2 of operation to attach for both EPS and non-EPS services.
The combined attach procedure is also used by a UE in CS/PS mode 1 or CS/PS mode 2 of operation to attach for EPS services if it is already IMSI attached for non-EPS services.
When the UE initiates a combined attach procedure, the UE shall indicate "combined EPS/IMSI attach" in the EPS attach type IE.
The combined attach procedure follows the attach procedure for EPS described in subclause 5.5.1.2.
[TS 24.301, clause 5.5.1.3.2]

...

The UE shall include the TMSI status IE if no valid TMSI is available. Furthermore, if the UE has stored a valid location area identification, the UE shall include it in the Old location area identification IE in the ATTACH REQUEST message.
[TS 24.301, clause 5.5.1.3.4.1]

Depending on the value of the EPS attach result IE received in the ATTACH ACCEPT message, two different cases can be distinguished:

1)
The EPS attach result IE value indicates "combined EPS/IMSI attach": attach for EPS and non-EPS services have been successful.

2)
The EPS attach result IE value indicates "EPS only": attach for EPS services has been successful but attach for non-EPS services has failed.

[TS 24.301, clause 5.5.1.3.4.2]

The description for attach for EPS services as specified in subclause 5.5.1.2.4 shall be followed. In addition, the following description for attach for non-EPS services applies.

...

[TS 24.301, clause 5.5.1.3.4.3]

Apart from the actions on the tracking area updating attempt counter, the description for attach for EPS services as specified in subclause 5.5.1.2.4 shall be followed. In addition, the following description for attach for non-EPS services applies.

The UE receiving the ATTACH ACCEPT message takes one of the following actions depending on the EMM cause value:

...

#18
(CS domain not available)


The UE shall stop timer T3410 if still running, shall reset the tracking area updating attempt counter, shall set the EPS update status to EU1 UPDATED and shall enter state EMM-REGISTERED.NORMAL-SERVICE.


The UE shall set the update status to U2 NOT UPDATED.


A UE in CS/PS mode 1 of operation with "IMS voice not available" shall attempt to select GERAN or UTRAN radio access technology rather than E-UTRAN for the selected PLMN or equivalent PLMN. The UE shall disable the E-UTRA capability (see subclause 4.5). If the UE is in the EMM-CONNECTED mode, the UE shall locally release the established NAS signalling connection and enter the EMM-IDLE mode before selecting GERAN or UTRAN radio access technology.

A UE in CS/PS mode 2 of operation may provide a notification to the user or the upper layers that the CS domain is not available.
      …

The UE shall not attempt combined attach or combined tracking area update procedure with current PLMN until switching off the UE or the UICC containing the USIM is removed.
Other EMM cause values and the case that no EMM cause IE was received are considered as abnormal cases. The combined attach procedure shall be considered as failed for EPS and non-EPS services. The behaviour of the UE in those cases is specified in subclause 5.5.1.3.6.

[TS 24.008, clause 4.1.2.2]

In parallel with the sublayer states described in subclause 4.1.2.1 and which control the MM sublayer protocol, an update status exists.

The update status pertains to a specific subscriber embodied by a SIM/USIM. This status is defined even when the subscriber is not activated (SIM/USIM removed or connected to a switched-off ME). It is stored in a non volatile memory in the SIM/USIM. The update status is changed only as a result of a location updating procedure attempt (with the exception of an authentication failure and of some cases of CM service rejection). In some cases, the update status is changed as a result of a GPRS attach, GPRS routing area update, service request or network initiated GPRS detach procedure.

...

U2 NOT UPDATED


The last location updating attempt made failed procedurally (no significant answer was received from the network, including the cases of failures or congestion inside the network).


For this status, the SIM/USIM does not contain any valid LAI, TMSI, GSM ciphering key, UMTS integrity key, UMTS ciphering key or ciphering key sequence number. For compatibility reasons, all these fields must be set to the "deleted" value at the moment the status is set to NOT UPDATED. However the presence of other values shall not be considered an error by the mobile station. The "Location update status" stored on the SIM/USIM shall be "not updated".

...

9.2.1.2.4.3
Test description

9.2.1.2.4.3.1
Pre-test conditions

System Simulator:
-
Cell A are Cell B are configured according to Table 6.3.2.2-1 in [18].

 -
Cell A belongs to TAI-1(home PLMN).
-
Cell B belongs to TAI-2(home PLMN, another TAC).
UE:

-
The test USIM contains GUTI1 and TAI1, and EPS update status is "EU1: UPDATED".

-
The test USIM contains TMSI1 and LAI1 for CS service, and Location update status is "U1: UPDATED".

Preamble:

-
The UE is in state Switched OFF (state 1) according to [18].

9.2.1.2.4.3.2
Test procedure sequence

Table 9.2.1.2.4.3.2-1: Main Behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Set the cell type of cell A to the "Serving cell"

Set the cell type of cell B to the "Non-suitable cell"
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	Check : Does the UE transmit a combined ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message? 
	-->
	ATTACH REQUEST
	1
	P

	4
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	5
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	6
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	7
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 7Aa1 to 7Aa2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	7Aa1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	7Aa2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	8
	SS responds with ATTACH ACCEPT message with IE EPS Bearer Identity set to default EPS bearer context. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT. 


	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 9 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	9
	Check: Does the UE transmit an ATTACH COMPLETE message including a ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message as specified?
	-->
	ATTACH COMPLETE
	2
	P

	10
	The SS releases the RRC connection.
	-
	-
	-
	-

	11
	Check 1: Does the test results of CALL generic procedure [18] indicate that the UE is in E-UTRA EMM-REGISTERED state ?
	-
	-
	2
	-

	12
	Set the cell type of cell B to the "Serving cell"

Set the cell type of cell A to the "Non-suitable cell"
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	13
	Check: Does the UE transmit TRACKING AREA UPDATE REQUEST message?
	-->
	TRACKING AREA UPDATE REQUEST
	3
	P

	14
	SS responds with TRACKING AREA UPDATE ACCEPT message
	<--
	TRACKING AREA UPDATE ACCEPT
	-
	-

	15
	UE sends TRACKING AREA UPDATE COMPLETE
	-->
	TRACKING AREA UPDATE COMPLETE


	-
	-

	16
	The UE is switched off.
	-
	-
	-
	-

	17
	The UE is powered up or switched on.
	-
	-
	-
	-

	18
	Check : Does the UE transmit a combined ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message? 
	-->
	ATTACH REQUEST
	4
	P

	19
	SS responds with ATTACH ACCEPT message with IE EPS Bearer Identity set to default EPS bearer context. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT.
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 20 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	20
	Check: Does the UE transmit an ATTACH COMPLETE message including a ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message as specified?
	-->
	ATTACH COMPLETE
	-
	-


9.2.1.2.4.3.3
Specific message contents
Table 9.2.1.2.4.3.3-1: Message ATTACH REQUEST (step 3, Table 9.2.1.2.4.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	EPS attach type
	010
	"combined EPS/IMSI attach" 
	

	Old GUTI or IMSI
	GUTI-1
	
	

	Last visited registered TAI
	TAI-1
	
	

	Old location area identification
	LAI-1
	
	

	TMSI status
	Not present 
	
	


Table 9.2.1.2.4.3.3-2: Message ATTACH ACCEPT (step 8, Table 9.2.1.2.4.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-1

	Information Element
	Value/remark
	Comment
	Condition

	EPS attach result
	001
	"EPS only"
	

	GUTI
	Not Present
	
	

	Location area identification
	Not present
	SS doesn’t provide LAI
	

	MS identity
	Not Present 


	SS doesn’t provide TMSI 
	

	EMM cause
	00010010
	#18 "CS domain not available"
	


Table 9.2.1.2.4.3.3-3: Message TRACKING AREA UPDATE REQUEST (step 13, Table 9.2.1.2.4.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-27

	Information Element
	Value/remark
	Comment
	Condition

	EPS update type
	000
	TA updating
	

	Old GUTI
	GUTI-1
	
	

	Last visited registered TAI
	TAI-1
	If available, the last TAI is included by UE and will be used to establish a good list of TAIs in subsequent ATTACH ACCEPT message.
	

	Old location area identification
	Not present
	Entering in U2 NOT UPDATED state, UE deletes LAI
	

	TMSI status
	0
	“no valid TMSI available”
Entering in U2 NOT UPDATED state, UE deletes TMSI
	


Table 9.2.1.2.4.3.3-4: Message TRACKING AREA UPDATE ACCEPT (step 14, Table 9.2.1.2.4.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-24

	Information Element
	Value/remark
	Comment
	Condition

	EPS update result
	000
	"TA only"
	

	GUTI
	GUTI-2
	
	

	Location area identification
	Not present
	SS doesn’t provide LAI
	

	MS identity
	Not Present 


	SS doesn’t provide TMSI 
	

	EMM cause
	00010010
	#18 "CS domain not available"
	


Table 9.2.1.2.4.3.3-5: Message ATTACH REQUEST (step 18, Table 9.2.1.2.4.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	EPS attach type
	010
	"combined EPS/IMSI attach" 
	

	Old GUTI or IMSI
	GUTI-2
	
	

	Last visited registered TAI
	TAI-2
	
	

	Old location area identification
	LAI-2
	
	

	TMSI status
	0
	“no valid TMSI available”
	


Table 9.2.1.2.4.3.3-6: Message ATTACH ACCEPT (step 19, Table 9.2.1.2.4.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-1

	Information Element
	Value/remark
	Comment
	Condition

	EPS attach result
	010
	''Combined EPS/IMSI attach''
	

	GUTI
	GUTI-2
	
	

	Location area identification
	LAI-2
	
	

	MS identity
	TMSI-2
	
	


9.2.1.2.5
Combined attach / rejected / IMSI invalid
9.2.1.2.5.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH REQUEST message }

ensure that {
  when { UE receives an ATTACH REJECT message with the EMM cause set to 'Illegal UE' }

    then { UE deletes GUTI, last visited registered TAI and KSI and considers the USIM as invalid for EPS services and non-EPS services and enters state EMM-DEREGISTERED }

            }

(2)

with { UE has sent an ATTACH REQUEST message }

ensure that {
  when { UE receives an ATTACH REJECT message with the EMM cause set to 'Illegal UE' }

    then { UE deletes P-TMSI, P-TMSI signature, RAI, GPRS ciphering key sequence number, TMSI, LAI and ciphering key sequence number }

            }

9.2.1.2.5.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.5.1.3.5 and TS 24.008, clause 4.7.3.2.4.

[TS 24.301, clause 5.5.1.3.5]

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410, enter MM state MM IDLE, and take the following actions depending on the EMM cause value received.

#3

(Illegal UE);
…


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI.


The UE shall consider the USIM as invalid for EPS and non-EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and shall enter the state EMM-DEREGISTERED.

If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI and ciphering key sequence number, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case when the combined attach procedure is rejected with the GMM cause with the same value.
...
[TS 24.008, clause 4.7.3.2.4]

...

The MS shall then take one of the following actions depending upon the reject cause:

# 3

(Illegal MS);

...


The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (shall store it according to subclause 4.1.3.2) and shall delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number. The new GMM state is GMM-DEREGISTERED. The new MM state is MM IDLE.


The MS shall set the update status to U3 ROAMING NOT ALLOWED, shall delete any TMSI, LAI and ciphering key sequence number. The SIM/USIM shall be considered as invalid for GPRS and non-GPRS services until switching off or the SIM/USIM is removed.

...

9.2.1.2.5.3
Test description

9.2.1.2.5.3.1
Pre-test conditions

System Simulator:

-
Cell A and Cell B.

-
If pc_UTRAN supported by UE, Cell 5.

-
Cell 5 belongs to LAI-1 and RAI-1(home PLMN)

-
If pc_GERAN and NOT pc_UTRAN supported by UE, Cell 24.

-
Cell 24 belongs to LAI-1 and RAI-1(home PLMN)

UE:
-
The test USIM contains IMSI-1, GUTI-1 and TAI-1, and EPS update status is "EU1: UPDATED".

-
The test USIM contains P-TMSI-1 (belonging to RAI-1) and the GPRS update status is "GU1: UPDATED".

-
The test USIM contains TMSI-1 (belonging to LAI-1) and the update status is "U1: UPDATED".

Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.2.5.3.2
Test procedure sequence

Table 9.2.1.2.5.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as the "Serving cell",
- Cell B as a "Non-Suitable cell",
- Cell 5 or Cell 24 as a "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	
	
	
	
	
	

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with the EMM cause set to 'Illegal UE'.
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	The SS configures:

- Cell A as a "Non-Suitable cell".

- Cell B as the "Serving cell".
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on Cell B or on Cell A?
	-->
	ATTACH REQUEST
	1
	F

	-
	EXCEPTION:
Steps 8a1 to 8a3 describe behaviour that depends on the UE capability; the "lower case letter" identifies a step sequence that take place if a capability is supported
	-
	-
	-
	-

	8a1
	IF pc_UTRAN or pc_GERAN THEN the SS configures:

- Cell B as a "Non-Suitable cell",
- Cell 5 or Cell 24 as the "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell 5 or Cell 24 unless explicitly stated otherwise.
	-
	-
	-
	-

	8a2
	Void
	-
	-
	-
	-

	8a3
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	9
	If possible (see ICS) switch off is performed or the USIM is removed.

Otherwise the power is removed.
	-
	-
	-
	-

	10
	The SS configures:

- Cell A as the "Serving cell",
- Cell B as a "Non-Suitable cell",
- Cell 5 or Cell 24 as a "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	11
	The UE is brought back to operation or the USIM is inserted.
	-
	-
	-
	-

	12
	Check: Does the UE transmit an ATTACH REQUEST message?
	-->
	ATTACH REQUEST
	1
	P

	13
	The SS transmits an ATTACH REJECT message with the EMM cause set to 'Illegal UE'.
	<--
	ATTACH REJECT
	-
	-

	14
	The SS releases the RRC connection.
	-
	-
	-
	-

	-
	EXCEPTION:
Steps 15a1 to 15a9 describe behaviour that depends on the UE capability; the "lower case letter" identifies a step sequence that take place if a capability is supported
	-
	-
	-
	-

	15a1
	IF pc_UTRAN or pc_GERAN THEN If possible (see ICS) switch off is performed or the USIM is removed, otherwise the power is removed.
	-
	-
	-
	-

	15a2
	The SS configures:

- Cell A as a "Non-Suitable cell",
- Cell 5 or Cell 24 as the "Serving cell”.
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell 5 or Cell 24 unless explicitly stated otherwise.
	-
	-
	-
	-

	15a3
	The UE is brought back to operation or the USIM is inserted.
	-
	-
	-
	-

	15a4
	Void
	-
	-
	-
	-

	15a5
	Check: Does the UE transmit an ATTACH REQUEST message?
	-->
	ATTACH REQUEST
	2
	P

	15a6
	The SS transmits an AUTHENTICATION REQUEST message to initiate the authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	15a7
	The UE transmits an AUTHENTICATION RESPONSE message.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	15a8
	The SS transmits an ATTACH ACCEPT message.
	<--
	ATTACH ACCEPT
	-
	-

	15a9
	The UE transmits an ATTACH COMPLETE message.
	-->
	ATTACH COMPLETE
	-
	-


9.2.1.2.5.3.3
Specific message contents
Table 9.2.1.2.5.3.3-1: Message ATTACH REJECT (step 4 and step 13, Table 9.2.1.2.5.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-3

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'0000 0011'B
	Illegal UE
	


Table 9.2.1.2.5.3.3-2: Message ATTACH REQUEST (step 12, Table 9.2.1.2.5.3.2-1)

	Derivation Path: TS 36.508, Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	NAS key set identifier
	
	
	

	  NAS key set identifier
	'111'B
	no key is available
	

	  TSC
	Any allowed value
	TSC does not apply for NAS key set identifier value "111".
	

	Old GUTI or IMSI
	IMSI-1
	
	

	Last visited registered TAI
	Not present
	
	

	Old location area identification
	Not present
	
	

	TMSI status
	'0'B
	no valid TMSI available
	


Table 9.2.1.2.5.3.3-3: Message ATTACH REQUEST (step 15a5, Table 9.2.1.2.5.3.2-1)

	Derivation Path: TS 24.008 , Table 9.4.1

	Information Element
	Value/remark
	Comment
	Condition

	MS network capability
	Any allowed value
	
	

	Attach type
	'011'B
	Combined GPRS/IMSI attach
	

	GPRS ciphering key sequence number
	'111'B
	No key is available (MS to network)
	

	DRX parameter
	Any allowed value
	
	

	P-TMSI or IMSI
	IMSI-1
	
	

	Old routing area identification
	All bits of octets 5 and 6 are set to 1, except bit 1 of octet 6 which is set to 0.

Other bits are not checked.
	
	

	MS Radio Access capability
	Any allowed value
	
	

	Old P-TMSI signature
	Not present
	
	

	Requested READY timer
value
	Not present or any allowed value
	
	

	TMSI status
	'0'B
	no valid TMSI available
	

	PS LCS Capability
	Not present or any allowed value
	
	

	Mobile station classmark 2
	Not present or any allowed value
	
	

	Mobile station classmark 3
	Not present or any allowed value
	
	

	Supported Codecs
	Not present or any allowed value
	
	

	UE network capability
	Not present or any allowed value
	
	

	Additional mobile identity
	Not present
	
	

	Additional old routing area identification
	Not present
	
	


9.2.1.2.6
Combined attach / rejected / Illegal ME

9.2.1.2.6.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH REQUEST message }

ensure that {
  when { UE receives an ATTACH REJECT message with the EMM cause set to 'Illegal ME' }

    then { UE deletes GUTI, last visited registered TAI and KSI and considers the USIM as invalid for EPS services and non-EPS services and enters state EMM-DEREGISTERED }

            }

(2)

with { UE has sent an ATTACH REQUEST message }

ensure that {
  when { UE receives an ATTACH REJECT message with the EMM cause set to 'Illegal ME' }

    then { UE deletes P-TMSI, P-TMSI signature, RAI, GPRS ciphering key sequence number, TMSI, LAI and ciphering key sequence number }

            }

9.2.1.2.6.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.5.1.3.5 and TS 24.008, clause 4.7.3.2.4.

[TS 24.301, clause 5.5.1.3.5]

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410, enter MM state MM IDLE, and take the following actions depending on the EMM cause value received.

…
#6

(Illegal ME); or

…


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI.


The UE shall consider the USIM as invalid for EPS and non-EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and shall enter the state EMM-DEREGISTERED.

If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI and ciphering key sequence number, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case when the combined attach procedure is rejected with the GMM cause with the same value.
...

[TS 24.008, clause 4.7.3.2.4]

...

The MS shall then take one of the following actions depending upon the reject cause:

...

# 6

(Illegal ME), or

...


The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (shall store it according to subclause 4.1.3.2) and shall delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number. The new GMM state is GMM-DEREGISTERED. The new MM state is MM IDLE.


The MS shall set the update status to U3 ROAMING NOT ALLOWED, shall delete any TMSI, LAI and ciphering key sequence number. The SIM/USIM shall be considered as invalid for GPRS and non-GPRS services until switching off or the SIM/USIM is removed. 

...
9.2.1.2.6.3
Test description

9.2.1.2.6.3.1
Pre-test conditions

System Simulator:

-
Cell A and Cell B

-
If pc_UTRAN supported by UE, Cell 5.
-
Cell 5 belongs to LAI-1 and RAI-1(home PLMN)

-
If pc_GERAN and NOT pc_UTRAN supported by UE, Cell 24.
-
Cell 24 belongs to LAI-1 and RAI-1(home PLMN)

UE:
-
The test USIM contains IMSI-1, GUTI-1 and TAI-1, and EPS update status is "EU1: UPDATED".

-
The test USIM contains P-TMSI-1 (belonging to RAI-1) and the GPRS update status is "GU1: UPDATED".

-
The test USIM contains TMSI-1 (belonging to LAI-1) and the update status is "U1: UPDATED".

Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.2.6.3.2
Test procedure sequence

Table 9.2.1.2.6.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as the "Serving cell",
- Cell B as a "Non-Suitable cell",
- Cell 5 or Cell 24 as a "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	
	
	
	
	
	

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with the EMM cause set to 'Illegal ME'.
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	The SS configures:

- Cell A as a "Non-Suitable cell".

- Cell B as the "Serving cell".
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on Cell B or on Cell A?
	-->
	ATTACH REQUEST
	1
	F

	8
	Void
	-
	-
	-
	-

	9
	Void
	-
	-
	-
	-

	-
	EXCEPTION:
Steps 10a1 to 10a5 describe behaviour that depends on the UE capability; the "lower case letter" identifies a step sequence that take place if a capability is supported
	-
	-
	-
	-

	10a1
	IF pc_UTRAN or pc_GERAN THEN the SS configures:

- Cell B as a "Non-Suitable cell",
- Cell 5 or Cell 24 as the "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell 5 or Cell 24 unless explicitly stated otherwise.
	-
	-
	-
	-

	10a2
	Void
	-
	-
	-
	-

	10a3
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	10a4
	Void
	-
	-
	-
	-

	10a5
	Void
	-
	-
	-
	-

	11
	If possible (see ICS) switch off is performed or the USIM is removed.

Otherwise the power is removed.
	-
	-
	-
	-

	12
	The SS configures:

- Cell A as the "Serving cell",
- Cell B as a "Non-Suitable cell",
- Cell 5 or Cell 24 as a "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	13
	The UE is brought back to operation or the USIM is inserted.
	-
	-
	-
	-

	14
	Check: Does the UE transmit an ATTACH REQUEST message?
	-->
	ATTACH REQUEST
	1
	P

	15
	The SS transmits an ATTACH REJECT message with the EMM cause set to 'Illegal ME'.
	<--
	ATTACH REJECT
	-
	-

	16
	The SS releases the RRC connection.
	-
	-
	-
	-

	-
	EXCEPTION:
Steps 17a1 to 17a9 describe behaviour that depends on the UE capability; the "lower case letter" identifies a step sequence that take place if a capability is supported
	-
	-
	-
	-

	17a1
	IF pc_UTRAN or pc_GERAN THEN If possible (see ICS) switch off is performed or the USIM is removed, otherwise the power is removed.
	-
	-
	-
	-

	17a2
	The SS configures:

- Cell A as a "Non-Suitable cell",
- Cell 5 or Cell 24 as the "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell 5 or Cell 24 unless explicitly stated otherwise.
	-
	-
	-
	-

	17a3
	The UE is brought back to operation or the USIM is inserted.
	-
	-
	-
	-

	17a4
	Void
	-
	-
	-
	-

	17a5
	Check: Does the UE transmit an ATTACH REQUEST message?
	-->
	ATTACH REQUEST
	2
	P

	17a6
	The SS transmits an AUTHENTICATION REQUEST message to initiate the authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	17a7
	The UE transmits an AUTHENTICATION RESPONSE message.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	17a8
	The SS transmits an ATTACH ACCEPT message.
	<--
	ATTACH ACCEPT
	-
	-

	17a9
	The UE transmits an ATTACH COMPLETE message.
	-->
	ATTACH COMPLETE
	-
	-


9.2.1.2.6.3.3
Specific message contents
Table 9.2.1.2.6.3.3-1: Message ATTACH REJECT (step 4 and step 15, Table 9.2.1.2.6.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-3

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'0000 0110'B
	Illegal ME
	


Table 9.2.1.2.6.3.3-2: Message ATTACH REQUEST (step 14, Table 9.2.1.2.6.3.2-1)

	Derivation Path: TS 36.508, Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	NAS key set identifier
	
	
	

	  NAS key set identifier
	'111'B
	no key is available
	

	  TSC
	Any allowed value
	TSC does not apply for NAS key set identifier value "111".
	

	Old GUTI or IMSI
	IMSI-1
	
	

	Last visited registered TAI
	Not present
	
	

	Old location area identification
	Not present
	
	

	TMSI status
	'0'B
	no valid TMSI available
	


Table 9.2.1.2.6.3.3-3: Message ATTACH REQUEST (step 17a5, Table 9.2.1.2.6.3.2-1)

	Derivation Path: TS 24.008 , Table 9.4.1

	Information Element
	Value/remark
	Comment
	Condition

	MS network capability
	Any allowed value
	
	

	Attach type
	'011'B
	Combined GPRS/IMSI attach
	

	GPRS ciphering key sequence number
	'111'B
	No key is available (MS to network)
	

	DRX parameter
	Any allowed value
	
	

	P-TMSI or IMSI
	IMSI-1
	
	

	Old routing area identification
	All bits of octets 5 and 6 are set to 1, except bit 1 of octet 6 which is set to 0.

Other bits are not checked.
	
	

	MS Radio Access capability
	Any allowed value
	
	

	Old P-TMSI signature
	Not present
	
	

	Requested READY timer
value
	Not present or any allowed value
	
	

	TMSI status
	'0'B
	no valid TMSI available
	

	PS LCS Capability
	Not present or any allowed value
	
	

	Mobile station classmark 2
	Not present or any allowed value
	
	

	Mobile station classmark 3
	Not present or any allowed value
	
	

	Supported Codecs
	Not present or any allowed value
	
	

	UE network capability
	Not present or any allowed value
	
	

	Additional mobile identity
	Not present
	
	

	Additional old routing area identification
	Not present
	
	


9.2.1.2.7
Combined attach / rejected / EPS services and non-EPS services not allowed

9.2.1.2.7.1
Test Purpose (TP)
(1)

with { UE has sent an ATTACH REQUEST message }

ensure that {
  when { UE receives an ATTACH REJECT message with the EMM cause set to 'EPS services and non-EPS services not allowed' }

    then { UE deletes GUTI, last visited registered TAI and KSI and considers the USIM as invalid for EPS services and non-EPS services and enters state EMM-DEREGISTERED }

            }

(2)

with { UE has sent an ATTACH REQUEST }

ensure that {
  when { UE receives an ATTACH REJECT message with the EMM cause set to 'EPS services and non-EPS services not allowed' }

    then { UE deletes P-TMSI, P-TMSI signature, RAI, GPRS ciphering key sequence number, TMSI, LAI and ciphering key sequence number }

            }

9.2.1.2.7.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.5.1.3.5 and TS 24.008, clause 4.7.3.2.4.

[TS 24.301, clause 5.5.1.3.5]

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410, enter MM state MM IDLE, and take the following actions depending on the EMM cause value received.

…

#8

(EPS services and non-EPS services not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI.


The UE shall consider the USIM as invalid for EPS and non-EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and shall enter the state EMM-DEREGISTERED.

If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI and ciphering key sequence number, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case when the combined attach procedure is rejected with the GMM cause with the same value.
...

[TS 24.008, clause 4.7.3.2.4]

...

The MS shall then take one of the following actions depending upon the reject cause:

...

# 8

(GPRS services and non-GPRS services not allowed);


The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (shall store it according to subclause 4.1.3.2) and shall delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number. The new GMM state is GMM-DEREGISTERED. The new MM state is MM IDLE.


The MS shall set the update status to U3 ROAMING NOT ALLOWED, shall delete any TMSI, LAI and ciphering key sequence number. The SIM/USIM shall be considered as invalid for GPRS and non-GPRS services until switching off or the SIM/USIM is removed.

...

9.2.1.2.7.3
Test description

9.2.1.2.7.3.1
Pre-test conditions

System Simulator:

-
Cell A and Cell B.

-
If pc_UTRAN supported by UE, Cell 5.

-
Cell 5 belongs to LAI-1 and RAI-1(home PLMN)

-
If pc_GERAN and NOT pc_UTRAN supported by UE, Cell 24.
-
Cell 24 belongs to LAI-1 and RAI-1(home PLMN)

UE:
-
The test USIM contains IMSI-1, GUTI-1 and TAI-1, and EPS update status is "EU1: UPDATED".

-
The test USIM contains P-TMSI-1 (belonging to RAI-1) and the GPRS update status is "GU1: UPDATED".

-
The test USIM contains TMSI-1 (belonging to LAI-1) and the update status is "U1: UPDATED".

Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.2.7.3.2
Test procedure sequence

Table 9.2.1.2.7.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as the "Serving cell",
- Cell B as a "Non-Suitable cell",

- Cell 5 or Cell 24 as a "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	
	
	
	
	
	

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with the EMM cause set to 'EPS services and non-EPS services not allowed'.
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	The SS configures:

- Cell A as a "Non-Suitable cell".

- Cell B as the "Serving cell".
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on Cell B or on Cell A?
	-->
	ATTACH REQUEST
	1
	F

	-
	EXCEPTION:
Steps 8a1 to 8a3 describe behaviour that depends on the UE capability; the "lower case letter" identifies a step sequence that take place if a capability is supported
	-
	-
	-
	-

	8a1
	IF pc_UTRAN or pc_GERAN THEN the SS configures:

- Cell B as a "Non-Suitable cell",
- Cell 5 or Cell 24 as the "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell 5 or Cell 24 unless explicitly stated otherwise.
	-
	-
	-
	-

	8a2
	Void
	-
	-
	-
	-

	8a3
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	9
	If possible (see ICS) switch off is performed or the USIM is removed.

Otherwise the power is removed.
	-
	-
	-
	-

	10
	The SS configures:

- Cell A as the "Serving cell",
- Cell B as a "Non-Suitable cell",
- Cell 5 or Cell 24 as a "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	11
	The UE is brought back to operation or the USIM is inserted.
	-
	-
	-
	-

	12
	Check: Does the UE transmit an ATTACH REQUEST message?
	-->
	ATTACH REQUEST
	1
	P

	13
	The SS transmits an ATTACH REJECT message with the EMM cause set to 'EPS services and non-EPS services not allowed'.
	<--
	ATTACH REJECT
	-
	-

	14
	The SS releases the RRC connection.
	-
	-
	-
	-

	-
	EXCEPTION:
Steps 15a1 to 15a9 describe behaviour that depends on the UE capability; the "lower case letter" identifies a step sequence that take place if a capability is supported
	-
	-
	-
	-

	15a1
	IF pc_UTRAN or pc_GERAN THEN If possible (see ICS) switch off is performed or the USIM is removed, otherwise the power is removed.
	-
	-
	-
	-

	15a2
	The SS configures:

- Cell A as a "Non-Suitable cell",
- Cell 5 or Cell 24 as the "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell 5 or Cell 24 unless explicitly stated otherwise.
	-
	-
	-
	-

	15a3
	The UE is brought back to operation or the USIM is inserted.
	-
	-
	-
	-

	15a4
	Void
	-
	-
	-
	-

	15a5
	Check: Does the UE transmit an ATTACH REQUEST message?
	-->
	ATTACH REQUEST
	2
	P

	15a6
	The SS transmits an AUTHENTICATION REQUEST message to initiate the authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	15a7
	The UE transmits an AUTHENTICATION RESPONSE message.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	15a8
	The SS transmits an ATTACH ACCEPT message.
	<--
	ATTACH ACCEPT
	-
	-

	15a9
	The UE transmits an ATTACH COMPLETE message.
	-->
	ATTACH COMPLETE
	-
	-


9.2.1.2.7.3.3
Specific message contents
Table 9.2.1.2.7.3.3-1: Message ATTACH REJECT (step 4 and step 13, Table 9.2.1.2.7.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-3

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'0000 1000'B
	EPS services and non-EPS services not allowed
	


Table 9.2.1.2.7.3.3-2: Message ATTACH REQUEST (step 12, Table 9.2.1.2.7.3.2-1)

	Derivation Path: TS 36.508, Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	NAS key set identifier
	
	
	

	  NAS key set identifier
	'111'B
	no key is available
	

	  TSC
	Any allowed value
	TSC does not apply for NAS key set identifier value "111".
	

	Old GUTI or IMSI
	IMSI-1
	
	

	Last visited registered TAI
	Not present
	
	

	Old location area identification
	Not present
	
	

	TMSI status
	'0'B
	no valid TMSI available
	


Table 9.2.1.2.7.3.3-3: Message ATTACH REQUEST (step 15a5, Table 9.2.1.2.7.3.2-1)

	Derivation Path: TS 24.008 , Table 9.4.1

	Information Element
	Value/remark
	Comment
	Condition

	MS network capability
	Any allowed value
	
	

	Attach type
	'011'B
	Combined GPRS/IMSI attach
	

	GPRS ciphering key sequence number
	'111'B
	No key is available (MS to network)
	

	DRX parameter
	Any allowed value
	
	

	P-TMSI or IMSI
	IMSI-1
	
	

	Old routing area identification
	All bits of octets 5 and 6 are set to 1, except bit 1 of octet 6 which is set to 0.

Other bits are not checked.
	
	

	MS Radio Access capability
	Any allowed value
	
	

	Old P-TMSI signature
	Not present
	
	

	Requested READY timer
value
	Not present or any allowed value
	
	

	TMSI status
	'0'B
	no valid TMSI available
	

	PS LCS Capability
	Not present or any allowed value
	
	

	Mobile station classmark 2
	Not present or any allowed value
	
	

	Mobile station classmark 3
	Not present or any allowed value
	
	

	Supported Codecs
	Not present or any allowed value
	
	

	UE network capability
	Not present or any allowed value
	
	

	Additional mobile identity
	Not present
	
	

	Additional old routing area identification
	Not present
	
	


9.2.1.2.8
Combined attach / rejected / EPS services not allowed

9.2.1.2.8.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {
  when { UE receives an ATTACH REJECT message with the reject cause set to "EPS services not allowed" }

    then { UE considers the USIM as invalid for EPS services and enters state EMM-DEREGISTERED and UE does not attempt to attach on any other cell }

            }

9.2.1.2.8.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.5.1.3.5.

[TS 24.301, clause 5.5.1.3.5]

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410, enter MM state MM IDLE, and take the following actions depending on the EMM cause value received.

...

#7

(EPS services not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall consider the USIM as invalid for EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and shall enter the state EMM-DEREGISTERED.

If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case when the combined attach procedure is rejected with this cause value.

A UE which is not yet IMSI attached for non-EPS services shall select GERAN or UTRAN radio access technology and perform an IMSI attach for non-EPS services, using the MM IMSI attach procedure as described in 3GPP TS 24.008 [13]. The UE shall not reselect E-UTRAN radio access technology until switching off or the UICC containing the USIM is removed.


A UE which is already attached for non-EPS services is still attached for non-EPS services in the network. The UE shall select GERAN or UTRAN radio access technology and shall proceed with the appropriate MM specific procedure according to the MM service state. The UE shall not reselect E-UTRAN radio access technology until switching off or the UICC containing the USIM is removed.

NOTE:
Some interaction is required with the access stratum to disable E-UTRAN cell reselection.


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case when the combined attach procedure is rejected with the GMM cause with the same value.
...

9.2.1.2.8.3
Test description

9.2.1.2.8.3.1
Pre-test conditions

System Simulator:

-
Cell A and Cell B

-
If pc_UTRAN supported by UE, Cell 5
UE:

- 
The test USIM contains IMSI1, GUTI1 and TAI1, and EPS update status is "EU1: UPDATED".

Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.2.8.3.2
Test procedure sequence

Table 9.2.1.2.8.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as the "Serving cell".

- Cell B as a "Suitable neighbour cell".
- Cell 5 as a "Suitable neighbour cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	
	
	
	
	
	

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with EMM cause = "EPS services not allowed" as specified.
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	-
	EXCEPTION:
Steps 6a1 to 6a3 describe behaviour that depends on the UE capability; the "lower case letter" identifies a step sequence that take place if a capability is supported
	-
	-
	-
	-

	6a1
	IF pc_UTRAN THEN the following messages are sent and shall be received on cell 5.
	-
	-
	-
	-

	6a2
	Check: Does the UE transmit a LOCATION UPDATING REQUEST message on Cell 5?
	-->
	LOCATION UPDATING REQUEST
	1
	P

	6a3
	The SS transmits a LOCATION UPDATING ACCEPT message with Location updating type = "IMSI attach" as specified in 3GPP TS 24.008.
	<--
	LOCATION UPDATING ACCEPT
	-
	-

	7
	The SS configures:

- Cell 5 as a "Non-Suitable cell".

- Cell A as the "Suitable neighbour cell".
- Cell B as the "Suitable neighbour cell".
	-
	-
	-
	-

	8
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on Cell A or on Cell B?
	-->
	ATTACH REQUEST
	1
	F


9.2.1.2.8.3.3
Specific message contents

Table 9.2.1.2.8.3.3-1: Message ATTACH REJECT (step 4, Table 9.2.1.2.8.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-3

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'0000 0111'B
	EPS services not allowed
	


9.2.1.2.9
Combined attach / rejected / PLMN not allowed

9.2.1.2.9.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {
  when { UE receives an ATTACH REJECT message with the reject cause set to "PLMN not allowed" }

    then { UE deletes the GUTI, the last visited registered TAI and KSI and UE deletes the list of equivalent PLMNs and UE enters state EMM-DEREGISTERED.PLMN-SEARCH and UE stores the PLMN in the "forbidden PLMN list" }

            }

(2)

with { UE is switched off and a PLMN is stored in the "forbidden PLMN list" }

ensure that {
  when { UE is powered on this PLMN }

    then { UE does not attempt to attach on the cell }

            }

(3)

with { UE in E-UTRA EMM-DEREGISTERED.PLMN-SEARCH state and a PLMN is stored in the "forbidden PLMN list" }

ensure that {
  when { UE enters a PLMN which is not in the "forbidden PLMN list" }

    then { UE attempts to attach on the cell }

            }

9.2.1.2.9.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.5.1.3.5.

[TS 24.301, clause 5.5.1.3.5]

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410, enter MM state MM IDLE, and take the following actions depending on the EMM cause value received.

...

#11
(PLMN not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI, and KSI, and reset the attach attempt counter. The UE shall delete the list of equivalent PLMNs and enter the state EMM-DEREGISTERED.PLMN-SEARCH.

The UE shall store the PLMN identity in the "forbidden PLMN list".

The UE shall perform a PLMN selection according to 3GPP TS 23.122 [6].

If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI, ciphering key sequence number and location update attempt counter, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI, GPRS ciphering key sequence number and GPRS attach attempt counter as specified in 3GPP TS 24.008 [13] for the case when the combined attach procedure is rejected with the GMM cause with the same value and no RR connection exists.
...

9.2.1.2.9.3
Test description

9.2.1.2.9.3.1
Pre-test conditions

System Simulator:

-
Cell I and Cell G
-
Cell I belongs to TAI-9(visited PLMN)

-
Cell G belongs to TAI-7(visited PLMN, another PLMN)
-
If pc_UTRAN supported by UE, Cell 5
-
If pc_GERAN and NOT pc_UTRAN supported by UE, Cell 24.

-
Cell 5 and Cell 24 belong to RAI-1(visited PLMN, same PLMN as Cell I)
UE:-
The test USIM contains IMSI1, GUTI1 and TAI1, and EPS update status is "EU1: UPDATED".

-
The "forbidden PLMN list" is empty.

Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.2.9.3.2
Test procedure sequence

Table 9.2.1.2.9.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell I as the "Serving cell".

- Cell G as a "Non-Suitable cell".

- Cell 5 or Cell 24 as a "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell I unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	
	
	
	
	
	

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with EMM cause = "PLMN not allowed".
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-
	ATTACH REQUEST
	1
	F

	7
	The UE is powered off or switched off.
	-
	-
	-
	-

	8
	The UE is powered on or switched on.
	-
	-
	-
	-

	-
	EXCEPTION:
Steps 9a1 to 9a3 describe behaviour that depends on the UE capability; the "lower case letter" identifies a step sequence that take place if a capability is supported
	-
	-
	-
	-

	9a1
	IF pc_UTRAN or pc_GERAN THEN the SS configures:

- Cell I as a "Non-Suitable cell".

- Cell 5 or Cell 24 as the "Serving cell".

Note: Cell I, Cell 5 and Cell 24 are in the same PLMN.
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell 5 or Cell 24 unless explicitly stated otherwise.
	-
	-
	-
	-

	9a2
	Void
	-
	-
	-
	-

	9a3
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	2
	F

	10
	The SS configures:

Cell I as a "Non-Suitable cell".

Cell G as the "Serving cell".

Cell 5 or Cell 24 as a "Non-Suitable cell".
Note: Cell G belongs to PLMN different from PLMN belonging to Cell I.
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell G unless explicitly stated otherwise.
	-
	-
	-
	-

	11
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message as specified?
	-->
	ATTACH REQUEST
	1,3
	P

	12
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	13
	The UE transmits an AUTHENTICATION RESPONSE message.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	14
	The SS starts integrity protection and ciphering
	<--
	SECURITY MODE COMMAND
	-
	-

	15
	The UE responds to the SS.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 15Aa1 to 15Aa2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	15Aa1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	15Aa2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	16
	The SS transmits an ATTACH ACCEPT message including an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message. 
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 17 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	17
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-


9.2.1.2.9.3.3
Specific message contents

Table 9.2.1.2.9.3.3-1: Message ATTACH REJECT (step 4, Table 9.2.1.2.9.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-3

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'0000 1011'B
	PLMN not allowed
	


Table 9.2.1.2.9.3.3-2: Message ATTACH REQUEST (step 11, Table 9.2.1.2.9.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	NAS key set identifier
	
	
	

	  NAS key set identifier
	'111'B
	no key is available
	

	  TSC
	Any allowed value
	TSC does not apply for NAS key set identifier value "111".
	

	Old GUTI or IMSI
	IMSI1
	
	

	Last visited registered TAI
	Not present
	
	


9.2.1.2.10
Combined attach / rejected / Tracking area not allowed

9.2.1.2.10.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {
  when { UE receives an ATTACH REJECT message with the reject cause set to "Tracking area not allowed" }

    then { UE deletes the GUTI, last visited registered TAI and KSI, UE enters the state EMM-DEREGISTERED.LIMITED-SERVICE and UE stores the current TAI in the list of "forbidden tracking areas for regional provision of service" }

            }

(2)
with { UE is in EMM-DEREGISTERED.LIMITED-SERVICE state and the current TAI in the list of "forbidden tracking areas for regional provision of service" }

ensure that {
  when { serving cell belongs to TAI where UE was rejected }

    then { UE does not attempt to attach on any cell }

            }

(3)

with { UE is in EMM-DEREGISTERED.LIMITED-SERVICE state and the current TAI in the list of "forbidden tracking areas for regional provision of service" }

ensure that {
  when { UE re-selects a new cell in the same TAI it was rejected }

    then { UE does not attempt to attach on the cell }

            }
(4)

with { UE is switched off }

ensure that {
  when { UE is powered on in the cell belonging to the TAI which was in the list of "forbidden tracking areas for regional provision of service" before the UE was swithed off }

    then { UE attempts to attach on the cell }
            }

9.2.1.2.10.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.5.1.3.5.

[TS 24.301, clause 5.5.1.3.5]

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410, enter MM state MM IDLE, and take the following actions depending on the EMM cause value received.

...

#12
(Tracking area not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall reset the attach attempt counter and enter the state EMM-DEREGISTERED.LIMITED-SERVICE.


The UE shall store the current TAI in the list of "forbidden tracking areas for regional provision of service".


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI, ciphering key sequence number and location update attempt counter, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI, GPRS ciphering key sequence number and GPRS attach attempt counter as specified in 3GPP TS 24.008 [13] for the case when the combined attach procedure is rejected with the GMM cause with the same value.
...

9.2.1.2.10.3
Test description

9.2.1.2.10.3.1
Pre-test conditions

System Simulator:

-
Cell A, Cell B and Cell M
UE:

- 
The test USIM contains IMSI1, GUTI1 and TAI1, and EPS update status is "EU1: UPDATED".

Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.2.10.3.2
Test procedure sequence

Table 9.2.1.2.10.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as the "Serving cell".

- Cell B as a "Suitable neighbour cell".

- Cell M as a "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	
	
	
	
	
	

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with EMM cause = "Tracking area not allowed".
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	Check: Does the UE transmit the ATTACH REQUEST message in the next 30 seconds on Cell A or Cell B?
	-
	ATTACH REQUEST
	1,2
	F

	7
	The SS configures:

- Cell A as the "Non-Suitable cell".

- Cell B as a "Non-Suitable cell".

- Cell M as a "Serving cell".
	-
	-
	-
	-

	8
	Check: Does the UE transmit the ATTACH REQUEST message in the next 30 seconds on Cell M?
	-
	ATTACH REQUEST
	3
	F

	-
	The following messages are to be observed on Cell M unless explicitly stated otherwise.
	-
	-
	-
	-

	9
	The UE is powered off or switched off.
	-
	-
	-
	-

	10
	The UE is powered on or switched on.
	-
	-
	-
	-

	
	
	
	
	
	

	11
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message as specified?
	-->
	ATTACH REQUEST
	1,4
	P

	12
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	13
	The UE transmits an AUTHENTICATION RESPONSE message.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	14
	The SS starts integrity protection and ciphering
	<--
	SECURITY MODE COMMAND
	-
	-

	15
	The UE responds to the SS.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 15Aa1 to 15Aa2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	15Aa1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	15Aa2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	16
	The SS transmits an ATTACH ACCEPT message including an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message. 
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 17 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	17
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-


9.2.1.2.10.3.3
Specific message contents

Table 9.2.1.2.10.3.3-1: Message ATTACH REJECT (step 4, Table 9.2.1.2.10.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-3

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'0000 1100'B
	Tracking Area not allowed
	


Table 9.2.1.2.10.3.3-2: Message ATTACH REQUEST (step 11, Table 9.2.1.2.10.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	NAS key set identifier
	
	
	

	  NAS key set identifier
	'111'B
	no key is available
	

	  TSC
	Any allowed value
	TSC does not apply for NAS key set identifier value "111".
	

	Old GUTI or IMSI
	IMSI1
	
	

	Last visited registered TAI
	Not present
	
	


9.2.1.2.11
Combined attach / rejected / Roaming not allowed in this tracking area

9.2.1.2.11.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH REQUEST message }

ensure that {
  when { UE receives an ATTACH REJECT message with the EMM cause set to "Roaming not allowed in this tracking area" }

    then { UE sets the EPS update status to EU3 ROAMING NOT ALLOWED and UE deletes the GUTI, the last visited registered TAI and KSI and UE enters the state EMM-DEREGISTERED.LIMITED-SERVICE or optionally EMM-DEREGISTERED.PLMN-SEARCH and UE stores the current TAI in the list of "forbidden tracking areas for roaming" and deletes the TMSI, the LAI and the ciphering key sequence number }

            }

(2)

with { UE is in EMM-DEREGISTERED.LIMITED-SERVICE or EMM-DEREGISTERED.PLMN-SEARCH state and the current TAI is in the list of "forbidden tracking areas for roaming" }

ensure that {
  when { UE re-selects a new cell in the same TA where it was rejected }

    then { UE does not attempt to attach }

            }

(3)

with { UE is in EMM-DEREGISTERED.LIMITED-SERVICE or EMM-DEREGISTERED.PLMN-SEARCH state and the TAI of the current cell belongs to the list of "forbidden tracking areas for roaming" }

ensure that {
  when { UE enters a cell belonging to a tracking area not in the list of "forbidden tracking areas for roaming" }

    then { UE attempts to attach with IMSI }

            }

(4)

with { UE is in EMM-DEREGISTERED.LIMITED-SERVICE or EMM-DEREGISTERED.PLMN-SEARCH state and the list of "forbidden tracking areas for roaming" contains more than one TAI }

ensure that {
  when { UE selects a cell belonging to one of the TAIs in the list of "forbidden tracking areas for roaming" }

    then { UE does not attempt to attach }

            }

(5)

with { UE has sent an ATTACH REQUEST message }

ensure that {
  when { UE receives an ATTACH REJECT message with the EMM cause set to "Roaming not allowed in this tracking area" }

    then { UE deletes RAI, P-TMSI, P-TMSI signature and GPRS ciphering key sequence number and sets the GPRS update status to GU3 ROAMING NOT ALLOWED }

            }

(6)

with { UE is switched off or the UICC containing the USIM is removed }

ensure that {
  when { UE is powered on in the cell belonging to the TAI which was in the list of "forbidden tracking areas for roaming" before UE was switched off or the USIM is inserted again on that cell }

    then { UE performs registration on that cell }

            }

(7)

with { a cell of the HPLMN is available }

ensure that {
  when { UE performs a PLMN selection }

    then { UE returns to a cell of the HPLMN }

            }

9.2.1.2.11.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.3.2 and 5.5.1.3.5 and TS 24.008, clause 4.7.3.2.4.

[TS 24.301, clause 5.3.2]

The UE shall store a list of "forbidden tracking areas for roaming", as well as a list of "forbidden tracking areas for regional provision of service". These lists shall be erased when the UE is switched off or when the UICC containing the USIM is removed, and periodically (with a period in the range 12 to 24 hours). One or more tracking areas is removed from the list of "forbidden tracking areas for roaming" in the UE, as well as the list of "forbidden tracking areas for regional provision of service" if, after a subsequent procedure e.g. attach procedure, tracking area updating procedure and GUTI reallocation procedure, one or more tracking areas in the lists is received from the network.
In S1 mode, the UE shall update the suitable list whenever an ATTACH REJECT, TRACKING AREA UPDATE REJECT, SERVICE REJECT or DETACH REQUEST message is received with the EMM cause #12 "tracking area not allowed", #13 "roaming not allowed in this tracking area", or #15 "no suitable cells in tracking area".

Each list shall accommodate 40 or more TAIs. When the list is full and a new entry has to be inserted, the oldest entry shall be deleted.

[TS 24.301, clause 5.5.1.3.5]

If the attach request can neither be accepted by the network for EPS nor for non-EPS services, the MME shall send an ATTACH REJECT message to the UE including an appropriate EMM cause value. If the attach procedure fails due to a default EPS bearer setup failure or an ESM procedure failure, the MME shall combine the ATTACH REJECT message with a PDN CONNECTIVITY REJECT message. In this case the EMM cause value in the ATTACH REJECT message shall be set to #19, "ESM failure".
Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410, enter MM state MM IDLE, and take the following actions depending on the EMM cause value received.

...

#13
(Roaming not allowed in this tracking area);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall delete the list of equivalent PLMNs and reset the attach attempt counter. Additionally the UE enter the state EMM-DEREGISTERED.LIMITED-SERVICE or optionally EMM-DEREGISTERED.PLMN-SEARCH.


The UE shall store the current TAI in the list of "forbidden tracking areas for roaming".

The UE shall perform a PLMN selection according to 3GPP TS 23.122 [6].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI, ciphering key sequence number and location update attempt counter, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI, GPRS ciphering key sequence number and GPRS attach attempt counter as specified in 3GPP TS 24.008 [13] for the case when the combined attach procedure is rejected with the GMM cause with the same value.
...

[TS 24.008, clause 4.7.3.2.4]

If the attach request can neither be accepted by the network for GPRS nor for non-GPRS services, an ATTACH REJECT message is transferred to the MS. The MS receiving the ATTACH REJECT message stops timer T3310, and for all causes except #12, #14, #15 and #25 deletes the list of "equivalent PLMNs".

The MS shall then take one of the following actions depending upon the reject cause:

...

# 13
(Roaming not allowed in this location area);


The MS shall delete any RAI, P-TMSI, P-TMSI signature and GPRS ciphering key sequence number, shall set the GPRS update status to GU3 ROAMING NOT ALLOWED(and shall store it according to clause 4.1.3.2) and shall reset the GPRS attach attempt counter. The state is changed to GMM-DEREGISTERED.LIMITED-SERVICE or optionally to GMM-DEREGISTERED.PLMN-SEARCH.


The MS shall set the update status to U3 ROAMING NOT ALLOWED, reset the location update attempt counter and shall delete any TMSI, LAI and ciphering key sequence number. The new MM state is MM IDLE. 

...

9.2.1.2.11.3
Test description

9.2.1.2.11.3.1
Pre-test conditions

System Simulator:

-
Cell C, Cell I, Cell K, Cell L and if pc_UTRAN Cell 5 and if (NOT pc_UTRAN AND pc_GERAN) Cell 24 are configured according to Table 6.3.2.2-1 in [18], but at most two cells are simultaneously activated:

-
Cell I and Cell K (visited PLMN, same TA),

-
Cell L (same visited PLMN, another TA),

-
Cell C (home PLMN),

-
if pc_UTRAN, Cell 5 (only active when stated),

-
same PLMN like visited PLMN above

-
RAI-1 (RAC & LAC values chosen by SS)

-
System information indicate that NMO 1 is used

-
if pc_GERAN and NOT pc_UTRAN, Cell 24 (only active when stated).

-
same PLMN like visited PLMN above
-
RAC-1 (RAC & LAC values chosen by SS)

-
System information indicate that NMO 1 is used

NOTE 1:
Cell K is present to confirm that UE does not attempt attach to the cell in same TAI after reject from the SS.

NOTE 2:
Cell C is present to confirm that UE does attempt attach to the cell in HPLMN after reject from the SS.

NOTE 3:
The requirement in 3GPP TS 24.301 to store at least 40 entries in the list of "forbidden tracking areas for roaming" is not fully tested.

NOTE 4:
Different types of UE may use different methods to periodically clear the list of forbidden areas (e.g. every day at 12 am) for roaming. If the list is cleared while the test is being run, it may be necessary to re-run the test.

UE:

-
The test USIM contains IMSI-1, GUTI-1 and TAI-1, and EPS update status is "EU1: UPDATED".

-
The test USIM contains P-TMSI-1 (belonging to RAI-1) and the GPRS update status is "GU1: UPDATED".

-
The test USIM contains TMSI-1 (belonging to LAI-1) and the update status is "U1: UPDATED".

Preamble:

-
The UE is in state Switched OFF (state 1) according to [18].

9.2.1.2.11.3.2
Test procedure sequence

Table 9.2.1.2.11.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

Cell I as the "Serving cell".

Cell K as a "Non-Suitable cell",

Cell L as a "Non-Suitable cell",

Cell C as a "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell I unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with the EMM cause set to "Roaming not allowed in this tracking area" on Cell I.

(The list of "forbidden tracking areas for roaming" in the UE should now contain TAI-9)
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on Cell I?
	-->
	ATTACH REQUEST
	1,4
	F

	7
	The SS reconfigures:

Cell I as a "Suitable cell",

Cell K as the "Serving cell",

Cell L as a "Non-Suitable cell",

Cell C as a "Non-Suitable cell".
	-
	-
	-
	-

	8
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on any cell?
	-->
	ATTACH REQUEST
	2
	F

	9
	The SS reconfigures:

Cell I as a "Non-Suitable cell",

Cell K as a "Suitable cell",

Cell L as the "Serving cell",

Cell C as a "Non-Suitable cell".
	-
	-
	-
	-

	10
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message on Cell L?
	-->
	ATTACH REQUEST
	3
	P

	11
	The SS transmits an ATTACH REJECT message with the EMM cause set to "Roaming not allowed in this tracking area" on Cell L.

(The list of "forbidden tracking areas for roaming" in the UE should now contain TAI-9 and TAI-11)
	<--
	ATTACH REJECT
	-
	-

	12
	The SS releases the RRC connection.
	-
	-
	-
	-

	13
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on Cell L or Cell K?
	-->
	ATTACH REQUEST
	1,4
	F

	14
	The SS reconfigures:

Cell I as a "Serving cell",

Cell K as a " Non-Suitable cell",

Cell L as a "Suitable cell",

Cell C as the "Non-Suitable cell".
	-
	-
	-
	-

	15
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on any cell?
	-->
	ATTACH REQUEST
	2,4
	F

	-
	EXCEPTION: Steps 16a1 to 16a2 describe behaviour that depends on the UE capability; the "lower case letter" identifies a step sequence that take place if a capability is supported
	-
	-
	-
	-

	16a1
	IF pc_UTRAN or pc_GERAN THEN the SS reconfigures:

Cell I as "Serving cell",

Cell K as "Non-suitable cell",

Cell 5 or Cell 24 as "Suitable cell".
	-
	-
	-
	-

	16a2
	Check: Does the UE transmit an ATTACH REQUEST message without P-TMSI, P-TMSI signature, RAI, TMSI on Cell 5 or Cell 24?
	-->
	ATTACH REQUEST
	5
	P

	16a3
	The SS transmits an ATTACH REJECT message with the GMM cause set to "Roaming not allowed in this location area" on Cell 5 or Cell 24.
	<--
	ATTACH REJECT
	-
	-

	17
	If possible (see ICS) switch off is performed or the USIM is removed.

Otherwise the power is removed.
	-
	-
	-
	-

	18
	The SS reconfigures:

Cell I as the "Serving cell",

Cell K as a "Non-Suitable cell",

Cell L as a "Non-Suitable cell",

Cell C as a "Non-Suitable cell".
	-
	-
	-
	-

	19
	The UE is brought back to operation or the USIM is inserted.
	-
	-
	-
	-

	20
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message on Cell I.
	-->
	ATTACH REQUEST
	6
	P

	21
	The SS transmits an ATTACH REJECT message with the EMM cause set to "Roaming not allowed in this tracking area" on Cell I.

(The list of "forbidden tracking areas for roaming" in the UE should now contain TAI-9)
	<--
	ATTACH REJECT
	-
	-

	22
	The SS reconfigures:
Cell I as the "Serving cell",

Cell K as a "Non-Suitable cell",

Cell L as a "Non-Suitable cell",

Cell C as a "Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell C unless explicitly stated otherwise.
	-
	-
	-
	-

	23
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message?
	-->
	ATTACH REQUEST
	7
	P

	24
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	25
	The UE transmits an AUTHENTICATION RESPONSE message.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	26
	The SS transmits a NAS SECURITY MODE COMMAND message.
	<--
	SECURITY MODE COMMAND
	-
	-

	27
	The UE transmits a NAS SECURITY MODE COMPLETE message.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 28a1 to 28a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred after NAS SECURITY MODE COMPLETE message.
	-
	-
	-
	-

	28a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	28a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	29
	The SS responds with an ATTACH ACCEPT message. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message.
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 30 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	30
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-


9.2.1.2.11.3.3
Specific message contents

Table 9.2.1.2.11.3.3-1: Message ATTACH REJECT (step 4, step 11 and step 21, Table 9.2.1.2.11.3.2-1)

	Derivation Path: TS 36.508, Table 4.7.2-3

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'0000 1101'B
	Roaming not allowed in this tracking area
	


Table 9.2.1.2.11.3.3-2: Message ATTACH REQUEST (step 10, step 20 and step23, Table 9.2.1.2.11.3.2-1)

	Derivation Path: TS 36.508, Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	NAS key set identifier
	
	
	

	  NAS key set identifier
	'111'B
	no key is available
	

	  TSC
	Any allowed value
	TSC does not apply for NAS key set identifier value "111".
	

	Old GUTI or IMSI
	IMSI-1
	
	

	Last visited registered TAI
	Not present
	
	

	Old location area identification
	Not present
	
	

	TMSI status
	'0'B
	no valid TMSI available
	


Table 9.2.1.2.11.3.3-3: Message ATTACH REQUEST (step 16a2, Table 9.2.1.2.11.3.2-1)

	Derivation Path: TS 24.008 , Table 9.4.1

	Information Element
	Value/remark
	Comment
	Condition

	MS network capability
	Any allowed value
	
	

	Attach type
	'011'B
	Combined GPRS/IMSI attach
	

	GPRS ciphering key sequence number
	'111'B
	No key is available (MS to network)
	

	DRX parameter
	Any allowed value
	
	

	P-TMSI or IMSI
	IMSI-1
	
	

	Old routing area identification
	All bits of octets 5 and 6 are set to 1, except bit 1 of octet 6 which is set to 0.

Other bits are not checked.
	
	

	MS Radio Access capability
	Any allowed value
	
	

	Old P-TMSI signature
	Not present
	
	

	Requested READY timer
value
	Not present or any allowed value
	
	

	TMSI status
	'0'B
	no valid TMSI available
	

	PS LCS Capability
	Not present or any allowed value
	
	

	Mobile station classmark 2
	Not present or any allowed value
	
	

	Mobile station classmark 3
	Not present or any allowed value
	
	

	Supported Codecs
	Not present or any allowed value
	
	

	UE network capability
	Not present or any allowed value
	
	

	Additional mobile identity
	Not present
	
	

	Additional old routing area identification
	Not present
	
	


Table 9.2.1.2.11.3.3-4: Message ATTACH REJECT (step 16a3, Table 9.2.1.2.11.3.2-1)

	Derivation Path: TS 24.008 , Table 9.4.4

	Information Element
	Value/remark
	Comment
	Condition

	GMM cause
	'0000 1101'B
	Roaming not allowed in this location area
	

	T3302 value
	Not present
	
	


9.2.1.2.12
Combined attach / rejected / EPS services not allowed in this PLMN

9.2.1.2.12.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { UE receives an ATTACH REJECT message with the reject cause set to "EPS services not allowed in this PLMN" }

    then { UE stores the PLMN identity in the "forbidden PLMNs for GPRS service" list and deletes any GUTI, last visited registered TAI, KSI and enters EMM-DEREGISTERED.PLMN-SEARCH state}

            }
(2)

with { UE in E-UTRA EMM-DEREGISTERED.PLMN-SEARCH state, and a PLMN is stored in the "forbidden PLMNs for GPRS service list" }

ensure that {

  when { UE detects a cell which belongs to a PLMN which is not in the "forbidden PLMNs for GPRS service list" }

    then { UE performs an attach procedure }

            }
(3)

with { UE is switched off when a PLMN is stored in the "forbidden PLMNs for GPRS service list" }

ensure that {

  when { UE is powered on in a cell which belongs to this PLMN }

    then { UE performs an attach procedure }

            }
9.2.1.2.12.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clause 5.4.4.3.

[TS 24.301, clause5.5.1.3.5]
If the attach request can neither be accepted by the network for EPS nor for non-EPS services, the MME shall send an ATTACH REJECT message to the UE including an appropriate EMM cause value. If the attach procedure fails due to a default EPS bearer setup failure or an ESM procedure failure, the MME shall combine the ATTACH REJECT message with a PDN CONNECTIVITY REJECT message. In this case the EMM cause value in the ATTACH REJECT message shall be set to #19, "ESM failure".
Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410, enter MM state MM IDLE, and take the following actions depending on the EMM cause value received.

...
#14
(EPS services not allowed in this PLMN);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. Additionally the UE shall reset the attach attempt counter and enter the state EMM-DEREGISTERED.PLMN-SEARCH.


The UE shall store the PLMN identity in the "forbidden PLMNs for GPRS service" list.

A UE operating in CS/PS mode 1 which is not yet IMSI attached for non-EPS services may select GERAN or UTRAN radio access technology and perform an IMSI attach for non-EPS services, using the MM IMSI attach procedure as described in 3GPP TS 24.008 [13]. In this case the UE shall not reselect E-UTRAN radio access technology for the duration the UE is on the PLMN or an equivalent PLMN.


A UE operating in CS/PS mode 1 which is already IMSI attached for non-EPS services in the network is still IMSI attached for non-EPS services in the network. The UE may select GERAN or UTRAN radio access technology and proceed with the appropriate MM specific procedure according to the MM service state. In this case the UE shall not reselect E-UTRAN radio access technology for the duration the UE is on the PLMN or an equivalent PLMN.


A UE in CS/PS mode 1 of operation may perform a PLMN selection according to 3GPP TS 23.122 [6].


A UE operating in CS/PS mode 2 which is already IMSI attached for non-EPS services in the network is still IMSI attached for non-EPS services in the network.


A UE operating in CS/PS mode 2 of operation shall perform a PLMN selection according to 3GPP TS 23.122 [6].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI, GPRS ciphering key sequence number and GPRS attach attempt counter as specified in 3GPP TS 24.008 [13] for the case when the combined attach procedure is rejected with the GMM cause with the same value.
9.2.1.2.12.3
Test description

9.2.1.2.12.3.1
Pre-test conditions

System Simulator:

-
Cell I and Cell A
-
Cell I and Cell A belong to different PLMNs and different frequencies.
UE:

-
The test USIM contains IMSI1, GUTI1 and TAI1, and EPS update status is "EU1: UPDATED".
-
If pc_GERAN or pc_UTRAN, the test USIM contains TMSI-1 and a valid LAI-1 for CS service, and Location update status is " U1: UPDATED".
Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.2.12.3.2
Test procedure sequence

Table 9.2.1.2.12.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as the "Serving cell".

- Cell I as a "Not suitable neighbour cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	
	
	
	
	
	

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with EMM cause = " EPS services not allowed in this PLMN" as specified.
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	Check: Does the test result of generic procedure in TS 36.508 subclause 6.4.2.5 indicate that the UE does not respond to paging when paged with GUTI-1 and with CN domain indicator set to "PS"?
	-
	-
	1
	-

	7
	Check: Does the test result of generic procedure in TS 36.508 subclause 6.4.2.5 indicate that the UE does not respond to paging when paged with IMSI and with CN domain indicator set to "PS"?
	-
	-
	1
	-

	8
	The SS configures:

- Cell A as the "Serving cell".

- Cell I as a " suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell I unless explicitly stated otherwise.
	-
	-
	-
	-

	9
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	2
	P

	10
	The SS transmits an ATTACH REJECT message with EMM cause = " EPS services not allowed in this PLMN" .
	<--
	ATTACH REJECT
	-
	-

	11
	The SS releases the RRC connection.
	-
	-
	-
	-

	12
	The UE is switched off.
	-->
	
	-
	-

	-
	The SS configures:

- Cell A as the "Not Suitable off cell".
- Cell I as the "Serving cell". 
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell I unless explicitly stated otherwise.
	-
	-
	-
	-

	13
	The UE is powered up or switched on.
	-
	-
	-
	-

	14
	Check: Does the UE transmit an ATTACH REQUEST message on Cell I?
	-->
	ATTACH REQUEST
	3
	P

	15
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	16
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	17
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	18
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 19a1 to 19a2 describe behaviour that depends on UE configuration.
	-
	-
	-
	-

	19a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	19a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	20
	SS responds with ATTACH ACCEPT message with IE EPS Bearer Identity set to default EPS bearer context. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT.
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 20 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	21
	Check: Does the UE transmit an ATTACH COMPLETE message including a ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message as specified?
	-->
	ATTACH COMPLETE
	-
	-


9.2.1.2.12.3.3
Specific message contents

Table 9.2.1.2.12.3.3-1: Message ATTACH REQUEST (step 3, Table 9.2.1.2.12.3.2-1)

	Derivation path: 36.508 table 4.7.2.-4

	Information Element
	Value/Remark
	Comment
	Condition

	EPS attach type
	'0010'B
	''combined EPS/IMSI attach''
	

	Old GUTI or IMSI
	GUTI-1
	
	

	Last visited registered TAI
	TAI-1
	
	

	Old location area identification
	LAI-1
	
	

	TMSI status
	Not Present
	
	


Table 9.2.1.2.12.3.3-2: Message ATTACH REJECT (step 4, step 10, Table 9.2.1.2.12.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-3

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'0000 1110'B
	EPS services not allowed in this PLMN
	


Table 9.2.1.2.12.3.3-3: Message ATTACH REQUEST (step 9, step 14, Table 9.2.1.2.12.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	EPS attach type
	'0010'B
	''combined EPS/IMSI attach''
	

	NAS key set identifier
	
	
	

	  NAS key set identifier
	'111'B
	no key is available
	

	  TSC
	Any allowed value
	TSC does not apply for NAS key set identifier value "111".
	

	Old GUTI or IMSI
	IMSI1
	
	

	Last visited registered TAI

	Not present
	
	


Table 9.2.1.2.12.3.3-4: Message ATTACH ACCEPT (step 20, Table 9.2.1.2.12.3.2-1)
	Derivation Path: TS 36.508 Table 4.7.2-1

	Information Element
	Value/remark
	Comment
	Condition

	EPS attach result
	001
	"EPS only"
	

	GUTI
	Not Present
	
	

	Location area identification
	Not present
	SS doesn’t provide LAI
	

	MS identity
	Not Present 


	SS doesn’t provide TMSI 
	

	EMM cause
	00010010
	#18 "CS domain not available"
	


9.2.1.2.13
Combined attach / rejected / No suitable cells in tracking area

9.2.1.2.13.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH REQUEST message }

ensure that {
  when { UE receives an ATTACH REJECT message with the EMM cause set to 'No Suitable Cells In tracking area' }

    then { UE sets the EPS update status to EU3 ROAMING NOT ALLOWED, deletes any GUTI, last visited registered TAI and KSI, resets the attach attempt counter, enters the state EMM-DEREGISTERED.LIMITED-SERVICE and stores the current TAI in the list of "forbidden tracking areas for roaming" }

            }

(2)

with { UE is in EMM-DEREGISTERED.LIMITED-SERVICE state and the current TAI is in the list of "forbidden tracking areas for roaming" }

ensure that {
  when { UE re-selects a cell that belongs to the TAI where UE was rejected }

    then { UE does not attempt to attach }

            }

(3)

with { UE is in EMM-DEREGISTERED.LIMITED-SERVICE state and the current TAI is in the list of "forbidden tracking areas for roaming" and KSI was deleted }

ensure that {
  when { in the same PLMN, UE enters a cell which provides normal service and belongs to the tracking area not in the list of "forbidden tracking areas for roaming" }

    then { UE attempts to attach with IMSI indicated that no key is available }

            }

(4)

with { UE is in EMM-DEREGISTERED.LIMITED-SERVICE state and the current TAI is in the list of "forbidden tracking areas for roaming" }

ensure that {
  when { there are cells in the same PLMN and other PLMN that provide normal service and belong to the tracking area not in the list of "forbidden tracking areas for roaming" }

    then { UE attempts to attach to the cell in the same PLMN }

            }

(5)

with { UE is in EMM-DEREGISTERED.LIMITED-SERVICE state and the list of "forbidden tracking areas for roaming" contains more than one TAI }

ensure that {
  when { UE re-selects a cell that belongs to one of the TAIs in the list of "forbidden tracking areas for roaming" }

    then { UE does not attempt to attach }

            }

(6)

with { UE has sent an ATTACH REQUEST message }

ensure that {
  when { UE receives an ATTACH REJECT message with the EMM cause set to 'No Suitable Cells In tracking area' }

    then { UE deletes RAI, P-TMSI, P-TMSI signature, GPRS ciphering key sequence number, TMSI, LAI and ciphering key sequence number }

            }

(7)

with { UE is swithched off }

ensure that {
  when { UE is powered on in the cell belonging to the TAI which was in the list of "forbidden tracking areas for roaming" before UE was switched off }

    then { UE attempts to attach }
            }

9.2.1.2.13.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.3.2 and 5.5.1.3.5 and TS 24.008, clause 4.7.3.2.4.

[TS 24.301, clause 5.3.2]

The UE shall store a list of "forbidden tracking areas for roaming", as well as a list of "forbidden tracking areas for regional provision of service". These lists shall be erased when the UE is switched off or when the UICC containing the USIM is removed, and periodically (with a period in the range 12 to 24 hours). One or more tracking areas is removed from the list of "forbidden tracking areas for roaming" in the UE, as well as the list of "forbidden tracking areas for regional provision of service" if, after a subsequent procedure e.g. attach procedure, tracking area updating procedure and GUTI reallocation procedure, one or more tracking areas in the lists is received from the network.
In S1 mode, the UE shall update the suitable list whenever an ATTACH REJECT, TRACKING AREA UPDATE REJECT, SERVICE REJECT or DETACH REQUEST message is received with the EMM cause #12 "tracking area not allowed", #13 "roaming not allowed in this tracking area", or #15 "no suitable cells in tracking area".

Each list shall accommodate 40 or more TAIs. When the list is full and a new entry has to be inserted, the oldest entry shall be deleted.

[TS 24.301, clause 5.5.1.3.5]

If the attach request can neither be accepted by the network for EPS nor for non-EPS services, the MME shall send an ATTACH REJECT message to the UE including an appropriate EMM cause value. If the attach procedure fails due to a default EPS bearer setup failure or an ESM procedure failure, the MME shall combine the ATTACH REJECT message with a PDN CONNECTIVITY REJECT message. In this case the EMM cause value in the ATTACH REJECT message shall be set to #19, "ESM failure".
Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410, enter MM state MM IDLE, and take the following actions depending on the EMM cause value received.

...

#15
(No suitable cells in tracking area);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. Additionally the UE shall reset the attach attempt counter and enter the state EMM-DEREGISTERED.LIMITED-SERVICE.


The UE shall store the current TAI in the list of "forbidden tracking areas for roaming".


The UE shall search for a suitable cell in another tracking area or in another location area in the same PLMN according to 3GPP TS 36.304 [21].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI, ciphering key sequence number and location update attempt counter, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI, GPRS ciphering key sequence number and GPRS attach attempt counter as specified in 3GPP TS 24.008 [13] for the case when the combined attach procedure is rejected with the GMM cause with the same value.
...

[TS 24.008, clause 4.7.3.2.4]

...

The MS shall then take one of the following actions depending upon the reject cause:

...

# 15
(No Suitable Cells In Location Area);

The MS shall delete any RAI, P-TMSI, P-TMSI signature and GPRS ciphering key sequence number, shall set the GPRS update status to GU3 ROAMING NOT ALLOWED(and shall store it according to clause 4.1.3.2) and shall reset the GPRS attach attempt counter. The state is changed to GMM-DEREGISTERED.LIMITED-SERVICE. 


The MS shall set the update status to U3 ROAMING NOT ALLOWED, reset the location update attempt counter and shall delete any TMSI, LAI and ciphering key sequence number. The new MM state is MM IDLE. 

...

9.2.1.2.13.3
Test description

9.2.1.2.13.3.1
Pre-test conditions

System Simulator:

-
Cell I, Cell J, Cell K and Cell L are configured according to Table 6.3.2.2-1 in [18] (maximum 3 cells are simultaneously active):

-
Cell I and Cell K (visited PLMN, same TA),

- 
Cell L (same visited PLMN, another TA),

-
Cell J (another VPLMN),

-
if pc_UTRAN, Cell 5 (only active when stated),

-
same PLMN like visited PLMN above

-
RAI-1 (RAC & LAC values chosen by SS)

-
System information indicate that NMO 1 is used

-
if pc_GERAN and NOT pc_UTRAN, Cell 24 (only active when stated).

-
same PLMN like visited PLMN above
-
RAC-1 (RAC & LAC values chosen by SS)

-
System information indicate that NMO 1 is used

NOTE 1:
Cell L is present to confirm that UE searches in the same PLMN after reject from the SS.
NOTE 2:
Cell K is present to confirm that UE shall not attempt attach to the cell in same TAI it was once rejected from.

NOTE 3:
The requirement in 3GPP TS 24.301 to store at least 40 entries in the list of "forbidden tracking areas for roaming" is not fully tested.

NOTE 4:
Different types of UE may use different methods to periodically clear the list of forbidden areas (e.g. every day at 12 am) for roaming. If the list is cleared while the test is being run, it may be necessary to re-run the test.

UE:

-
The test USIM contains IMSI-1, GUTI-1 and TAI-1, and EPS update status is "EU1: UPDATED".

-
The test USIM contains P-TMSI-1 (belonging to RAI-1) and the GPRS update status is "GU1: UPDATED".

-
The test USIM contains TMSI-1 (belonging to LAI-1) and the update status is "U1: UPDATED".

Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.2.13.3.2
Test procedure sequence

Table 9.2.1.2.13.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

Cell I as the "Serving cell",

Cell K as a "Suitable cell",

Cell L as a "Non-Suitable cell",

Cell J as a "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell I unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with the EMM cause set to 'No suitable cells in tracking area' on Cell I.

(The list of “forbidden tracking areas for roaming” in the UE should now contain TAI-9)
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	The SS reconfigures:

Cell I as a "Suitable cell",

Cell K as the "Serving cell",

Cell L as a "Non-Suitable cell",

Cell J as a "Non-Suitable cell ".
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on Cell K or Cell I?
	-->
	ATTACH REQUEST
	2
	F

	8
	The SS reconfigures:

Cell I as a "Non-Suitable cell",

Cell K is the "Serving cell",

Cell L as a "Suitable cell",

Cell J as a "Suitable cell".
	-
	-
	-
	-

	9
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message on Cell L?
	-->
	ATTACH REQUEST
	1, 3, 4, 6
	P

	10
	The SS transmits an ATTACH REJECT message with the EMM cause set to 'No suitable cells in tracking area' on Cell L.
(The list of “forbidden tracking areas for roaming” in the UE should now contain TAI-9 and TAI-11)
	<--
	ATTACH REJECT
	-
	-

	11
	The SS releases the RRC connection
	-
	-
	-
	-

	12
	The SS reconfigures:

Cell I as the "Serving cell".

Cell K as a “Non-Suitable cell”,

Cell L as a "Suitable cell",

Cell J as a "Non-Suitable cell".
	-
	-
	-
	-

	13
	Check: Does the UE transmit the ATTACH REQUEST message in the next 30 seconds on Cell I?
	-->
	ATTACH REQUEST
	5
	F

	-
	EXCEPTION:
Steps 14a1 to 14a4 describe behaviour that depends on the UE capability; the "lower case letter" identifies a step sequence that take place if a capability is supported
	-
	-
	-
	-

	14a1
	IF pc_UTRAN or pc_GERAN THEN the SS configures:

Cell I as a "Non-Suitable cell",
Cell L as a "Non-Suitable cell",

Cell 5 or Cell 24 as the "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell 5 or Cell 24 unless explicitly stated otherwise.
	-
	-
	-
	-

	14a2
	Void
	-
	-
	-
	-

	14a3
	Check: Does the UE transmit an ATTACH REQUEST message?
	-->
	ATTACH REQUEST
	6
	P

	14a4
	The SS transmits an ATTACH REJECT message with the GMM cause set to 'No Suitable Cells In Location Area'.
	<--
	ATTACH REJECT
	-
	-

	15
	The SS reconfigures:

Cell I as the "Serving cell".

Cell K as a “Non-Suitable cell”,

Cell L as a "Suitable cell",

Cell J as a "Non-Suitable cell",

Cell 5 or Cell 24 as the "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell I unless explicitly stated otherwise.
	-
	-
	-
	-

	16
	If possible (see ICS) switch off is performed. Otherwise the power is removed.
	-
	-
	-
	-

	17
	The UE is brought back to operation.
	-
	-
	-
	-

	
	
	
	
	
	

	18
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message?
	-->
	ATTACH REQUEST
	7
	P

	19
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	20
	The UE transmits an AUTHENTICATION RESPONSE message.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	21
	The SS transmits a NAS SECURITY MODE COMMAND message.
	<--
	SECURITY MODE COMMAND
	-
	-

	22
	The UE transmits a NAS SECURITY MODE COMPLETE message.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 23a1 to 23a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred after NAS SECURITY MODE COMPLETE message.
	-
	-
	-
	-

	23a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	23a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	24
	The SS responds with an ATTACH ACCEPT message. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message.
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 25 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	25
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-


9.2.1.2.13.3.3
Specific message contents

Table 9.2.1.2.13.3.3-1: Message ATTACH REJECT (step 4 and step 10, Table 9.2.1.2.13.3.2-1)

	Derivation Path: TS 36.508, Table 4.7.2-3

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'0000 1111'B
	No Suitable Cells In tracking area
	


Table 9.2.1.2.13.3.3-2: Message ATTACH REQUEST (step 9 and step 18, Table 9.2.1.2.13.3.2-1)

	Derivation Path: TS 36.508, Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	NAS key set identifier
	
	
	

	  NAS key set identifier
	'111'B
	no key is available
	

	  TSC
	Any allowed value
	TSC does not apply for NAS key set identifier value "111".
	

	Old GUTI or IMSI
	IMSI-1
	
	

	Last visited registered TAI
	Not present
	
	

	Old location area identification
	Not present
	
	

	TMSI status
	'0'B
	no valid TMSI available
	


Table 9.2.1.2.13.3.3-3: Message ATTACH REQUEST (step 14a3, Table 9.2.1.2.13.3.2-1)

	Derivation Path: TS 24.008 , Table 9.4.1

	Information Element
	Value/remark
	Comment
	Condition

	MS network capability
	Any allowed value
	
	

	Attach type
	'011'B
	Combined GPRS/IMSI attach
	

	GPRS ciphering key sequence number
	'111'B
	No key is available (MS to network)
	

	DRX parameter
	Any allowed value
	
	

	P-TMSI or IMSI
	IMSI-1
	
	

	Old routing area identification
	All bits of octets 5 and 6 are set to 1, except bit 1 of octet 6 which is set to 0.

Other bits are not checked.
	
	

	MS Radio Access capability
	Any allowed value
	
	

	Old P-TMSI signature
	Not present
	
	

	Requested READY timer
value
	Not present or any allowed value
	
	

	TMSI status
	'0'B
	no valid TMSI available
	

	PS LCS Capability
	Not present or any allowed value
	
	

	Mobile station classmark 2
	Not present or any allowed value
	
	

	Mobile station classmark 3
	Not present or any allowed value
	
	

	Supported Codecs
	Not present or any allowed value
	
	

	UE network capability
	Not present or any allowed value
	
	

	Additional mobile identity
	Not present
	
	

	Additional old routing area identification
	Not present
	
	


Table 9.2.1.2.13.3.3-4: Message ATTACH REJECT (step 14a4, Table 9.2.1.2.13.3.2-1)

	Derivation Path: TS 24.008 , Table 9.4.4

	Information Element
	Value/remark
	Comment
	Condition

	GMM cause
	'0000 1111'B
	No Suitable Cells In Location Area
	

	T3302 value
	Not present
	
	


9.2.1.2.15
Combined attach / Abnormal case / handling of the EPS attach attempt counter

9.2.1.2.15.1
Test Purpose (TP)
(1)

with { UE has detected T3410 expiry after sending an ATTACH REQUEST message and has the attach attempt counter set to the value less than four }

ensure that {
  when { UE detects T3411 expiry }

    then { UE restarts the attach procedure }

            }

(2)

with { UE has sent an ATTACH REQUEST message and has the attach attempt counter set to four }

ensure that {
  when { UE detects T3410 expiry }

    then { UE deletes GUTI, TAI list, last visited registered TAI and KSI }

            }
(3)

with { UE has sent an ATTACH REQUEST message and has the attach attempt counter set to four }

ensure that {
  when { UE detects T3410 expiry }

    then { UE deletes LAI, TMSI, ciphering key sequence number, RAI, P-TMSI, P-TMSI signature, and GPRS ciphering key sequence number }

            }

(4)

with { UE has started T3402 }

ensure that {
  when { UE detects T3402 expiry }

    then { UE restarts the attach procedure }

            }

9.2.1.2.15.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.5.1.1, 5.5.1.2.6 and 5.5.1.3.6 and TS 24.008, clause 4.7.3.1.5.

[TS 24.301, clause 5.5.1.1]
...

An attach attempt counter is used to limit the number of subsequently rejected attach attempts. The attach attempt counter shall be incremented as specified in subclause 5.5.1.2.6. Depending on the value of the attach attempt counter, specific actions shall be performed. The attach attempt counter shall be reset when:

-
the UE is powered on;

-
a USIM is inserted;

-
an attach or combined attach procedure is successfully completed;

-
a combined attach procedure is completed for EPS services only with cause #2, #16, #17, #18 or #22;

-
an attach or combined attach procedure is rejected with cause #11, #12, #13, #14, #15 or #25; or

-
a network initiated detach procedure is completed with cause #11, #12, #13, #14, #15 or #25.

Additionally the attach attempt counter shall be reset when the UE is in substate EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH and:

-
a new tracking area is entered; or

-
T3402 expires.

[TS 24.301, clause 5.5.1.2.6]

The following abnormal cases can be identified:

...

c)
T3410 timeout


The UE shall abort the attach procedure and proceed as described below. The NAS signalling connection shall be released locally.

...

For the cases b, c, and d the UE shall proceed as follows:

-
Timer T3410 shall be stopped if still running. The attach attempt counter shall be incremented, unless it was already set to 5.

If the attach attempt counter is less than 5:

-
timer T3411 is started and the state is changed to EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH. When timer T3411 expires the attach procedure shall be restarted.

If the attach attempt counter is equal to 5:

-
the UE shall delete any GUTI, TAI list, last visited registered TAI, list of equivalent PLMNs and KSI, shall set the update status to EU2 NOT UPDATED, and shall start timer T3402. The state is changed to EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH or optionally to EMM-DEREGISTERED.PLMN-SEARCH in order to perform a PLMN selection according to 3GPP TS 23.122 [6].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the abnormal case when a normal attach procedure fails and the attach attempt counter is equal to 5.

[TS 24.301, clause 5.5.1.3.6]
...

If the attach attempt counter is incremented according to subclause 5.5.1.2.6 the next actions depend on the value of the attach attempt counter:

-
if the update status is U1 UPDATED and the attach attempt counter is less than 5, then the UE shall keep the update status to U1 UPDATED, the new MM state is MM IDLE substate NORMAL SERVICE;

-
if the attach attempt counter is less than 5 and, additionally, the update status is different from U1 UPDATED, then the UE shall delete any LAI, TMSI, ciphering key sequence number and list of equivalent PLMNs and set the update status to U2 NOT UPDATED. The MM state remains MM LOCATION UPDATING PENDING; or

-
if the attach attempt counter is equal to 5, then the UE shall delete any LAI, TMSI, ciphering key sequence number and list of equivalent PLMNs and set the update status to U2 NOT UPDATED. A UE operating in CS/PS mode 1 of operation shall select GERAN or UTRAN radio access technology and proceed with appropriate MM or GMM specific procedures.
NOTE:
It is up to the UE implementation when to enable E-UTRAN radio access technology selection.

[TS 24.008, clause 4.7.3.1.5]
...

If the GPRS attach attempt counter is greater than or equal to 5:

-
the MS shall delete any RAI, P-TMSI, P-TMSI signature, list of equivalent PLMNs, and GPRS ciphering key sequence number, shall set the GPRS update status to GU2 NOT UPDATED, shall start timer T3302. The state is changed to GMM-DEREGISTERED. ATTEMPTING-TO-ATTACH or optionally to GMM-DEREGISTERED.PLMN-SEARCH (see subclause 4.2.4.1.2) in order to perform a PLMN selection according to 3GPP TS 23.122 [14].
...

9.2.1.2.15.3
Test description

9.2.1.2.15.3.1
Pre-test conditions

System Simulator:

-
Cell A, if pc_UTRAN Cell 5 and if (NOT pc_UTRAN AND pc_GERAN) Cell 24 are configured.

-
Cell A,

-
if pc_UTRAN, Cell 5 (only active when stated),

-
same PLMN like visited PLMN above

-
RAI-1 (RAC & LAC values chosen by SS)

-
System information indicate that NMO 1 is used

-
if pc_GERAN and NOT pc_UTRAN, Cell 24 (only active when stated).

-
same PLMN like visited PLMN above
-
RAC-1 (RAC & LAC values chosen by SS)

-
System information indicate that NMO 1 is used

UE:

-
The test USIM contains IMSI-1, GUTI-1 and TAI-1, and EPS update status is "EU1: UPDATED".

-
The test USIM contains P-TMSI-1 (belonging to RAI-1) and the GPRS update status is "GU1: UPDATED".

-
The test USIM contains TMSI-1 (belonging to LAI-1) and the update status is "U1: UPDATED".

Preamble:

-
The UE is in state Switched OFF (state 1) according to [18].

9.2.1.2.15.3.2
Test procedure sequence

Table 9.2.1.2.15.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS reconfigures:

Cell A as "Serving cell",

Cell 5 or Cell 24 as "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is powered on or switched on.
	-
	-
	-
	-

	
	
	
	
	
	

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	4
	Wait for 25s to ensure that T3410 and T3411 expire and the UE releases locally the NAS signalling connection.
NOTE 1: The attach attempt counter is 1.
	-
	-
	-
	-

	5
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message?
	-->
	ATTACH REQUEST
	1
	P

	6
	Wait for 25s to ensure that T3410 and T3411 expire and the UE releases locally the NAS signalling connection.
NOTE 2: The attach attempt counter is 2.
	-
	-
	-
	-

	7
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	8
	Wait for 25s to ensure that T3410 and T3411 expire and the UE releases locally the NAS signalling connection.
NOTE 3: The attach attempt counter is 3.
	-
	-
	-
	-

	9
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	10
	Wait for 25s to ensure that T3410 and T3411 expire and the UE releases locally the NAS signalling connection.
NOTE 4: The attach attempt counter is 4.
	-
	-
	-
	-

	11
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	12
	Wait for 25s to ensure that T3410 expire and the UE releases locally the NAS signalling connection.
NOTE 5: The attach attempt counter is 5.
	-
	-
	-
	-

	-
	EXCEPTION: Steps 13a1 to 13a2 describe behaviour that depends on the UE capability; the "lower case letter" identifies a step sequence that take place if a capability is supported
	-
	-
	-
	-

	13a1
	IF pc_UTRAN or pc_GERAN THEN the SS reconfigures:

Cell A as "Non-suitable cell",

Cell 5 or Cell 24 as "Serving cell".
	-
	-
	-
	-

	13a2
	Check: Does the UE transmit an ATTACH REQUEST message without P-TMSI, P-TMSI signature, RAI, TMSI on Cell 5 or Cell 24?
	-->
	ATTACH REQUEST
	3
	P

	14
	The SS reconfigures:

Cell A as "Serving cell",

Cell 5 or Cell 24 as "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	15
	If possible (see ICS) switch off is performed. Otherwise the power is removed.
	-
	-
	-
	-

	16
	The UE is brought back to operation.
NOTE 6: The attach attempt counter is reset.
	-
	-
	-
	-

	
	
	
	
	
	

	17
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	18
	Wait for 25s to ensure that T3410 and T3411 expire and the UE releases locally the NAS signalling connection.
NOTE 7: The attach attempt counter is 1.
	-
	-
	-
	-

	19
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	20
	Wait for 25s to ensure that T3410 and T3411 expire and the UE releases locally the NAS signalling connection.
NOTE 8: The attach attempt counter is 2.
	-
	-
	-
	-

	21
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	22
	Wait for 25s to ensure that T3410 and T3411 expire and the UE releases locally the NAS signalling connection.
NOTE 9: The attach attempt counter is 3.
	-
	-
	-
	-

	23
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	24
	Wait for 25s to ensure that T3410 and T3411 expire and the UE releases locally the NAS signalling connection.
NOTE 11: The attach attempt counter is 4.
	-
	-
	-
	-

	25
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	26
	Wait for 15s to ensure that T3410 expire and the UE releases locally the NAS signalling connection.
NOTE 12: The attach attempt counter is 5 and the UE starts T3402.
	-
	-
	-
	-

	27
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message after 12 minutes?
	-->
	ATTACH REQUEST
	2, 4
	P

	28
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	29
	The UE transmits an AUTHENTICATION RESPONSE message.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	30
	The SS transmits a NAS SECURITY MODE COMMAND message.
	<--
	SECURITY MODE COMMAND
	-
	-

	31
	The UE transmits a NAS SECURITY MODE COMPLETE message.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 32a1 to 32a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred after NAS SECURITY MODE COMPLETE message.
	-
	-
	-
	-

	32a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	32a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	33
	The SS responds with an ATTACH ACCEPT message. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message.
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 34 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	34
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-


9.2.1.2.15.3.3
Specific message contents

Table 9.2.1.2.15.3.3-1: Message ATTACH REQUEST (step 13a2, Table 9.2.1.2.15.3.2-1)

	Derivation Path: TS 24.008 , Table 9.4.1

	Information Element
	Value/remark
	Comment
	Condition

	MS network capability
	Any allowed value
	
	

	Attach type
	'011'B
	Combined GPRS/IMSI attach
	

	GPRS ciphering key sequence number
	'111'B
	No key is available (MS to network)
	

	DRX parameter
	Any allowed value
	
	

	P-TMSI or IMSI
	IMSI-1
	
	

	Old routing area identification
	All bits of octets 5 and 6 are set to 1, except bit 1 of octet 6 which is set to 0.

Other bits are not checked.
	
	

	MS Radio Access capability
	Any allowed value
	
	

	Old P-TMSI signature
	Not present
	
	

	Requested READY timer
value
	Not present or any allowed value
	
	

	TMSI status
	'0'B
	no valid TMSI available
	

	PS LCS Capability
	Not present or any allowed value
	
	

	Mobile station classmark 2
	Not present or any allowed value
	
	

	Mobile station classmark 3
	Not present or any allowed value
	
	

	Supported Codecs
	Not present or any allowed value
	
	

	UE network capability
	Not present or any allowed value
	
	

	Additional mobile identity
	Not present
	
	

	Additional old routing area identification
	Not present
	
	


Table 9.2.1.2.15.3.3-2: Message ATTACH REQUEST (step 17, step19, step 21, step 23, step 25 and 27, Table 9.2.1.2.15.3.2-1)

	Derivation Path: TS 36.508, Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	NAS key set identifier
	
	
	

	  NAS key set identifier
	'111'B
	no key is available
	

	  TSC
	Any allowed value
	TSC does not apply for NAS key set identifier value "111".
	

	Old GUTI or IMSI
	IMSI-1
	
	

	Last visited registered TAI
	Not present
	
	

	Old location area identification
	Not present
	
	

	TMSI status
	'0'B
	no valid TMSI available
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