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1 Overview

This document lists all the changes needed to correct problems in the common parts of the IMS-CC ATS. Only essential changes to the TTCN are applied and documented in section 4.

With these changes applied the ATS the following test cases can be demonstrated to run with one or more 3G IMS UEs

· TC_7_2

· TC_7_4

· TC_7_6

· TC_8_1

· TC_8_2

· TC_8_3

· TC_8_4

· TC_10_1

· TC_11_1

· TC_13_1

· TC_14_1
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3 Verification Test Summary

Test Case:
n/a

Test Group:
all
ATS Version:
iwd-TVB2007-03_D07wk47.

System Simulator used:
n/a

UE used:
n/a

Verification Status:
PASS
4 Corrections required for common procedures

Introduction

This section describes the changes required to approve the test cases mentioned in section 1 of this document. All modifications are marked with label “L#” for IMS CC related changes in the TTCN-3 code of the enclosed ATS [1].

Corrections were proposed for test cases and function which will not be approved but to have a consistant state.

The ATS version used as basis is  iwd-TVB2007-03_D07wk47 release. This ATS provided by MCC160 contains Rel-6  test cases. 

4.1  ts_InitPorts, ts_InitPorts_a
Test step name
ts_InitPorts, ts_InitPorts_a

Module
IMS_CC_CommonSteps, IMS_CC_CommonSteps_NAPP

Reason for change
SigComp port needs to be mapped

Summary of change
SigComp port is mapped to a system port

Label
L#0001

[image: image1.png]function () runs on IMSComponent

map (mtc:server, system:sys_Server):

map (mtc:secServer, system:sys_SecServer):
map (mt

map (mt
map (mt

client, system:sys_Client):

rsecClient, system:sys SecClient);
ipchlictl, system:sys_IPCANctl);

map (mto:sigComp, system:sys_SigComp] ;
T T pr_Testhutomarion T
«
map (mto:mmiPort, system:sys_MAIPort]:
)

// Release or reset IP and SAD configurations
ipConf.send [c_ReleaseIPConfigurationRed) ;
alt ¢
{1 ipConf.receive (c_ReleaseIPConfigurationOkCnf} ()
{1 ipConf.receive (ReleaseIPConfigurationCn:?)
{setverdict (inconc} ; stop)




4.2 AKA procedure

Test step name
ts_AuthResponseCheck

Module
IMS_CC_CommonSteps

Reason for change
The AKA procedure is incorrectly coded. The main point is that prior to computing a MD5 hash, the char strings need to be converted to octet strings and MD5 applied to a octetstring.

Summary of change
The function has been re-coded (see attached file)

Label
L#0002

4.3 AKA procedure / new external functions

Test step name
ts_AuthResponseCheck

Module
IMS_CC_CommonSteps_NAPP

Reason for change
3 new external functions used in test step ts_AuthResponseCheck have been defined: 

o_MD5_hex – compute MD5 on an octetstring

o_char2octet –  convert a  charstring into an octetstring

o_charLow2octet – convert a charstring into lowercase and then into octetstring 

Summary of change
The functions have been declared (see attached file)

Label
L#0003

[image: image2.png]external function o ND5_hex (octetstring pData) return octetstring; // L#00D:

/7 Further comversion functions
external function o_charZoctet [charstring pString) return octetstring:
external function o_charLowZoctet (charstring pString] return octetstring; //transformes characters to lower case first




4.4  BuildSipUrl

Test step name
BuildSipUrl (testingtech version)

Module
IMS_CC_CommonSteps

Reason for change
Minor corrections needed for correctly handling Ipv6 addresses with colon notation

Summary of change
Regular expressions corrected, see attached file

Label
L#0004

[image: image3.png]~function-BuildSiplUrl- {charstring.p_URT,-template~integer-p_Port,-charstring-p_Scheme,-x

- boolean-p_LrParan, -FenddrReceive-p_SndRev) -feturn-Siplizln
ix

» ~vaE-3ipUELy_SipUrL;x

» ~var-charstring-v_jchene, --v_Host;x

» ~var-liserTnfo-v_UserInfo;x

» ~var-boolean-h_UserTnfo-:=-true;x

» 7/-Comsistency-checkx

» ~var-charstring-v_tap;%

5 ~v_tmpe:=~regexp- (p_URT,~"{[a-2]#(3,4)): %", ~1) ;%

» “Af-(+v_tap~1=-p_Scheme-] - (X

» » ~log- ("**%-Error-in-Bui ldsipUrl") ;%

» » _S1pUrL-: =-valueof (t_SipUrl-("error: ", -omit,~"error”,~0,-({1d:=-"1r" ,-paranValue~: =-omit}})) ;%
» » ~retum.y_Siplel %

» B

» 7/+1.-p_[RI-has-schene, -usernane, -passvord-and-donain- (¢. . ~"sip: THS-User]: olafBrs. de”} X
» 48 (regexp- (p_URT, "7 %3 (F)B", -] =t =) < (0

» » //10g-{"ease 17 1%

» » v_UserTnfo-:=-(x

» » » ~userOrTeLephoneSubsCriber-: <-regexp- (p_URL, %3 (%) B3, -] X

» » » ~password-: =-regexp- (p_URL, -1 %3 (%857 1)%

» » regexp- (p_URL, "% 30 (%) 7, o1) smnn B

» 3=

» 7/+2.-p_IRI-has-schene, -usernane, -and-domain- (e. . ~"sip: TH5-User 16rs. de") X

» else-ite (regexp- (p_URL, %3 (%877, ~1) < =) - (2

» » //10g~("ease-2") 1%

» » v_UserTnfo-:=-(x

» » » » uSerOrTelephoneSubscriber -: =-regexp- (p_URL, " (1)B", -1} X

» » » » password-:=-omitk

» ~regexp~ (p_URL,~"%: %0 (%], ~1] 35

» 77+3. ~p_URI-has~schene~and~~donain- (e.g. ~"sip: rs. de", ~or-sip: [200L: db8: 1::139] )%
» else-i£- (~regexp~ (p_URL,~"[a-2#(3,4]: (*]", L}~ ="} = (-5

» » 7710g~ ("case~3") ;1

» » b_UserInfo-:=-false;x

» » _Host.

~regexp~ (p_URL,~"[a-21#(3,4]1 (%], <L) 1=/ /=55 (%] "5

» +-Error-casex

» » Loge ("**TErrOT~in-Bui ldSipUrL") ;%




4.5  ConvertIpAddrToHostFormat

Test step name
New step ConvertIpAddrToHostFormat

Module
IMS_CC_CommonSteps

Reason for change
When using Ipv6 addreses for populating a host SIP field, the Ipv6 address has to be formatted according to RFC 3261 clause 25.1.  This new function takes care of the formatting.

Summary of change
New function has been coded and used everywhere where IP addresses are used for populating a host SIP field (40 times).

Label
L#0005 

[image: image4.png]* Checks and converts IP addresses (and FODN) into a valid URI host format
* according to RFC 3261 clause 25.1 for IPv6 addresses
* IPv6 addresses must have brackets at the beginning and the end.
"
function ConvertIpAddrToHostFormat (in IPAAdr p_ipAddr) return charstring
f
if (o_isTPVEAAAr (p_iphddr)) (
return "[" & p_iphddr ¢ "1":
relse(
return p_iphddr;




Example usage:

[image: image5.png]// Receive initial REGISTER
{1 server.receive (a_Register( *,

2, mr_Registerbef [ BuildSiplrl{"sip:”spx_HomeD
hr_RouteRegbet (px_Pcscf, omit), // Foute head

ComvertTphddrToHostFormat (px_UE_IPAddr) [ // 1
P a b iz

BuildSipUrl (px_Public_Userld, omit, SIP_SCHE
BuildSipUrl (px_UE_SipUri, ¥, SIP_SCHEME, fal
*, // Expires param in contact header - to be
2, // CSeq value - must be present, value not
2, // Callld - nust be present, value not che
omit, // Security Verify Header must not appe
hr_AuthorizationInitial (px_Private_Userld, px
omit, // P-hccess-Network-Info must not appea
2 )))// Length of request body, if present

> value va_Request





4.6 BuildSecurityVerifyHeader

test step   name
BuildSecurityVerifyHeader

Module
IMS_CC_CommonSteps

Reason for change
Due to the change in the Security Server header sent by the Tester, the UE will respond with different contents in the Security Verify header. The UE is requested to send the same content in the SecurityVerify header as received before in the SecurityServer header..

Summary of change
1. A new function , BuildSecurityVerifyHeader has been coded for defining the Security Verify header template

2. The old template h_SecVerifyDef was replaced

3.  This function has been used everywhere where the old template  h_SecVerifyDef was used (21 times) 

Label
L#0008 

[image: image6.png]*+ Bdesc function used to create a template for SecurityVerify header with same content as SecurityServer
function BuildSecurityVerifyHeader ( charstring p_Intilg,

charstring p_Spi_Client,

charstring p_Spi_Server,

charstring p_SSProtClientPort,

charstring p_SSProtServerPort) return template SecurityVerify

var SecurityMechanisn List smlist

BuildSecurityServerParan| p_Inthly,
p_Spi_Client,
p_Spi_server,
p_sSProtClientpore,
p_sSProtServerport) ;

template SecurityVerify sec_verify := h_SecVerifybef (smlist);

return (sec_verify):

header[]




[image: image7.png]//1#0008

template SecurityVerify h_SecVerifyDef (SecurityMechanisw List p_SecurityMech]
fieldNeme := SECURITY VERIFY_E,

securityllech := p_SecurityMech





4.7 BuildSecurityServerParam

test step   name
BuildSecurityServerParam

Module
IMS_CC_CommonSteps

Reason for change
The q-value parameter in a Security Server/Client/Verify Header has the format “q” and not “q-value” (see RFC 3329 section 2.2)

Summary of change
“q-value” replaced with “q”

Label
L#0006 

[image: image8.png]function BuildSecurityServerParam | charstring p_Intilg,
charstring p_Spi_Client,
charstring p_Spi_Server,
charstring p_SSProtClientPort,
charstring p_SSProtServerPort) return Securityllechanism_List

var Securityllechanism List var_Securitylech:
var charstring var_OtherIntilg:

if (p_Inthly
var_OtherInthly

"hmac-ndS-967) {
"hnac-sha-1-96";

)
else if (p_Inthlg == "hmac-sha-1-96") (
wvar_OtherInthlg := "hmac-ndS-967;

if (pc_Confidenmtiality) ( //Encryption Algorith to be included
var_Securityllech := {
¥ mechName := SEC_MECHANISH,
mechParams

({ia := "alg”, paramvalue := p_Inthly),

(id := "spi-cv, paramValue := p_Spi_Client),

{id t= "spi-s", parsmValue := p_Spi_Server),

{id t= "port-c”, paramValue := p_SSProtClientPort),

{4d i= "port-s", paramvalue := p_SSProtServerPort),

(id := "q", pafenvalue := "0.9"), //LH0006

TId 7= 7ealg”, paramvalue := CiphilgZstr (px_CiphAlgo_Def)})
3.
¢ mechName := SEC_MECHANISH,

mechParams

({ia := "alg”, paramValue := var_OtherIntAla),
{id t= "spi-cr, parsmValue := p_Spi Client),
{id t= "spi-s", parsmValue := p_Spi_Server),

{id 1= "port-c”, parsuValue := p_SSProtClientPort},
", paramialue := p_sSProtServerPort),
ramValue := "0.7"), //L#0006

Ciphlgzstr (px_Ciphilgo_Def) })

)
else if (not pc_Confidentiality) { //Encryption Algorith not to be included
var_Securitylech := {
¢ mechName := SEC_MECHANISH,
mechParams

({ia := "alg”, paramvalue := p_Inthly),

(id := "spi-cv, paramValue := p_Spi_Client),

{id t= "spi-s", parsmValue := p_Spi_Server),

{id t= "port-c”, paramValue := p_SSProtClientPort),

(id i~ "port-o”, paremvalue i= p_SSProtServerPort),
[(ia = "a", Javewvalue := "0.5m) //Lio00s

3.
¢ mechName := SEC_MECHANISH,
mechParaws := ({id := "alg”, parsmValue := var_OtherIntAla),
{id t= "spi-cr, parsmValue := p_Spi Client),
(id 1= "spi-s, paramValue := p_Spi_Server),
{id t= "port-c”, paramValue := p_SSProtClientPort),

4= ‘morrog”, paramvalue

id := "g", pgramvalue

1= p_ssprotserverporc),
vo.amy /100





4.8 setConfigOptionsTx

test step   name
setConfigOptionsTx

Module
IMS_CC_CommonSteps

Reason for change
A change introduced with CR R5071437 was not implemented in the finction setConfigOptionsTx but only in P-CSCF discovery test cases

Summary of change
Changes from CR R5071437 adopted in function setConfigOptionsTx 

Label
L#0007 

[image: image9.png]function set_ConfigOptionsTx | out ConfigOptlist v_configOptionsTx, in ConfigOptlist v_configOptionsRx)
runs on IHSComponent return boolean

var ConfigOpt v_configOptl, v_configOpt2, v_configope3;
var octetstring v_tmp i= ''0;

var integer i,n;
v_configoptionsTx

©; /7 Reset to empty list

for (i
¢
// Check vhether UE is asking for P-CSCF address
if { v_configOptionsRx[i].containerld == '0001'0) // see 24.008 / 10.5.6.3
¢
v_configopti.containerld = '0001'0;
if [ o_isIPv6Addr ( px_P_CSCF_IPAddr |)
¢
v_configopt1.containercontents
o_IPv6hddrzoctetstring ( px_P_CSCF_IPAddr |;

;i< sizeof | v_configOptionsRx ); i i= i+l ]

)
else

/7 P-CSCF lddress is a IPv4 address, in this case (see 23.981 clause 5.2.1)
// ve use an "IPVG address vith embedded IPv4 address”, as defined in
// RFC 2373 clause 2.5.4.
if (pc_IPv4_in PCO_IE) //Bsic
¢
// UE supports TPvé address in PCO
v_configopti.containerContents := o IPvelddrzOctetstring ( px_P_CSCF_IPAddr );
)

else
¢
// P-CSCF lddress is an IPvd address, in this case (see 23.981 clause 5.2.1)
// ve use an "IPv6 address with embedded IPvd address”, as defined in
// RFC 2373 clause 2.5.4.
v_configoptl.containerContents := o_IPvdiddrExbeddedInIPv6ToOctetstring ( px_P_CSCF_IPRAAr ):
)





4.9 ts_triggerRegistration

test step   name
ts_triggerRegistration

Module
IMS_CC_CommonSteps, IMS_CC_P_CSCF_Discovery_NAPP, IMS_CC_PDPContextActivation_NAPP

Reason for change
To allow full automation of test cases it may be needed to provide the UE with information if IPv4 or IPv6 is used for IMS registration.

Summary of change
The MMI command “Please REGISTER“ has been divided into two:

“Please REGISTER IPv4” and “Please REGISTER IPv6”. (A prose CR against 34.229-3 will be submitted for the next meeting). Additional a function ts_triggerRegistration has been introduced and used in 

· ts_preamble

· TC_6_2

· TC_6_3.

In test cases 7.2, 7.3 the command was corrected to IPv4 and in test cases 7.4, 7.5, 7.6 it was changed to IPv6.

Label
L#0010 

[image: image10.png]"
* L0010
* Baesc function used to trigger the Ue via MAI or user| promt to register
and seperate betusen IPve and IPV6
"
function ts_triggerRegister() runs on INSComponent
f
1 (o_isIPvEAAdr (px_UE_IPAddr])
¥ ts_action("Please REGISTER IPV6"); }
else
¢ ts_action("Please REGISTER IPv4"); }




4.10 ts_releaseCell

test step   name
ts_releaseCell, ts_InitPorts, ts_InitPorts_a

Module
IMS_CC_CommonSteps, IMS_CC_AuthenticationTestCases_NAPP

Reason for change
If test cases can not be run to pass the cell in the system.simulator is not released. This may lead to problems when running the following test case. To reset the system simulator for every test case the cell needs to be released in the beginning of every test case.

The function ts_postamble is not applicable in all test cases as PDP context may be deactivated from UE (see TC 11.1)

Summary of change
The function ts_ReleaseCell was introduced and introdueced in the functions ts_InitPorts, ts_InitPorts_a

Label
L#0011 

[image: image11.png]function ts_ReleaseCell (] runs on INSComponent // L#OO1L
f

var ReleaseCellCnf v_releaseCellCnf;
all component.stop;
ipCAlNctl.send (c_ReleaseCellReq):
alt ¢
{1 ipCAlNctl.receive [c_ReleaseCellOkCnf) ()
{1 ipClctl.receive [RelemseCellCnf:?)
{setverdict (inconc} ; stop)
) // end alt
} /7 end function




4.11 ts_Register_SubscribeNotify 

test step   name
ts_Register_SubscribeNotify 

Module
IMS_CC_CommonSteps

Reason for change
The tags send in To header of a NOTIFY request must match the From header in the SUBSCRIBE Request.

Summary of change
The From header tag from SUBSCRIBE is stored in a variable and used for later NOTIFY requests.

Label
L#0012 

[image: image12.png]function ts_Register_Subscribelotify (] runs

¢

// This is the second half of the gene
// - from receiving the Subscribe mess
var ASP_DataRequest va_Request;

var ASP_DataResponse va_Response;

var SSPortInfo v SSPortinfo





[image: image13.png]// Send NOTIFY

getParanvalue (gv_SUBSCRIBE_Request

/7 branching based on sigcomp status in DL
if (gv_SigCompStatus )//3igComp started in DL hence compartment ID to be provided
(ts_SendRequest (a Notify( c_SigCompDL{gv_SUBSCRIBE Request.msgHeader.callld.callid), v_SSPortInfo,
hs_ViaTwoParamsSigComp (TransportProtocel2str | v_SSPortInfo.transportProt
Convert Iphddr ToHostFormat (px_P_CSCF_IPAAdr), //L#000S
px_Pore_ps,
BRANCE_COOKIE ¢ getRnaTag(),

BRANCH_COOKIE & getRndTag()),
ts_SetmlNlessageForNotify ())1,// Bsic RS-073440 sich

true); // Secure send
) else //SigComp notstarted in DL hence compartment ID omitted
(ts_SendRequest (a Notify[ omit, v_SSPortInfo, ms_NotifyDef (BuildSipUrl (px_UE_SipUri, gv_Port_us,
hs_ViaTuoParams (TransportProtocel2str ( v_SSPortInfo.transportProtocol |,
Convert Iphddr ToHostFormat (px_P_CSCF_IPAAdr), //L#000S
px_Pore_ps,
BRANCE_COOKIE ¢ getRnaTag(),
px_Scsct,
BRANCE_COOKIE ¢ getRmaTag(l],
px_Scsct,
BuildSipUrl (px_Public_Userld, omit, SIP_SCHENE, false, SEND),
108,

negHeader .callld,

-1
ts_SetXmlllessageForNotity (1)), // Bsic RS-073#40 sich
true); // Secure send




[image: image14.png]// Receive 200 OK
-
// vse ts_ReceiveResponseValue instead of ts_ReceiveResponse
ts_ReceiveResponseValue (va_Response, a_Respouse( ¥, 7, wr_2000therDet (h_ViaTwoParaws (7, ConvertIphddrToostPormat(px_P_CSCF_IPAJAr), px_Po
br_FromUithTag(BuildSiplrl [px_Public_UserTd, omit, SIP_SCHENE, false, RECEIVE)
br_ToDefiithTag(BuildSiplrl (px_Public_Userld, omit, SIP_SCHENE, false, RECEIVE:
Gv_SUBSCRIBE_Reguest .msgHeader .callld,
b_CsegDet (1, "NOTTFY"]]1,
true, // Secure receive
v_33PortInfo. cransportProtocol ;
/7 Sigeowp UL related functicnality





4.12 ts_ReceiveRegisterBeforeTimeout 

test step   name
ts_ReceiveRegisterBeforeTimeout

Module
IMS_CC_CommonSteps_NAPP

Reason for change
The function ts_ReceiveRegisterBeforeTimeout starts timer TWait that is 30 seconds by default. But the intension of the function is to wait longer for a Request.

Summary of change
The timer TWait was disabled in the function ts_ReceiveRegisterBeforeTimeout. Additional a stop statement was added in case of time out because no SSportInfo can be returned in case of timeout

Label
L#0013 

[image: image15.png]function ts_ReceiveRegisterBeforeTimeout (template ASP_DataRequest p_Register)
f

] | Request;
// Tvait.starc; //L§0013

¢
{1 secServer.receive (p_Register) -> value va_Request

¢
v_REGISTER_Request
TVait.sto
TRegExpire.stop;
setverdict (pass) ;
)
[] TRegExpire.timeout
¢

va_Request.nsg.Register;

TUait.stop:
setverdiot (fail)

/" [] Tiait.timeout //L§0013
/" ¢

/" TRegExpire.stop;
/" setverdiet (fail)
/. ;

T 77 end of alt

// Sigeomp UL related functionality
if (ispresent (va_Request.sigCompInfo))
«
/7 Message received is sig comprassed hence feed back compartment ID
sigComp. send (c_RevdCompartmentTd (va_Request .nsg. Register mogHeader .cal
)
return [va_Request.portInfo) ;
y




4.13 ts_Register_Authentication_RegExpire 

Test step   name
ts_Register_Authentication_RegExpire

Module
IMS_CC_RegisterTestSteps_NAPP

Reason for change
Setting up the IPSec SAs was missing

Summary of change
Added the IPSec SA setup

Label
L#0014 

[image: image16.png]function ts_Register_kuthentication RegExpire (in charstring p_RegExpiration)
// This is the first half of the gemeric Registration procedure [Steps 4 to
// expiration time as a parameter. It is used in te 8.2

// Varisbles used for authentication
var Bit12s v_AUTH;

Var 135, bazaReduass va, Roqueats




[image: image17.png]ts_GetUESpiindPortValues (gv_REGISTER Request]; // Get values to be used in storeSh

// 59 generates authentication vector and calculate expected response from the UE
v_AUTH := ts_huthenticationlInit(v_IK, v_CK, v_XRES);

7/ Compute IPsec keys (see T5 33.203 Amnmex 1) //LHO014
ts_ComputeIPsecKeys | v_WDS_Key, v_SHAL Key, v_3DES_Key, v_AES Key, v_IK, v_CKI;
// Contigure IP Layer
ipCont.send (c_InstallkeyReq ( v_NDS_Key, v_SHAL Key, v_3DES_Key, v_AES Key ]);
alt ¢

[1 ipCont.receive ( c_InstallKeyOKCnf |

Oy
[1 ipCont.receive ( InstallKeyCnf : 7 |
{setverdict (inconc} ; stop)

// 55 generates authentication challenge to be sent in 401 message
gv_Nonce 1= o Bitstring2Basesd (px_AuchRIND & v_AUTH)

// Get SPIs values from UE and generate SPIs for 55
if (not ts_Generatess_SPIs (1)
(setverdict {inconc) ; stop}




4.14  Nc-value in Authorization header

Test step name
ts_Register_Authentication_RegExpire, ts_Receive_DeRegister

Module
IMS_CC_RegisterTestSteps_NAPP

Reason for change
According to RFC 2617 clause 3.2.2 the nc-value used in the Authorization header is 8 digits long

In deregistration nonce count value should be open and not checked

Summary of change
Usage of  Authorization header templates changed as shown below.

Additional in ts_Receive_DeRegister the nonce count was set to optional “?”

Label
L#0015

Original code

[image: image18.png]hr_iuthorizationDef (px_Private Userld, px_HomeDomainName, gv_Nonce, px_Opague,
"sip:"epx_HomeDomainNawe, "auth, 2, 717, 2},





Changed code

[image: image19.png]hr_futhorizationDet (px_Private Userld, px_HomeDomsimliewe, gv_Nonce, px_Opadue,

"sip:"epx_HomeDomainNawe, "auchr, 2, [voooooooit] 2,





4.15 ts_User_Re_Registration
Test step name
ts_User_Re_Registration

Module
IMS_CC_RegisterTestSteps_NAPP

Reason for change
When a Re-Registration message from a UE is not challenged by a 401 there are no new SAs setup.

Additionally the nonce counter is increase with every Re-registration

Summary of change
IPSec SA configuration removed.

nonce count handling corrected

Label
L#0016

[image: image20.png]Tor

(var integer 1 i= 1; 1 < 8; 1
(// repeat this loop twice

// STEP 9 and 11. Receive REGISTER

v_SSPortinfo := ts_ReceiveRegisterBeforeTimeout

i+1)




 [image: image21.png]1lid,
PSechlgorithn) , int2str (gv_Spi_pe), int2str(gv_Spi_ps), int2str (px_Port_pe), int2str(px_Port_ps)),
%_IPSechlgoritim) ,

bx_HomeDomainNane, gv_Nonce, px_Opacue, "sip:”epx_HomeDomainlame, "auth”,
_RiNTech], px_Cellld),

21, //L4001e





[image: image22.png]if [v_Previous_Port_us == gv_Port_us)
(setverdict (pass)} // Same value as previous register
else (setverdict(fail]}

Generate SPTs for 55 //L#0016
(not ts_Generatess SPIs ())
(setverdict (inconc) ; stap)

Update Security Association Database in the 55
(not ts_storesi()|
(setverdict (inconc); stop)

// STEP 10 and 12. Send 200 OK to REGISTER
ts_SendResponse ( a_Response (omit, v_SSPortInfo, ms_200Register
v_REGISTER_Request




[image: image23.png]eDonainNane, omit, SIP_SCHENE, false, RECEIVE),

r FQDN of the UE //L#D0DS

EIVE),
ECEIVE) ,

tr(gv_Spi_pe), int2str(gv_Spi_ps), int2str(px_Port_pe),int2str (px_Port_ps)),

v_Nonce, px_Opague, "sip:"&px_HomeDomaimNeme, "auch”, 2, "00000004", 2), //L#001s

1’




[image: image24.png]if (v_Previous_Port_us
{setverdiot (pass))
else (setverdiot(fail]) // Not matching with Specific Nessage Content

av_Port_us)

/1 Get SP1s valuss from UL and gemerate SPIs for 55 //L#o01d
it (not tsGeneracess_SPI (1)
(setverdict (inconc) ; top)

// Update Security Association Database in the 35
if (nov te_Storesi(])
{setverdict [inconc] ;_stop)

// STEP 14. Send final 200 OK to REGISTER

ts_SendResponse ( a_Response [omit, v_SSPortInfo, ms_20DRegisterDef (gv_REG
gv_REGISTER_Request.msgHeader.
px_ToTagRegister,




4.16 mr_DeRegister
Test step name
mr_DeRegister

Module
IMS_CC_RegisterTestSteps_NAPP

Reason for change
UEs may send  an Supported header when De-Registering

Summary of change
supported Header field made optional for De-Register

Label
L#0017

[image: image25.png]template REGISTER Request wr_DeRegister

modifies mb_Register i= (

requestline
nsgHeader
route

¢
p_Route ifpresent,

fromField
toField
contact

»_From,

p_Contace,

e Expires

Tequire
proxyRequire
cseq
callld
securityClient
securityverify
authorization

Hr_Requirebet,

maxForvards

pAccessNetvorkInfo
contentLength

0

hr_Viabef (p_Transport, p_UE_IPAArOrFQDN,

h_Cseqpet (p_CseqValue,
h_Callld(p_Callld),
2,7// Bsic RSsDT0ZEL sick,
p_Secverifyheader,
= p_Ruthorization,
h_MaxForvardsbes
p_Phccessietuorkinto,
B_Contentlengthbet (p_Length)

SipUrl p_SipUrl,

template Route p_Route,

template charstring p_Transport,

template charstring p_UE_IPAQArOrFQDN,
template integer p_Port,

template From p_From,

template integer p_CseqValue,

template charstring p_Callld,

SipUrl p_PublicUserld,

template SecurityVerify p_SecVerifyeader,
template huthorization p_kuthorization,
template PAccessNetworkInfo p_PAccessNetworkInfo,
template integer p_Length,

template Contact p_Contact,

template Expires p_Expires)

©t_reqlineSip( REGISTER_E, p_SipUrl |,

p_pore),

t= hr_ToDet (p_PublicUserId),

hr_ProxyRequireDet,

"REGISTER") ,

Parameters to be check outside

(11..2551),




4.17 ts_Register_EarlyIMSSecurity
Test step name
ts_Register_EarlyIMSSecurity

Module
IMS_CC_EarlyIMSTestCases

Reason for change
Change already agreed in CR R5s070489 section 4.5

Summary of change
re-introduced

Label
L#0018

[image: image26.png]7"
is

is

7"
is

Rel-7 specific, Bsic RS-073440 sich

(pe_HTST)

ts_CheckContactParans (gv_REGISTER_Reguest.msgHeader .contact .contactBody. contact Addresses (0] . contac
t_FeatureParamInContactParans) ;

(pc_GRUTSTRSTR) (

ts_CheckContactParams (gv_REGISTER Request.msgHeader.contact.contactBody.contactAddresses(0] .contac
t_CPInstanceInContactParams):

Sigcomp UL related functiomality
(ispresent (va_Request.sigCompInfo))
// Message received is sig compressed hence feed back compartment ID

sigComp.send (c_RevdCompartmentId {gv_REGISTER_Request.nusgHeader.callld.callid)):

Port us NoSec := ts GetUnprotectedPort

77

s

Send 200 OK to REGISTER

. SendResponse ( a_Response (omit, v_SSPortInfo, ws_200RegisterDef [gv_REGISTER Request.msgHeader.via,




4.18 ts_Build_DHCPAck

Test step name
ts_Build_DHCPAck

Module
IMS_CC_DHCP_DNS_Steps

Reason for change
Variable if P-CSCF is returned resolved or not needs to be initialized correctly

Summary of change
v_P_CSCFAddress_Resolved initialized with false

Label
L#0020

[image: image27.png]function ts_Build DHCPAck ( in DHCPMessage v4 v_DHCPInform,
out DHCPMessage_v4 v_DHCPAck,
inout hoolean v_P_CSCFiddress Resolved)

var integer i := 0;
var DHCPv4_ParameterRequestlist v_parsmeterRequestlist;

var boolean v_isPresent_parameterRequestlist := false;

if (ispresent (v_DHCPInform.options.parameterRequestlist]) (
v_paremeterRequestlist := v_DHCPInform.options.parameterRequestList.o;
v_isPresent_parameterRequestList

true;

// Build the DHCP CK message t.b.d.
w_DHCPAck.op := DHCPv4_OPCODE_BOOTREPLY_E;
v_DHCPAck.htype = 'O0:
/7 t.b.d. Hardware Type, RFC 1700 Serial Line
v_DHCPAck.hlen := 0; // t.b.d Hardvare length 2
v DHCPAck.xid := v_DHCPInform.xi
v DHCPAck.secs 1=
v DHCPAck. flags
v DHCPAck. ciaddr
v_DHCPACK. yiaddr
v DHCPAck. siaddr
v DHCPAck. chaddr
v DHCPAck.
DHCPACK.

v_DHCPInform.flags:
7D0000000' 0; // t.b.d (inconsistency with default valt
o_IPvakadrzoctetstring (px_UE_IPAddr) ;
o_IPv4kddrzOctetstring (px_DHCPServer_IPAddr):
v_DHCPInforn. chaddr ;

omit; // 2

€ /)2

G 77 iaded by Hellen

100000000' 0; // hdded by Hellen

v DHCPACK.
v DHCPAck.





4.19 ts_Build_DHCPReply

Test step name
ts_Build_DHCPReply

Module
IMS_CC_DHCP_DNS_Steps

Reason for change
DHCP Request options were not handles correct. Furthermore client identifiers, server identifiers and length fields were not set correctly. 

Additionally it was implemented that either P-CSCF FQDN or IP addr is returned.

Summary of change
Corrections implemented (see attached files)

Label
L#0021

[image: image28.png]function ts_Build DHCPReply ( in DHCPMessage_v6 v_DHCPInformation Request,
out DHCPMessage_v6 v_DHCPReply,
inout hoolean v_P_CSCFiddress Resolved)

var integer i := 0;

var boolean SIP Dowain Names List Demand := false; //LH0021

// Build the DHCP Reply message (RFC 3315 clause 18.2)

v_DHCPReply.;sgType := DHCPve_NsgType_REPLY_E;
7 DHCPReply.transsctionld := v DHCPInformation Request.transactionld;
_P_CSCFAddress_Resolved := false; //LHO0DZ1

// 1dd Client Identifier and Server Identifier options (RFC 3315 clause 18.2)
if (ispresent (v DRCPInformation Request.options.clientldentifier )] //LFO0ZL
¢

v_DHCPReply.options.clientldentifier := (
code := DHCPv6Options_CODE_CLIENTID_E,
//_Copy values from Information Reguest

HCF Informat ion Request.options.client[AentiZier. len, //LAO0ZL

¥ DHCPInformation Reguest.options.clientldentifier.duid //L#0021

v_DHCPReply.options.serverldentifier := (
©code := DHCPv6Options_CODE_SERVERID_E,
len := 16,

10002'0 ¢ '000DDOD1'O & '00112233445566778899'0  //L#0D21





[image: image29.png]// For each requested option, include the appropriate responses

if (ispresent (v_DHCPInformation Regquest.options.optionRequest)] {

v_DHCPInformation_Request.options.optionRequest;
P

v_requestedOptions
for [ i:= 0; i < sizeof ( v_requestedOptions.requestedCodes |; i
¢

ObE_511

SERVER

}_//LAo0zL

DHCPvEOptions,

equestedopt ions . requestedcades (1]

v_DHCPReply.options.sipServersiilist
DHCPv6Options CODE_SIP_SERVER D_E,

¢

code

sipServersDomainNanel ist P_CSCF_DomainMame) //L#0021

STP_Dowain Nemes List Demand := true; //L§0021

)
if (v_requestedOptions.requestedCodes[i]

[

DHCPv6Options_CODE_SIP_SERVER_A_E)

v_DHCPReply.options.sipServersilist

=
DHCPv6Options CODE_SIP_SERVER A E,

code
len := 16,
addressList := (o_IPveiddrzOctetstring(px P_CSCF_IPAddr))

i
v_P_CSCFiddress_Resolved

true; // Infornm that the UE gets the resolved P-CSCF address

Tf | v_requestedOptions.requesteacodss(i] -- DACPVEOpTions_CODE_DOMAIN_LISTE ) //LF00Z
«
v_DHCPReply. options . domainSearchlist
<
code := DHCPv6Options_CODE_DONATN_LIST_E,
len := CODEC_IELength,
searchlist := (px_DNS_Domainliame)

If (917 _Dowain Newes List_Dewand]  //LAO0ZL
[

v_DHCPReply.options.sipServersilist := omit; //either send FQDN or IP
v_P_CSCFAddress_Resolved := false;





4.20 DNS_ServerSimulation

Test step name
DNS_ServerSimulation

Module
IMS_CC_DHCP_DNS_Steps

Reason for change
DNS Simulation reponds with a DNS Error message to DNS A queries if running an Ipv6 scenario  

Summary of change
Corrections implemented (see attached files)

Label
L#0022

[image: image30.png]function DNS_ServerSimulation ( ) rums on DNSServerSimulation
f
var DNSMessage v_DNS_NAPTR Query, v_DNS_SRV_Query, v_DNS_A Query, v_DNS_RARA Query:

// The UE may send a NAPTR Query, a SRV Query and A Query or an ARAE Query
att ¢

{1 dnsServer.receive (mr_DNS_NAPTR Query ( 2 | ) -> value v_DNS_NAPTR Query
[
var DNSMessage v_DNS_NAPTR_Response;
setverdict ( pass ):
ts_Build DNS_NAPTR Response ( v_DNS_NAPTR_Query, v_DNS_NAPTR Response);
dnsServer.send ( v_DNS_NAPTR_Response ) :
repeat;
)
{1 dnsServer.receive (mr_DNS_SRV_Query ( ? ) | -> value v_DNS_SRV_Query
[
var DNSMessage v_DNS_SRV_Response;
setverdict ( pass ):
ts_Build DNS_SRV_Response ( v_DNS_SRV_Query, v_DNS_SRV_Response);
dnsServer.send ( v_DNS_SRV_Response |7
repeat;
)
{1 dnsServer.receive (mr_DN3_:
[
var DNSMessage v_DNS_A Respomse;

_Query | px_P_CSCF_DomainName ) | -> value v_DNS_A_Query

if (o_isIPvEAddr (px_P_CSCF_IPAddr])
[

ts_Build DNS_A Response_ErrNotlmplemented (v_DNS_A Query,// L0022
v_DNS_4_Response) ;

)
else
¢

ts_Build DNS_A Response | v_DNS_A Query, v_DNS_A Response);

GnsServer.send | v_DNS_A_Response 17
repeat;
3




4.21 ts_Build_DNS_A_Response_ErrNotImplemented

Test step name
DNS_ServerSimulation

Module
IMS_CC_DHCP_DNS_Steps

Reason for change
 A new function is needed to generate a DNS Error message (code ‘Not implemented’) to be used in the case we are in a IPv6 scenario and the UE sends a DNS A query for an IPv4 address.   

Summary of change
New function coded 

Label
L#0023

[image: image31.png]//Description: Build a DNS A Response message indicating an error based on the

/DN & Query message received
function ts_Build DNS_i Response_ErrNotImplemented ( // L0023
in DNSHessage v_DNS_A_Query,
out DNSMessage v_DNS_A_Response) (
var DNS_Header v_header;

// Preapre the DNS Header
v_header.id := v_DNS_i_Query.dnsHeader.id:
v_header.qr = '1'B;

v_header.opcode 1= v_DNS_A_Query.dnsHeader .opcode;
v _header. 1B

v_header.te := '0'B;

v _header. v_DNS_A_Query. dnsHeader .x

v _header. [T

v_header.z := '000'B;
v _header.rcode := DNSRCODE_NotImplemented E:
v_header .qdcount := v_DNS_A_Query.dnsHeader .gdcount;
v_header .ancount := 0;

v_header .nscount := 0;

v_header .arcount := 0;

v_DNS__Response.dnsHeader := v_header;
v_DNS_b_Response.questions := v_DNS_ Query.questions; // t.b.d

// Link to answer field of the main message
v_DNS__Response.ansver := omit;
v_DNS_4_Response.authority := omit;
v_DNS_3_Response.additional := omit;

}// ts_Build_DNS_k_Response_ErrlotTuplemented





4.22 Ts_DefaultDNSDef

Test step name
Ts_DefaultDNSDef

Module
IMS_CC_DHCP_DNS_Steps, 

Reason for change
Different UEs may send DNS A or DNS AAAA queries  or other DNS queries which are not expected by the test sript

Summary of change
New default handler implemented to be used as needed (e.g. test case 7.2). Additional the two global variables gv_DNS_AAAA_Query and gv_DNS_A_Query were added to the IMSComponent

Label
L#0024

[image: image32.png]roup DHSDefault
¢

// Default handler for unexpected DNS & or DNS ARAA queries
altstep ts_DefaultDNsDer() runs on INSCompoment // L#0024
¢
[] ansServer.receive (m_DNS_AAAA Query ( 2 ) | -> value gv_DNS_RARA Query
[
var DNSMessage v_DNS_AkAk Response;
setverdict ( pass ):
if (o_isIPvEAAQr (px_P_CSCF_IPAAr] ) (
Ts_Build DNS_ikAA Response | gv_DNS_AARA Query,
Ppx_P_CSCF_IPhddr, px_P_CSCF_DomainNeme,
v_DNE_ALR_Response 7
Jelset
ts_Build DNS_AkiA Response NoSuchName (gv_DNS_AARA Query,
w_DNS_AhLM_Response] ;
)
dnsServer.send ( v_DNS_dkki Response )

repeat;
)

{1 ansServer.receive (mc_DNS_A Query [ ? ) ) -> value gv_DNS_k_Query
[
var DNSMessage v_DNS_A Respomse;

setverdict ( pass ):
if (o_isTPV6AAdr (px_P_CSCF_IPAddr)] {

Te_Build DNS_i Response_ErrNotImplemented(gv_DNS_A Query, v_DNS_i Response):
relse(

ts_Build DNS_k_Response (gv_DNS_A_Query, v_DNS_A Response] ;
)
dnsServer . send (v_DNS_

_Response)

repeat;
)

y /7 growp





[image: image33.png]type component INSComponent {
// general varisbles

var SPI gv_Spi_uc:=0;
var SPI gv_Spi_us:
var SPI

var SPI )
var integer gv_Port_uc:=0, gv_Port_us:
var integer gv_Port_us_NoSec:=0;

var IntAlgo gv_IntAlgo_Def := px_IPSechlgorithm;

var Ciphilgo gv_Ciphilgo_Def := px_CiphAlgo_Def;

var Bitds gv iuths 1 000000000000000000000000000000000000000000000000

var charstring gv_Nonce




4.23 ts_Build_DNS_SRV_Response, ts_Build_DNS_A_Response 

Test step name
ts_Build_DNS_SRV_Response, ts_Build_DNS_A_Response

Module
IMS_CC_DHCP_DNS_Steps

Reason for change
DNS responses have to contain the P-CSCF domain name and not the DNS domain name.

Summary of change
In ts_Build_DNS_SRV_Response and ts_Build_DNS_A_Response the PIXIT px_DNS_DomainName was replaced by px_P_CSCF_DomainName

Label
L#0025

[image: image34.png]v_neader; //8sic Rss070101 sict]
v oNS_SFV_Query.questions; // t.b.d

v_DNS_SRV_Response. dnsHeader
v_DNS_SRV_Response. questions

// Build the reponse SRV RR
ZESK:
V_SIVER i= { 10, 10, px_Port_ps_NoSec, px_P_CSCF_DomainName }; // Bsic RSs070261 sich

// Build the RR (RFC 1035 / 4.1.3)
if { ispresent [ v_DNS_SRV_Query.questions ) ) (

var DNS_Question v_gi := v_DNS_SRV_Query.questions(0];
v_ogi-quame; // Use same FQDN in response

)
else (





[image: image35.png]v_DNS_b_Response . dnsHeader
v_DNS__Response. questions

v_neader;
V_DNS__Query.questions; // t.b.d

// Build the reponse A RR (RFC 1035 )
v_aRR.ipveaddr i= o IPvilddrzOctetstring [ px_P_CSCF_IPAddr ):

// Build the
v rr.rreype
v_rr.class := DNSCLASS_IN_E;
v_rr.tel := 300; // seconds t.b.d
v_rr.rdlength := 4;

v_rr.rdata.a := v_aRR;





4.24 ts_Build_DNS_AAAA_Response 

Test step name
ts_Build_DNS_AAAA_Response

Module
IMS_CC_DHCP_DNS_Steps

Reason for change
DNS response type and one length field were set incorrectly

Summary of change
In ts_Build_DNS_AAAA_Response the fields rrtype and rdlength were corrected

Label
L#0026

[image: image36.png]v_DNS_AAAA_Response.dnsHeader

i= v_header; //Bsic RSSO70101 sick
_DNS_MARA_Response.questions

v_DNS_BARA_Query.questions; // t.b.d

// Build the reponse AAAL RR (RFC 3595 )
v_asasRR.ipvéaddr := o IPv6AddrzOctetstring ( p_P_CSCF_IPAddr ):

// t.b.d. Check that the Dowain Newe sent in the Query is the same as p_P_CSCF_Domainlame
// Build the RR (RFC 1035 / 4.1.3)

v rr.name := p P CSCF Domaimlame
DNSTYPE AkAR E: // LH00Z9)

V_rr.class i DNSCLASS_IN_E;

v_rr.tel := 300; // seconds t.b.d

v_rr.rdata.asaa i= v_aaaaRR;
//DNS BR > rdlength wust set; here length of an IPv6 address (16 Bytes)

T.rdlength = 16; //LAD0Z6

// Link to answer field of the main message
v_DNS_BARA_Response.ansver := (v_rr);
v_DNS_AARA_Response.authority := v_DNS_ARAA_Response.ansver; // t.b.d
v_DNS_AARA_Response.additional := omit; // t.b.d.

} // Ts_Build DNS_LARL Response





4.25 Contact Header template
Test step name
mr_RegisterEarlySec, mr_SubscribeDef

Module
IMS_CC_EarlyIMSTemplates, IMS_CC_Templates

Reason for change
Expires parameter is not mandatory in Contactheader (see agreed CR R5s070261 section 4.5)

Summary of change
Replaced template hr_ContactAddrExpires with hr_ContactAddr

Label
L#0027

[image: image37.png]template REGISTER Request mr_RegisterEarlySec ( SipUrl p_SipUrl,
template Route p_Route,
template charstring p_Transport,
template charstring p_UE_IPAdrOrFQDN,
template integer p_Port,
Siplrl p_PublicUserld,
Siplrl p_Contactlrl,
template charstring p_ContactExpires,
template integer p_Caeavalue,
template charstring p_Callld,
template integer p_Length,
charstring p_Tag) // Bsic RS-073440 sicl

modifies mb_Register i= (
requestlLine := t_reqlineSip( REGISTERE, p_SipUrl),
msgHeader :=
route := p_Route ifpresent,
via i= hr_Viabef (p_Transport, p_UE_IPAAGrOIFGDN, p_Port),
authorization := omit,
fromField := hr_FromUithinyTag(p_PublicliserTd},
toField := he Tobef(p PublicUserld
contact
expires g
supported := h SupportedTag (p_Tag), // @sic RS-07340 sicl

cSieq = h_Cseabet (p_Coeavalue, "REGISTER"),
callld i= h Callla(p Calllal,

waxForvards i= h_MaxForvardsDef [(1..258)), //sich RSs070283 sich
contentlength = h_ContentLengthDet (p_Length)





[image: image38.png]template SUBSCRIEE_Reques

modifies xh_Subscribe
requestline := t_

nsgHeader
route

¢
hr_R
via t= hr_vial
fromField

© wr_SubscribeDef ( SipUrl p_SipUri,
charstring p_Pesct,
charstring p_Scsct,
integer p_ServerPort,
template charstring p_Transport,
charstring p_UE_IPRAATOrFQDN,

SipUrl p_Contactirl, //L#00Z7

empTate charstring 7_EXpires,
template Securityverify p_SecVerifyHeader,
template charstring p_Callld,

template charstring p_AccessType,

template charstring p_Cellld)

¢
reqlinesip| SUBSCRIBE_E, p_Siplri ),

cuteSupsDef (p_Pesct, p_ServerPort, p_Scscf),
Def (p_Transport, p_UE_IPAddrOCFQDN, p_UEPort),
hr_FromiithinyTag(p_SipUri],

EFIreS
securityverif:
require := hr,
proxyRequire
cSeq := h_Cse
callld i= h C
maxForwards

pAccessNetuor]
accept := h_k
event := h_Evi
contentLength

wpiTes G
y 1= p_SecVerifyeader,
_Requiredet,
hr_ProxyRequireDet,
qDef(?, "SUBSCRIBE"),

allld{p_callld),
h_MaxForvardsbet ((1..255)),
KInfo := hr_PhccessNetworkInfobef (p_AccessType, p_Cellld),
ceeptDef ("application/reginfosxnl”] ifpresent,
entDet ("reg”),
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