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9.2.1.11
Integrity Protection Information

This element contains the integrity protection information (key and permitted algorithms).
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Information
	
	
	
	

	>Permitted Integrity Protection Algorithms
	
	
	
	

	>>Integrity Protection Algorithm
	M
	1 to 16
	INTEGER ( standard UIA1 (0), standard UIA2 (1) )
	Value range is 0 to 15. Only two values used.

	>Integrity Protection Key
	M
	
	BIT STRING (128)
	


9.2.1.12
Encryption Information

This element contains the user data encryption information (key and permitted algorithms) used to control any encryption equipment at the RNC.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Encryption Information
	
	
	
	

	>Permitted Encryption Algorithms
	
	
	
	

	>>Encryption Algorithm
	M
	1 to 16
	INTEGER (no encryption (0), standard UEA1 (1), standard UEA 2 (2) )
	Value range is 0 to 15. Only three values used.

	>Encryption Key
	M
	
	Bit string (128)
	


9.2.1.13
Chosen Integrity Protection Algorithm

This element indicates the integrity protection algorithm being used by the RNC.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Chosen Integrity Protection Algorithm
	M
	
	INTEGER ( standard UIA1 (0), standard UIA2 (1), no value (15))
	Value range is 0 to 15. Only two values used over Iu interface.
The value "no value" shall only be used in case of RANAP signalling over MAP/E [23].


9.2.1.14
Chosen Encryption Algorithm

This element indicates the encryption algorithm being used by the RNC.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Chosen Encryption Algorithm
	M
	
	INTEGER (no encryption (0), standard UEA1 (1), standard UEA 2 (2)  )
	Value range is 0 to 15. Only three values used.


*****************************************NEXT CHANGE*****************************************
9.3.4
Information Element Definitions

-- **************************************************************

--

EncryptionAlgorithm::= INTEGER { no-encryption (0), standard-UMTS-encryption-algorith-UEA1 (1),  standard-UMTS-encryption-algorithm-UEA2 (2)} (0..15)

EncryptionInformation ::= SEQUENCE {


permittedAlgorithms

PermittedEncryptionAlgorithms,


key



EncryptionKey,


iE-Extensions


ProtocolExtensionContainer { {EncryptionInformation-ExtIEs} } OPTIONAL

}
**************************************************************************************************

IntegrityProtectionAlgorithm::= INTEGER { 


standard-UMTS-integrity-algorithm-UIA1 (0), standard-UMTS-integrity-algorithm-UIA2 (1), 

no-value (15)
} (0..15)
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