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____________________________________________________________________________________

Introduction

During the course of the SAE and LTE studies in both SA and RAN WGs it has become apparent that the placement of security-related functions in the evolved architecture is of key importance. In fact, the issue seems to span beyond security aspects, as many other functions have inter-dependencies with security.

This situation has rightly led 3GPP to address this topic in a joint RAN2/RAN3/SA3 meeting that is scheduled for the 2nd week of January.

For efficient further progress of SAE/LTE, it is important that decisions are made as to where the security functions are located. The proposal section of this contribution addresses how this decision can be made in a timely yet thoroughly considered manner.

Proposal

As the location of the security functions has a considerable impact to the overall architecture of the evolved system, it is important to address the tradeoffs between overall architecture aspects and security-specific functionality before making the final decision. It is also important that all WGs that are responsible for the SAE/LTE work will have the opportunity to contribute to the final decision. In this decision, the security functions are understood as the means to secure, and charge for, the use of operator provided services in the evolved system.
Looking at the 3GPP meeting calendar, this could be achieved in the following manner:

1a. The joint RAN2-3/SA3 meeting discusses and provides as an output a comparison of the two main solution alternatives that address the SAE/LTE security targets and threats at acceptable level:

- Evolved RAN terminates security functions;

- Evolved Core terminates security functions.

This analysis should consider the following non-exclusive list of factors:

- The complexity of implementing the RAN functionality, including security functions, in the SAE/LTE system

- The impacts to scalability and performance during the deployment and lifetime of the SAE/LTE system

- The probability and severity of security threat consequences 

1b. The joint RAN2-3/SA3 meeting should also clarify whether the SAE/LTE security targets are the same as the UTRAN/GERAN security targets, or are some changes required to those targets (e.g., increasing the privacy of the end user identity, addressing the security for IMS services on the RAN level, etc.). The analysis should clarify the level of security for each of the targets that is acceptable in view of the risks as evaluated in the threat consequences.

2. SA2#50 takes the input and makes the final decision from overall architecture design perspective.
