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LAST MODIFIED SECTION

A.2
Profile of IKEv2

IKEv2, as specified in [32], contains a number of options, where some are not needed for the purposes of this specification and others are required. IKEv2 is therefore profiled in this section. When IKEv2 is used in the context of this specification the profile specified in this section shall be supported. The profile is aligned with 3GPP WLAN Interworking, Scenario 3 as defined in 3GPP TS 33.234 [9].

Access to GAN services follows a VPN-like approach. In [34] can be found a set of recommendations of IKEv2 profiles, suitable for VPN-like solutions. On the other hand, [33] sets rules and recommendations for individual algorithms support. Following recommendation from both papers, the below three profiles shall be supported by the MS and GANC-SEGW - GANC-SGW shall support all three profiles, while the MS shall support at least one of the three profiles in order of preference stated below:

· First cryptographic suite:

-
Confidentiality: AES with fixed key length in CBC mode. The key length is set to 128 bits (also known as ENCR_AES_CBC) per RFC 3602 [22].

-
Pseudo-random function: HMAC‑SHA1 (also known as PRF_HMAC_SHA1) per RFC 2104 [23].

-
Integrity: HMAC-SHA1-96 (also known as AUTH_HMAC_SHA1_96) per RFC 2404 [25].

-
Diffie-Hellman group 2 (1024-bit MODP) per RFC 2409 [42].

· Second cryptographic suite:

-
Confidentiality: 3DES in CBC mode (also known as ENCR_3DES) per RFC 2451 [21].

-
Pseudo-random function: HMAC‑SHA1 (also known as PRF_HMAC_SHA1) per RFC 2104 [23].

-
Integrity: HMAC-SHA1-96 (also known as AUTH_HMAC_SHA1_96) per RFC 2404 [25].

-
Diffie-Hellman group 2 (1024-bit MODP) per RFC 2409 [42].

· Third cryptographic suite:

-
Confidentiality: AES with fixed key length in CBC mode. The key length is set to 128 bits (also known as ENCR_AES_CBC) per RFC 3602 [22].

-
Pseudo-random function: AES-XCBC-PRF-128 (also known as PRF_AES128_XCBC) per RFC 4434 [28].

-
Integrity: AES-XCBC-MAC-96 (also known as AUTH_AES_PRF_128) per RFC 3566 [27].

-
Diffie-Hellman group 2 (1024-bit MODP) per RFC 2409 [42].
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