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Ciphering during PS Handover

Ciphering in GPRS

Figure 1, which is an extract from 44.064, illustrates the ciphering method in GPRS. From several Input Parameters (Kc, Input Offset Value, LLC frame number Overflow Counter, Direction) an Output is calculated which is used to cipher the unciphered LLC frame.


[image: image1.wmf] 

Ciphering

 

Algorithm

 

Kc

 

Input

 

Output

 

Direction

 

Unciphered

 

Frame

 

Deciphered

 

Frame

 

Ciphered Frame

 

MS or SGSN

 

SGSN or MS

 

Ciphering

 

Algorithm

 

Kc

 

Input

 

Output

 

Direction

 


Figure 1 Ciphering in GPRS

These Input parameters are: 

Kc: Cipher Key, calculated during authentication in the MS while the SGSN receives that key from the HLR (either direct or via the old SGSN during Handover). 

Input: This parameter is calculated from various parameters:
IOV-UI/IOV-I (assigned by the SGSN), Currently the Input Offset values are assigned during the XID negotiation
LFN LLC frame number [(N(S) or N(U)]
OC (overflow counter): incremented by 512 when corresponding LFN rolls over.

Direction: ‘0’ for uplink, ‘1’ for downlink 

Ciphering Algorithm: Currently there are up to 8 algorithm possible (no ciphering, GEA/1..GEA/7). The algorithm is determined by the SGSN considering the MS capabilities and the capabilities of the SGSN and the selected algorithm is sent to the MS in the Authentication and Ciphering Command.

Ciphering and Integrity Protection in UMTS

Figure 2 illustrates the ciphering method in UTRAN. From several Input Parameters (CK, COUNT-C, BEARER, Direction, LENGTH) an Output is calculated which is used to cipher and de-cipher a block. 
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Figure 2 Ciphering of user and signalling data transmitted over the radio access link

CK: UMTS ciphering key which is calculated during authentication.

COUNT-C: At the beginning of a connection this parameter is initialised with the START value. START is stored on the USIM and is sent to the RNC during RRC connection establishment. There is one START value for each domain. 

BEARER: That is the Radio Bearer identity.

DIRECTION: Direction of stream

LENGTH: Length of the bits to be encrypted, calculated locally
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Figure 3 Integrity Protection

IK: Integrity Key

COUNT-I: Initialised with START.

MESSAGE: Message itself + Rb identity

FRESH: Random Value generated by the network. That is sent to the UE from the RNC when integrity protection is started by the RNC

Handover to GPRS

As assessed above these parameters are needed: Kc, IOV values, OC and LFN. 

The ciphering key is available in the MS and SGSN because the MS has been authenticated before. These keys will be transferred to the new SGSN during resource allocation procedure in the Forward Relocation Request message (MM Context). If necessary there are procedures defined in the 33.012 to derive the required keys, e.g. the Kc from the IK and CK, in the MS and the SGSN. This is very similar to the current routing area update and those procedures can be reused. 

In the 2G to 2G handover case it is possible that the IOVs are sent from the old SGSN, implicitly assuming that the same value will be reused by the MS and the new SGSN.  However, the IOVs are not available if the old SGSN is 3G and therefore the IOVs needs to be transferred to the MS before ciphered data transfer can started. 

Note: In the current specifications the generation of new IOVs are mandated if the  LLC is Reset (RAU with SGSN change). It can be an optimization to reuse the IOVs from the old SGSN in the new SGSN and the MS.

There is also the need to send the selected ciphering algorithm (by the new SGSN) the MS, at least when the source is UTRAN. The SGSN can select the ciphering algorithm by considering a ciphering algorithm which both, the MS (MS network capability) and SGSN, are capable. 

The OC is set to its initial value when the LLC is reset. When the target BSS performs blind transmission there might be a chance that the MS misses a frame number overflow and uses an incorrect value of this counter
. Due to this it may be required that the BSS only transmits LLC frames blind when it knows that the MS is on the target cell (e.g. after first access).

Handover to UTRAN

The keys CK and IK are available in the CN and the UE or they can be derived from the Kc using the functions defined in 33.012. The authentication and ciphering vectors are received in the Forward Relocation Request (MM Context) message. There is the possibility to send the keys to the RNC whilst resource allocation (Relocation Request). The RNC informs the MS about the selected ciphering algorithm in the Handover to UTRAN Command message.

Integrity protection is not started by handover, but after completed  Handover to UTRAN by the RNC with the Security Mode Command message. This is the same behaviour as today at SRNS relocation.

As mentioned above the COUNT-C and COUNT-I are initialised with the START value. The UE sends the START value(s) to the target RNC in the Handover to UTRAN Complete message.

The BEARER and LENGTH parameter are available locally in the RNC and UE. 

Conclusions:

These parameters may be not present in the target system during handover:

1. IOVs

2. Used GPRS Ciphering algorithm

3. Overflow counter

4. START values

5. Used UMTS Ciphering algorithm

Ad 1 and 2): It is clear that the MS needs the IOVs and the used GPRS ciphering algorithm before ciphering can start.. 

Ad 3): It needs to be studied how an unrecognised (by the MS) LLC frame overflow can be avoided, possibly to start blind transmission only after first access in the target cell. 

Ad 4 and 5): In the current GSM to UTRAN handover there are already mechanism forseen. The used ciphering algorithm is transferred in the Handover to UTRAN Command, the START values are sent in the Handover to UTRAN Complete. 

Proposal:

For the handover to GPRS case it is proposed that the IOVs and used ciphering algorithm is sent to the MS in a transparent container to the MS from the new SGSN and to start ciphering implicitly on the new side during handover if this information is sent to the MS. 

For the Handover from GPRS to UTRAN case RAN2 needs to check whether an update of the 25.331 is necessary or not.

�  E.g. The AMR sends 50 Frames/second. In LLC ADM the N(U) can take a value up to 512. That means every 10.24 seconds the overlow counter is incremented.
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