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Agenda Item 5.4.3

____________________________________________________________________________

Summary of SA3 #32 discussion concerning the use of 

Kc for U-TDOA

At GERAN #18 in Reykjavik a LS to SA3 (GP-040561, attached) was generated requesting SA3’s recommendation for the protection of Kc during the transfer of the encryption key from the SMLC to the LMUs for the U-TDOA location process.

At SA3 #32 in Edinburgh, Scotland Andrew Corporation and TruePosition made a brief presentation (S3-040146, attached) that summarized the history of the Kc for U-TDOA and requesting SA3 to respond to GERAN’s LS.

SA3 generated a LS to GERAN (S3-040152, attached) indicating:

2.1 Protection of Kc during transport

The Kc must be encrypted during the transport from the SMLC to all LMUs. The SMLC and LMUs must be mutually authenticated. These requirements can be met using, as a minimum, a security mechanism such as the Zb interface of NDS/IP (TS 33.210) or TLS (RFC 2246).

2.2 Physical protection of Kc

The LMU installation must meet, as a minimum, the same physical security requirements as a BTS installation.

This information has been integrated into TS 43.059 in CR G2-040187 in paragraph 9.5.1.2, item 3:

The U-TDOA Response message shall also contain the encryption key (Kc) if encryption is used and the version of the applied A5 encryption algorithm (A5/x).  The Kc shall be encrypted during transport from the SMLC to the LMUs. The SMLC and LMUs shall also be mutually authenticated.  These requirements shall be met using a security mechanism such as the Zb interface of NDS/IP (TS 33.210) or TLS (RFC 2246).  The LMU installation shall meet the same physical security requirements as a BTS installation.  For locations on channels that are not encrypted, the algorithm identifier will show the same. 

The SA3 wishes to endorse the specification modification and has agreed to do so via e-mail review on the SA reflector as stated in the meeting report, section 5.1, included below:

TD S3‑040116: LS from TSG GERAN: Protection of Kc in the Uplink TDOA location method. This was introduced by TruePosition. TSG GERAN requested SA WG3s recommendation for the protection of Kc during the transfer of the encryption key from the SMLC to the LMUs during the U-TDOA location process.

TD S3‑040146 Kc security for the U-TDOA LCS method. This was presented by TruePosition. It was decided that the related information in TD S3‑040116 (and the attachments) should be considered overnight and an LS provided to TSG GERAN on the TDOA Key protection issue. The response LS was provided in TD S3‑040145 which was reviewed and revised in TD S3‑040152 which was approved.

Due to the timing of GERAN meetings and SA WG3 meetings it was agreed that the GERAN CRs would be sent to the e-mail list after the March GERAN WG2 meeting, for endorsement by 9 April 2004. 
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