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Overall description: 

SA3 would like to thank T3 for their response LS on ‘Status of VGCS work in SA3’ in Tdoc T3-040125 (S3-040173). 

SA3 have discussed the T3 questions and can provide following answers:

1/ Is there an SA3 specification that will provide an external description of the algorithm to run in the UICC for derivation of the short-term VGCS key that we could refer to, or is there an assigned name that T3 could use in its specification to refer to this algorithm?

Answer: SA3 may ask ETSI SAGE to select or specify an algorithm to derive the short term VGCS key. ETSI SAGE has not been asked yet as certain parameters lengths have still to be confirmed by GERAN2.

2/ Can SA3 confirm the length of the keys (current understanding is 128 bits) and of the random number (32 bits?) to be used in the VGCS context?

Answer: The 128 bit-length of the VGCS keys (the VGCS group key on the UICC and the short term key that leaves the UICC) can be confirmed. To determine the length of the random number, SA3 is awaiting the  analysis results of GERAN 2. Initial GERAN2 analysis indicates certain radio interface impacts to accommodate a 32-bit RAND. SA3 does expect that the RAND will not be longer than 64-bit. 

3/ The T3 specification today provides storage for up to 50 VGCS groups that the user may be subscribed to. Can SA3 indicate whether there is any intended relationship between the VGCS Group key identifiers and the VGCS groups that a user is subscribed to?  I.e. is it 15 keys for each of the up to 50 groups?

Answer: The voice group keys are voice group specific, i.e. different voice groups will have different sets of group keys. SA3 can confirm that there is no need anymore to store 15 VGCS-keys per VGCS group. Two keys per VGCS group shall be stored.

4/ Can SA3 confirm that the Group keys should preferably be updatable by OTA, while the UICC does not need to provide storage for the derived short-term keys?

Answer: SA3 can confirm that there is not need to store the short-term keys on the UICC. The current SA3 working assumption is that the use of OTA for updating the VGCS group keys is optional.

SA3 would be happy that T3 already starts the analysis based on the above provided information. SA3 will inform T3 of the decisions that will be made at SA3#33.

SA3 would also like to inform T3 that SA3#32 did decide to store the Algorithm Identifier for ciphering VGCS calls on the UICC (solution 1 of the attachment).

ACTION:

3GPP SA3 kindly asks T3 to take into account the above provided answers.

Date of Next SA3 Meetings:

SA3#33
10 - 14 May 2004
Beijing

SA3#34
5 – 9 July 2004
Tbd, NA Friends of 3GPP

SA3#35
4 – 8 October 2004
tbd

