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Proposal for security section of MBMS TR

The following text is proposed to capture the initial status of the MBMS security discussions ongoing in TSG SA3 and TSG RAN2.

The decisions made at SA3#27 from 25th – 28th Feb 2003 in Sophia Antipolis are captured in this CR.

Two possible formats for this information are proposed, either in a main section or in an annex (to be removed once there is shown to be no MBMS-specific security impact/requirements in GERAN).

7.
Security for MBMS

Note: 
The status of the security requirements that affect GERAN should be captured in this section. TSG SA3 is responsible for clarifying MBMS Security requirements. 

7.1
Security requirements

MBMS multicast data ciphering shall not rely on the ciphering mechanism provided by GERAN. Ciphering shall be performed at application level.

Other MBMS security requirements for GERAN are FFS.

7.2 MBMS data protection

7.2.1
Ciphering

Ciphering is performed on the user plane data and provides confidentiality/integrity of data and re-keying. Ciphering for MBMS multicast data shall be done between the BM-SC and the UE at application level and may use the following protocols:

-
SRTP (secure real time transport protocol)  

-
IPsec in user plane

7.2.2
Open Issues

It shall be investigated whether it is feasible to selectively turn off the ciphering provided by GERAN (in BSS for Iu mode, in SGSN for A/Gb mode) for the transmission of MBMS multicast data.
Or

Annex A Requirements and Recommendations

Note: 
It is proposed that the MBMS requirements are captured here during the drafting of the stage 2 description. These requirements should reflect the latest version of TR 25.992 “MBMS UTRAN/GERAN Requirements”.

A.1
General 

A.2
Security

A.2.1
Requirements

MBMS multicast data ciphering shall not rely on the ciphering mechanism provided by GERAN. Ciphering shall be performed at application level.

Other MBMS security requirements for GERAN are FFS.

A.2.2
Recommendations

It shall be investigated whether it is feasible to selectively turn off the ciphering provided by GERAN (in BSS for Iu mode, in SGSN for A/Gb mode) for the transmission of MBMS multicast data.
