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7.8
RRC Connection mobility procedures

7.8.1.4
Reception of an CELL UPDATE/GRA UPDATE message by the GERAN

When the GERAN receives a CELL UPDATE/GRA UPDATE message, it may either:

1>
in case the procedure was triggered by reception of a CELL UPDATE:

2>
if SBSS relocation was performed:

3>
transmit a CELL UPDATE CONFIRM message on the downlink SRB2.
2>
otherwise:
3>
update the START value for each CN domain as maintained in GERAN sub-clause 7.18 with "START" in the IE "START List" for the CN domain as indicated by "CN Domain Identity" IE in the IE "START List";

3>
if this procedure was triggered while the MS was not in RRC-Cell_Dedicated state, then for each CN domain as indicated by "CN domain identity" in the IE "START List":

4>
set the 20 MSB of the MAC HFN with the corresponding START value in the IE "START List";

4>
set the remaining LSB of the MAC HFN to zero;
3>
transmit a CELL UPDATE CONFIRM message on the SRB2;

2>
if the CELL UPDATE message was sent because of an unrecoverable error in SRB2, SRB3 or SRB4:

3>
initiate an RRC Connection Release procedure as specified in sub-clause 7.5.2 by transmitting an RRC CONNECTION RELEASE message on the downlink SRB2.

1>
in case the procedure was triggered by reception of a GRA UPDATE:

2>
if SBSS relocation was performed:

3>
transmit a GRA UPDATE CONFIRM message on the downlink SRB2;

2>

otherwise:
3>
transmit a GRA UPDATE CONFIRM message to the lower layers for transmission on SRB2 in which case the GERAN should include the IE "GRA Identity" in the GRA UPDATE CONFIRM message in a cell where multiple GRA identifiers are broadcast; or

3>
initiate an RRC Connection Release procedure as specified in sub-clause 7.5.2 by transmitting an RRC CONNECTION RELEASE message on the downlink SRB2. 

7.8.1.5
Reception of the CELL UPDATE CONFIRM/GRA UPDATE CONFIRM message by the MS

When the MS receives a CELL UPDATE CONFIRM/GRA UPDATE CONFIRM message the MS shall:

1>
stop timer T302;

1>
in case of a Cell Update procedure and the CELL UPDATE CONFIRM message:

2>
includes one of the RB information elements (RB Information to Release list, RB Information to Reconfigure list, RB Information to Be Affected list); and/or

2>
includes the IE “DBPSCH Description”; and

2>
if the variable ORDERED_RECONFIGURATION is set to FALSE:

3>
set the variable ORDERED_RECONFIGURATION to TRUE;

1> act upon all received information elements as specified in sub-clause 7.19 unless specified otherwise in the following;

2>
if the CELL UPDATE CONFIRM message includes the field "RLC Re-establish indicator SRB2-4":

3>
re-establish the RLC entities for signalling radio bearer SRB2, signalling radio bearer SRB3 and signalling radio bearer SRB4 (if established);
3>
if the value of the IE "Status" in the variable CIPHERING_STATUS of the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN is set to "Started":

4>
set the HFN component of the respective COUNT-C values for AM RLC entities SRB2, SRB3 and SRB4 (if established) equal to the START value included in the latest transmitted CELL UPDATE message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN.

2>
if the CELL UPDATE CONFIRM message includes the field "RLC re-establish indicator RB5+":

3>
for radio bearers with RB identity larger than 4:

4>
re-establish the AM RLC entities;

4>
if the value of the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN Domain Identity" in the IE "RAB Info" in the variable ESTABLISHED_RABS is set to "Started":

5>
set the HFN component of the respective COUNT-C values for AM RLC entities equal to the START value included in the latest transmitted CELL UPDATE message for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS.

1>
if the CELL UPDATE CONFIRM / GRA UPDATE CONFIRM message contained the IE "Ciphering Mode Info" or contained the IE "Integrity Protection Mode Info":

2>
set the IE “Status” in the variable SECURITY_MODIFICATION for all the CN domains in the variable SECURITY_MODIFICATION to “Affected”;

1>
enter a state according to sub-clause 7.19 applied on the CELL UPDATE CONFIRM / GRA UPDATE CONFIRM message.

If the MS after state transition remains in RRC-Cell_Shared state, it shall

1>
start the timer T305 using its initial value if timer T305 is not running and periodical cell update has been configured by T305 in the IE "MS Timers and Constants in Connected mode" set to any other value than "infinity";

1>
if the CELL UPDATE CONFIRM / GRA UPDATE CONFIRM message contained the IE "GERAN DRX Cycle Length Coefficient":

2>
use the value in the IE "GERAN DRX Cycle Length Coefficient" for calculating Paging occasion as specified in sub-clause 7.19;

If the MS after state transition enters RRC-GRA_PCH state, it shall

1>
start the timer T305 using its initial value if timer T305 is not running and periodical update has been configured by T305 in the IE "MS Timers and Constants in Connected mode" set to any other value than "infinity";

The MS after state transition shall:

1>
if the CELL UPDATE CONFIRM / GRA UPDATE CONFIRM message contained the IE "Ciphering Mode Info":

2>
include and set the IE "Radio Bearer Uplink Ciphering Activation Time Info" in any response message transmitted below to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1>
in case cell reselection interrupted an ongoing cell update procedure and a CELL UPDATE CONFIRM/GRA UPDATE CONFIRM was received with the IE "Downlink counter synchronisation info" present and the response to which was not submitted to the lower layers due to the cell re-selection:

2> include the IE "START list" in the response message transmitted according to sub-clause 7.8.1.6;

2>
if the CELL UPDATE CONFIRM/GRA UPDATE CONFIRM, the response to which was not delivered to the lower layers, due to the cell re-selection, included the IE "RB with PDCP information list":

3> include the IE "RB with PDCP information list" in the response message transmitted according to sub-clause7.8.1.6;1>
in case of a Cell Update procedure:

2>
set the IE "RRC Transaction Identifier" in any response message transmitted below to the value of "RRC transaction identifier" in the entry for the CELL UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS; and

2>
clear that entry.

1>
in case of a GRA Update procedure:

2>
set the IE "RRC Transaction Identifier" in any response message transmitted below to the value of "RRC transaction identifier" in the entry for the GRA UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS; and

2>
clear that entry;

1>
if the variable PDCP_SN_INFO is non-empty:

2>
include the IE "RB with PDCP Information List" in any response message transmitted below and set it to the value of the variable PDCP_SN_INFO;

1>
if the received CELL UPDATE CONFIRM or GRA UPDATE CONFIRM message included the structure "Downlink Counter Synchronisation Info":

2>
set the new uplink and downlink HFN of RB2 to MAX(uplink HFN of SRB2, downlink HFN of SRB2);

2>
increment by one the downlink and uplink HFN values for SRB2;

2>
re-establish SRB2;

2>
calculate the START value according to sub-clause 7.18;

2>
include the calculated START values for each CN domain in the IE "START List" in the structure "Uplink Counter Synchronisation Info" in any response message transmitted below;
2>
if the cell reselection from UTRAN is performed :
3>
set the 20 most significant bits of the uplink and downlink HFN component of COUNT-C of SRB2 to MAX(uplink HFNU, downlink HFNU) where HFNU is the HFN component of COUNT-C of SRB2 in UTRAN;

3>
set the remaining bits of the uplink and downlink HFN component of COUNT-C of SRB2 equal to zero;
3>
calculate the START value according to subclause 7.18;

3> include the calculated START values for each CN domain in the IE "START list" in the GERAN MOBILITY INFORMATION CONFIRM message; 

3>
set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the corresponding UTRAN variable ;
3>
set the variable MS_CAPABILITY_TRANSFERRED equal to the corresponding UTRAN variable ;
3> set the variable ESTABLISHED_RABS equal to the corresponding UTRAN variable ;

3>
set the variable ESTABLISHED_SIGNALLING_CONNECTIONS equal to the corresponding UTRAN variable ;
3>
set IE “Status” for the ciphering status in the the variable SECURITY_MODIFICATION equal to the corresponding UTRAN variable;
3>
set IE “Status” for the integrity protection in the variable INTEGRITY_PROTECTION_INFO equal to the corresponding UTRAN variable;
1>
transmit a response message as specified in sub-clause 7.8.1.6;

1>
if the IE "Integrity Protection Mode Info" was present in the CELL UPDATE CONFIRM or GRA UPDATE CONFIRM message:

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer SRB2 from and including the transmitted response message;

1>
if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE CONFIRM message in case of a cell update procedure:

2>
set the variable ORDERED_RECONFIGURATION to FALSE;

1>
clear the variable PDCP_SN_INFO;

1>
when the response message transmitted per sub-clause 7.8.1.6 to the GERAN has been confirmed by RLC:

2>
if the CELL UPDATE CONFIRM / GRA UPDATE CONFIRM message contained the IE "Ciphering Mode Info":

3>
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

3>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

3>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
if the CELL UPDATE CONFIRM / GRA UPDATE CONFIRM message contained the IE "Integrity Protection Mode Info":

3>
allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

3>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

1>
in case of a Cell Update procedure:

2>
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

1>
in case of a GRA update procedure:

2>
clear the entry for the GRA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

1>
set the variable CELL_UPDATE_STARTED to FALSE;

1>
clear the variable SECURITY_MODIFICATION.

The procedure ends.

7.14
Radio Bearer control procedures

7.14.1.3
Reception of RADIO BEARER SETUP or RADIO BEARER RECONFIGURATION or RADIO BEARER RELEASE message by the MS

If the MS receives the one of the following reconfiguration messages:

-
RADIO BEARER SETUP; or

-
RADIO BEARER RECONFIGURATION; or

-
RADIO BEARER RELEASE; 

it shall:

1>
set the variable ORDERED_RECONFIGURATION to TRUE;

1>
act upon all received information elements as specified in sub-clause 7.18 and 7.19, unless specified in the following and perform the actions below.

The MS may first release the physical channel used at reception of the reconfiguration message (i.e a RADIO BEARER SETUP message, a RADIO BEARER RECONFIGURATION message or a RADIO BEARER RELEASE message). The MS shall:

1>
then stop the RLC operation for the duration of the reconfiguration procedure;

1>
establish a new physical channel and act upon all received information elements as specified in sub-clause 7.19;

1>
enter a state according to sub-clause 7.19;

1>
continue the RLC operation, if applicable.

NOTE:
The RADIO BEARER RECONFIGURATION message always includes the IE "RB Information to Reconfigure". GERAN has to include it even if it does not require the reconfiguration of any RB.

If the MS is in RRC-Cell_Dedicated state upon reception of the reconfiguration message and remains in RRC-Cell_Dedicated state after that, the MS shall:

1>
stop the RLC operation for the duration of the reconfiguration procedure;

1>
set the IE "RRC State Indicator" to "RRC-Cell_Dedicated";

1>
then establish a new physical channel and act upon all received information elements as specified in sub-clause 7.19;

1>
if RADIO BEARER RECONFIGURATION message has been received; and if the IE “DBPSCH Description” is present and:

2>
if the following IEs are present IE “Handover Reference” , IE “Power Command and Access Type”, IE “Cell Description” and IE “Description of the First Channel After Time” , the MS shall:

3>
if the IE “Synchronization Indication” is not present, establish new physical channel using non-synchronized method as specified in sub-clause 7.18.6 and act upon all received information elements and 7.19.

3>
if the IE “Synchronization Indication” is present, establish new physical channel using one of the synchronized methods as specified below:

4>
if IE “Timing Advance”  is present and if the IE “Synchronization Indication” indicates pre-synchronized type of physical channel establishment, the MS shall:

5>
establish new physical channel using the pre-synchronized method as specified in sub-clause 7.18.6 and act upon all received information elements and 7.19.

4>
if IE “Real Time Difference”  is present and if the IE “Synchronization Indication” indicates pseudo-synchronized type of physical channel establishment, the MS shall:

5>
establish new physical channel using the pseudo-synchronized method as specified in sub-clause 7.18.6 and act upon all received information elements and 7.19;

4>
if the IE “Synchronization Indication” is present and if it indicates finely synchronized type of physical channel establishment, the MS shall:

5>
establish new physical channel using the finely synchronized method as specified in sub-clause 7.18.6 and act upon all received information elements and 7.19;

2>
if the following IEs, IE “Handover Reference” , IE “Power Command and Access Type” , IE “Cell Description” are not present, the MS shall: 

3>
not use the procedures specified in sub-clause 7.18.6;

2>
if at least one of the following IEs, IE “Handover Reference”, IE “Power Command and Access Type”  and IE “Cell Description” and IE “Description of the First Channel After Time”  is not present, the MS shall:

3>
act as specified in sub-clause 7.14.1.14.

1>
if RADIO BEARER RELEASE message has been received and is indicating the release of one or more channels, then:

2>
deactivate the physical channel to be released.

If the RADIO BEARER RECONFIGURATION message refers to a cell to which the mobile station is not synchronised to (see 3GPP TS 45.008), this shall not be considered as an error.

NOTE:
The network  shall take into account limitations of certain mobile stations to understand formats used in the IE “Frequency List”, IE “Frequency Short List”, and IE “Cell Channel Description” used in the RADIO BEARER RECONFIGURATION message, see sub-clause 7.19.

If the MS is in RRC-Cell_Dedicated state when receives the one of the reconfiguration messages (i.e RADIO BEARER SETUP message, a RADIO BEARER RECONFIGURATION message or RADIO BEARER RELEASE message) and enters in RRC-Cell_Shared state after state transition, the MS shall:

1>
release the dedicated basic physical resources;

1>
act upon all received information elements as specified in sub-clause 7.19;

1>
set the value of IE "RRC Transaction Identifier" to "RRC-Cell_Shared";

1>
if RADIO BEARER RELEASE message has been received and is indicating the release of one or more channels, then:

2>
deactivate the physical channel to be released.

If after state transition the MS enters RRC-Cell_Shared state, the MS shall, after the state transition:

1>
if timer T305 is not running and if periodical update in the IE "MS Timers and Constants In Connected Mode" has been set to any other value than "infinity" in PACKET SYSTEM INFORMATION TYPE16 message;

2>
start timer T305 using its initial value;

1>
if the IE "GERAN DRX Cycle Length Coefficient" is included in the received message:

2>
store that IE and stop using DRX;

If the MS is in RRC-Cell_Shared state upon reception of the reconfiguration message and remains in RRC-Cell_Shared state after that, the MS shall:

1>
set the IE “RRC State Indicator” to "RRC-Cell_Shared";

1> if IE “SBPSCH Description” is included then: 

2>
establish new physical channels for each RB identity included in the IE “RB Information to Reconfigure” and act upon all received information elements as specified in sub-clause 7.19.

The MS shall transmit a response message as specified in 7.14.1.4, setting the information elements as specified below. The MS shall:

1>
if the received reconfiguration message includes the structure "Downlink Counter Synchronisation Info"; or

1>
if the if the received reconfiguration message includes the IE "New G-RNTI":

2>
re-establish SRB2;

2>
set the new uplink and downlink HFN of SRB2 to MAX(uplink HFN of SRB2, downlink HFN of SRB2);

2>
increment by one of the downlink and uplink HFN values for SRB2;

2>
calculate the START value according to sub-clause 7.18.4;

2>
include the calculated START values for each CN domain in the IE "START List" in the structure "Uplink Counter Synchronisation Info";

1>
if the handover is performed from UTRAN and RADIO BEARER RECONFIGURATION message is received:


2>
set the 20 most significant bits of the uplink and downlink HFN component of COUNT-C of SRB2 to MAX(uplink HFNU, downlink HFNU) where HFNU is the HFN component of COUNT-C of SRB2 in UTRAN;

2>
set the remaining bits of the uplink and downlink HFN component of COUNT-C of SRB2 equal to zero;
2>
increment by one the downlink and uplink values of the HFN component of COUNT-C for SRB2;

2>
calculate the START value according to subclause 7.18;

2>
include the calculated START values for each CN domain in the IE "START list" in the RADIO BEARER RECONFIGURATION COMPLETE message; 

2>
set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the corresponding UTRAN variable;
2>
set the variable MS_CAPABILITY_TRANSFERRED  equal to the corresponding UTRAN variable ;
2>
set the variable ESTABLISHED_RABS equal to the corresponding UTRAN variable ;

2>
set the variable ESTABLISHED_SIGNALLING_CONNECTIONS equal to the corresponding UTRAN variable ;

2>
set IE “Status” for the ciphering status in the the variable SECURITY_MODIFICATION equal to the corresponding UTRAN variable;

2>
set IE “Status” for the integrity protection in the the variable INTEGRITY_PROTECTION_INFO equal to the corresponding UTRAN variable;
1>
if the received reconfiguration message did not include the structure "Downlink Counter Synchronisation Info":

2>
if the variable START_VALUE_TO_TRANSMIT is set:

3>
include and set the IE "START" to the value of that variable;

2>
if the variable START_VALUE_TO_TRANSMIT is not set and the IE "New G-RNTI" is included:

3>
calculate the START value according to sub-clause 7.18.4;

3>
include the calculated START values for each CN domain in the IE "START List" in the structure "Uplink Counter Synchronisation Info";

2>
if the received reconfiguration message caused a change in the RLC size for any RB using RLC-AM: 

3>
calculate the START value according to sub-clause 7.18.4;

3>
include the calculated START values for the CN domain associated with the corresponding RB identity in the IE "START List" in the structure "Uplink Counter Synchronisation Info".

1>
if the received reconfiguration message contained the IE "Ciphering Mode Info" or contained the IE "Integrity Protection Mode Info":

2>
set the IE “Status” in the variable SECURITY_MODIFICATION for all the CN domains in the variable SECURITY_MODIFICATION to “Affected”;

1>
if the received reconfiguration message (contained the IE "Ciphering Mode Info":

2>
include and set the IE "Radio Bearer Uplink Ciphering Activation Time Info" to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

1>
if the received reconfiguration message did not contain the IE "Ciphering Activation Time for DBPSCH" in the IE "Ciphering Mode Info":

2>
if prior to this procedure there exist no transparent mode RLC radio bearers for the CN domain indicated in the IE "CN Domain Identity" in the IE "RAB info":

3>
if, at the conclusion of this procedure, the MS will be in RRC-Cell_Dedicated state; and

3>
if, at the conclusion of this procedure, at least one transparent mode RLC radio bearer exists for the CN domain indicated in the IE "CN Domain Identity" in the IE "RAB info":

4>
include the IE "COUNT-C Activation Time" and specify a TDMA frame number for this IE.

NOTE: GERAN  shall not include the IE "Ciphering Mode Info" in any reconfiguration messages unless  it is also used to perform a SBSS relocation with change of ciphering algorithm.

2>
if prior to this procedure there exists at least one transparent mode RLC radio bearer:

3>
if, at the conclusion of this procedure, no transparent mode RLC radio bearers exist:

4>
include the IE "COUNT-C Activation Time" and specify a TDMA frame number for this IE;
1>
set the IE "RRC Transaction Identifier" to the value of "RRC transaction identifier" in the entry for the received message in the table "Accepted transactions" in the variable TRANSACTIONS; and

1>
clear that entry;

1>
if the variable PDCP_SN_INFO is not empty:

2>
include the IE "RB with PDCP Information List" and set it to the value of the variable PDCP_SN_INFO;

1>
if the IE "Integrity Protection Mode Info" was present in the received reconfiguration message 

2>
start applying the new integrity protection configuration in the uplink for SRB2 from and including the transmitted response message;

If after state transition the MS enters RRC-GRA_PCH state, the MS shall, after the state transition and transmission of the response message:

1>
if timer T305 is not running and if periodical update in the IE "MS Timers And Constants In Connected Mode" has been set to any other value than "infinity" in PACKET SYSTEM INFORMATION TYPE 16;

2>
start timer T305 using its initial value;

1>
if the IE "GERAN DRX Cycle Length Coefficient" is included in the message:

2>
use the value in the IE "GERAN DRX Cycle Length Coefficient" for calculating Paging occasion as specified in sub-clauses 7.18 and 7.19;

1>
if the IE "GERAN DRX Cycle Length Coefficient" is not included in the same message:

2>
set the variable INVALID_CONFIGURATION to TRUE.

1>
if the criteria for GRA Update caused by "GRA reselection" according to sub-clause 7.8 is fulfilled:

2>
initiate a GRA Update procedure according to sub-clause 7.8 using the cause "GRA reselection";

2>
when the GRA Update procedure completed:

3>
the procedure ends.

7.14.1.5
Reception of a response message by the GERAN, normal case

When GERAN has received one of the following reconfiguration response messages:

-
RADIO BEARER SETUP COMPLETE message; or

-
 RADIO BEARER RECONFIGURATION COMPLETE message; or

-
RADIO BEARER RELEASE COMPLETE message;

GERAN shall delete the old configuration.

If the IE "START" or the IE "START List" is included in reconfiguration response message, the GERAN shall:

1>
set the START value for each CN domain with the corresponding values as received in this response message;

1>
consequently, then use the START values to initialise the hyper frame numbers, in the same way as specified for the MS in sub-clause 7.14.1.3, for any new radio bearers that are established.

If GERAN has ordered a ciphering reconfiguration by including the IE "Ciphering Mode Info", GERAN shall:

1>
For radio bearers using RLC-AM or RLC-UM:

2>
use the old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio Bearer Uplink Ciphering Activation Time Info" sent by the MS;

2>
use the new ciphering configuration for received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio Bearer Uplink Ciphering Activation Time Info" sent by the MS;

2>
if an RLC reset or re-establishment occurs after the reconfiguration response message  has been received by the GERAN before the activation time for the new ciphering configuration has been reached:

3>
ignore the activation time; and

3>
apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment.

1>
For radio bearers using RLC-TM:

2>
use the new ciphering configuration and only begin incrementing the COUNT-C at the TDMA FRAME NUMBER as indicated in:

3>
the IE "Ciphering Activation Time for DBPSCH" in the IE "Ciphering Mode Info", if included in the message that triggered the radio bearer control procedure; or

3>
the IE "COUNT-C Activation Time", if included in the response message for this procedure.

1>
the procedure ends on the GERAN side.

7.16.1.2.3.1
New ciphering and integrity protection keys

If a new security keyset (new ciphering and integrity protection keys) has been received from the upper layers [see 3GPP TS 33.102] for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, the MS shall:

1>
set the START value for the CN domain indicated in the variable LATEST_CONFIGURED_CN_DOMAIN to zero;

1>
if the SECURITY MODE COMMAND message contained the IE "Integrity Protection Mode Info":

2>
for integrity protection in the downlink on each signalling radio bearer except SRB2:

3>
if IE "Integrity Protection Mode Command" has the value "start": 

4>
for the first received message on this signalling radio bearer: 

5>
start using the new integrity key;

5>
for this signalling radio bearer, set the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero.

3>
else:

4>
for the first message for which the RRC sequence number in a received RRC message for this signalling radio bearer is equal to or greater than the activation time as indicated in IE “Downlink Integrity Protection Activation Info” as included in the IE “Integrity Protection Mode Info”:

5>
start using the new integrity key;

5>
for this signalling radio bearer, set the IE “Downlink RRC HFN” in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT_I to zero.

2>
for integrity protection in the uplink on each signalling radio bearer except SRB2:

3>
for the first message for which the RRC sequence number in a to be transmitted RRC message for this signalling radio bearer is equal to the activation time as indicated in IE “Uplink Integrity Protection Activation Info” included in the transmitted SECURITY MODE COMPLETE message:

4>
start using the new integrity key;

4>
for this signalling radio bearer, set the IE “Uplink RRC HFN” in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero.

2>
for integrity protection in the downlink on signalling radio bearer SRB2:

3>
at the received SECURITY MODECOMMAND:

4>
start using the new integrity key;

4>
set the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero;

2>
for integrity protection in the uplink on signalling radio bearer SRB2 :

3>
at the transmitted SECURITY MODE COMPLETE:

4>
start using the new integrity key;

4>
set the IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero;

1>
if the SECURITY MODE COMMAND message contained the IE "Ciphering Mode Info": 

2>
for each signalling radio bearer and for each radio bearer for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN:

3>
if the IE “Status” in the variable CIPHERING_STATUS has the value “Started” for this CN domain, then for ciphering on the radio bearer using RLC-TM:

4>
at the TDMA frame number as indicated in the IE “Ciphering Activation Time for DBPSCH” in the IE “Ciphering Mode Info”;
5>
start using the new key in uplink and downlink;

5>
set the HFN component of the COUNT-C to zero.

3>
if the IE “Status” in the variable CIPHERING_STATUS has the value “Started” for this CN domain, then for ciphering on the radio bearers and signalling radio bearers using RLC-AM and RLC-UM:

4>
in the downlink, at the RLC sequence number indicated in IE “Radio Bearer Downlink Ciphering Activation Time Info” in the IE “Ciphering Mode Info”:

5>
start using the new key;

5>
set the HFN component of the downlink COUNT-C to zero.

4>
in the uplink, at and after the RLC sequence number indicated in IE “Radio Bearer Uplink Ciphering Activation Time Info”:

5>
start using the new key;

5>
set the HFN component of the uplink COUNT-C to zero.

1>
 consider the value of the latest transmitted START value to be zero.

7.16.1.2.7
Reception of SECURITY MODE COMPLETE message by the GERAN

The GERAN shall apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages with the new integrity protection configuration, if changed. When GERAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, GERAN shall:

1>
if the IE “Ciphering Mode Info” was included in the SECURITY MODE COMMAND message:

2>
if new keys were received for the CN domain set in the IE "CN Domain Identity" in the SECURITY MODE COMMAND:

3>
at the downlink and uplink activation time set all the bits of the hyper frame numbers of the downlink and uplink COUNT-C values respectively for all radio bearers for this CN domain and all signalling radio bearers to zero; 

2>
else (if new keys were not received)

3>
at the downlink and uplink activation time use the value "START" in the most recently received IE "START List" or IE "START" that belongs to the CN domain as indicated in the IE "CN Domain Identity" to initialise all hyper frame numbers of the downlink and uplink COUNT-C values respectively for all the signalling radio bearers by:

4>
setting the 20 most significant bits of the hyper frame numbers of the COUNT-C for all signalling radio bearers to the value "START" in the most recently received IE "START List" or IE "START" for that CN domain;

4>
setting the remaining bits of the hyper frame numbers equal to zero.

1>
if the IE “Integrity Protection Mode Info” was included in the SECURITY MODE COMMAND message: 

2>
if this was not the first SECURITY MODE COMMAND message for this RRC connection:

3>
if new keys have been received for the CN domain set in the IE "CN Domain Identity" included in the transmitted SECURITY MODE COMMAND message:

4>
at the downlink and uplink activation time initialise all hyper frame numbers of the downlink and uplink COUNT-I values respectively for all the signalling radio bearers other than SRB2 as follows:

5>
set all bits of the hyper frame numbers of the uplink and downlink COUNT-I to zero;

3>
if no new keys have been received for the CN domain set in the IE "CN Domain Identity" included in the transmitted SECURITY MODE COMMAND message:

4>
at the downlink and uplink activation time use the value "START" in the most recently received IE "START List" or IE "START" that belongs to the CN domain as indicated in the IE "CN Domain Identity" to initialise all hyper frame numbers of the downlink and uplink COUNT-I values respectively for all the signalling radio bearers other than SRB2 by:

5>
setting the 20 most significant bits of the hyper frame numbers of the downlink and uplink COUNT-I respectively for all signalling radio bearers to the value "START" in the most recently received IE "START List" or IE "START" for that CN domain;

5>
setting the remaining bits of the hyper frame numbers equal to zero.

1>
send an indication to upper layers that the new integrity protection configuration has been activated;

1>
resume in the downlink, all suspended radio bearers and all signalling radio bearers; 

1>
allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

1>
if the IE "Integrity Protection Mode Command" included in the SECURITY MODE COMMAND had the value "Start":

2>
start applying integrity protection in the downlink for all signalling radio bearers;

1>
if the IE " Integrity Protection Mode Command " included in the SECURITY MODE COMMAND had the value "Modify":

2>
start applying the new integrity protection configuration in the downlink at the RRC sequence number, for each signalling radio bearers SRBn, except for signalling radio bearer SRB2, indicated by the entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink Integrity Protection Activation Info";

2>
continue applying the new integrity configuration for signalling radio bearer SRB2;

2>
apply the new integrity protection configuration on the received signalling messages with RRC SN greater than or equal to the number associated with the signalling radio bearer in IE "Uplink Integrity Protection Activation Info";

1>
apply the old ciphering configuration for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the IE "Radio Bearer Downlink Ciphering Activation Time Info" included in the IE "Ciphering Mode Info";

1>
apply the new ciphering configuration for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number indicated in IE "Radio Bearer Downlink Ciphering Activation Time Info" included in the IE "Ciphering Mode Info";

1>
apply the old integrity protection configuration on the received signalling messages with RRC SN smaller than the number associated with the signalling radio bearer in IE "Uplink Integrity Protection Activation Info";

1>
for radio bearers and signalling radio bearers using RLC-AM or RLC-UM:

2>
send an indication to lower layers:

2>
use the old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio Bearer Uplink Ciphering Activation Time Info" sent by the MS; 

2>
use the new ciphering configuration for received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio Bearer Uplink Ciphering Activation Time Info" sent by the MS;

2>
if an RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been received by GERAN before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment;

1>
for radio bearers using RLC-TM:

2>
send an indication to lower layers:

2>
use the old ciphering configuration for the received RLC PDUs before the TDMA frame number  as indicated in the IE "Ciphering Activation Time for DBPSCH" in the IE "Ciphering Mode Info" as included in the SECURITY MODE COMMAND;

2>
use the new ciphering configuration for the received RLC PDUs at the TDMA frame number  as indicated in the IE "Ciphering Activation Time for DBPSCH" in the IE "Ciphering Mode Info" as included in the SECURITY MODE COMMAND;

1>
and the procedure ends.

7.19.4.4
Ciphering mode info

The IE "Ciphering Mode Info" defines the new ciphering configuration. At any given time, the MS needs to store at most two different ciphering configurations (keyset and algorithm) per CN domain at any given time in total for all radio bearers, and three configurations in total for all signalling radio bearers.

If the IE "Ciphering Mode Info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE, the MS shall:

1>
ignore this attempt to change the ciphering configuration; and

1>
set the variable INCOMPATIBLE_SECURITY_CONFIGURATION to TRUE.

If the IE "Ciphering Mode Info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE, the MS shall:
1>
if none of the IE "Status" in the variable CIPHERING STATUS has the value "Started", and this IE "Ciphering Mode Info" was included in a message that is not the message SECURITY MODE COMMAND; or

1>
if the IE "Ciphering Mode Info" was received in the message SECURITY MODE COMMAND and there does not exist exactly one ciphering activation time in the IE “Radio Bearer Downlink Ciphering Activation Time Info” for each established RLC-AM and RLC-UM radio bearers included in the IE “RB Information” in the ESTABLISHED_RABS for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN; or

1>
if the IE "Ciphering Mode Info" was received in the message SECURITY MODE COMMAND and the IE "Ciphering Activation Time for DBPSCH" is not included in the message, and there exist radio bearers using RLC-TM according to the IE "RB Information" in the IE "ESTABLISHED_RABS" for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN; or

1>
if the IE "Ciphering Mode Info" was received in the message SECURITY MODE COMMAND and there does not exist excactly one ciphering activation time in the IE “Radio Bearer Downlink Ciphering Activation Time Info” for each established signalling radio bearer included in the IE “Signalling Radio Bearer Information” in the ESTABLISHED-RABS;

2>
ignore this attempt to change the ciphering configuration;

2>
set the variable INVALID_CONFIGURATION to TRUE;

2>
perform the actions as specified in sub-clause 7.16.1.2.6;

If the IE "Ciphering Mode Info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE, the MS shall:

1>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to TRUE;

1>
set the IE "Status" in the variable CIPHERING_STATUS of the the CN domains for which the IE “Status” of the variable SECURITY_MODIFICATION is set to “Affected” to "Started";

1>
apply the new ciphering configuration in the lower layers for all RBs that belong to a CN domain for which the IE “Status” of the variable SECURITY_MODIFICATION is set to “Affected” and all signalling radio bearers:

2>
using the ciphering algorithm (UEA [3GPP TS 33.102]) indicated by the IE "Ciphering Algorithm" as part of the new ciphering configuration;

2>
for each radio bearer that belongs to a CN domain for which the IE “Status” of the variable SECURITY_MODIFICATION is set to “Affected” and all signalling radio bearers:

3>
use the value of the IE "RB Identity" in the variable ESTABLISHED_RABS minus one as the value of BEARER (see 3GPP TS 33.102) in the ciphering algorithm;

1>
the new ciphering configuration shall be applied as follows:

2>
consider an activation time in downlink to be pending:

3>
for UM-RLC until an UMD PDU with sequence number equal to or larger than activation time –1 has been received;

3>
for AM-RLC until all AMD PDUs with sequence numbers up to and including activation time –1 have been received;

3>
for TM-RLC until the TDMA frame number indicated in the activation time has been reached;

2>
if there are pending activation times in downlink set for ciphering by a previous procedure changing the ciphering configuration for a radio bearer or signalling radio bearer:

3>
apply the ciphering configuration included in the current message at this pending activation time;

3>
consider the ciphering keys that were to be applied following a previous procedure changing the ciphering configuration and which have not yet been applied due to the activation time not having elapsed for a given radio bearer, as part of the ciphering configuration received in the current message.

2>
if the ciphering configuration is pending for a radio bearer or signalling radio bearer due to a previously received SECURITY MODE COMMAND and the current received message includes the IE "Downlink Counter Synchronization Info" or the current received message is a RADIO BEARER RECONFIGURATION message and includes the IE "New G-RNTI":

3>
if the previous SECURITY MODE COMMAND was received due to new keys being received:

4>
consider the new ciphering configuration to include the received new keys and, initialise the HFN values of the COUNT-C for the corresponding radio bearers or signalling radio bearers according to subclause 7.16;

3>
else

4>
consider the new ciphering configuration to include the keys associated with the LATEST_CONFIGURED_CN_DOMAIN and, initialise the HFN values of the COUNT-C for the corresponding radio bearers or signalling radio bearers according to subclause 7.16 using the START value associated with the LATEST_CONFIGURED_CN_DOMAIN to be transmitted in the response to the current message;

3>
 apply the new ciphering configuration in uplink and downlink immediately following RLC re-establishment.

3>
consider the ciphering keys that were to be applied following a previous procedure changing the ciphering configuration and which have not yet been applied due to the activation time not having elapsed for a given radio bearer, as part of the ciphering configuration received in the current message.

2>
if the IE "Ciphering Activation Time for DBPSCH" is present in the IE "Ciphering Mode Info" and the MS was in Cell_Dedicated state prior to this procedure:
3>
for radio bearers using RLC-TM:

4>
apply the old ciphering configuration for the TDMA frame number less than the number indicated by the IE "COUNT-C activation time" in the IE "Ciphering Activation Time for DBPSCH";

4>
apply the new ciphering configuration for the TDMA frame number  greater than or equal to the number indicated in IE "Ciphering Activation Time for DBPSCH";

2>
if the IE "Radio Bearer Downlink Ciphering Activation Time Info" is present:
3>
apply the following procedure for each radio bearer and signalling radio bearers using RLC-AM or RLC-UM indicated by the IE "RB Identity":

4>
suspend uplink transmission on the radio bearer or the signalling radio bearer (except for the SRB where the response message is transmitted) according to the following:

5>
do not transmit RLC PDUs with sequence number greater than or equal to the uplink activation time, where the uplink activation time is seclected according to the rules below;

4>
select an "RLC send sequence number" at which (activation) time the new ciphering configuration shall be applied in uplink for that radio bearer according to the following:

5>
for each radio bearer and signalling radio bearer that has no pending ciphering activation time in the uplink as set by a previous procedure changing the security configuration:
6>
set a suitable value that would ensure a minimised delay in the change to the latest security configuration;

5>
for each radio bearer and signalling radio bearer that has a pending ciphering activation time in uplink as set by a previous procedure changing the security configuration:

6>
set the same value as the pending ciphering activation time;

5>
consider this activation time in uplink to be elapsed when the selected activation time (as above) is equal to the "RLC send sequence number";

4>
store the selected "RLC send sequence number" for that radio bearer in the entry for the radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

4>
switch to the new ciphering configuration according to the following:

5>
use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number smaller than the corresponding RLC sequence number indicated in the IE "Radio Bearer Uplink Ciphering Activation Time Info" sent to GERAN and the received IE "Radio Bearer Downlink Ciphering Activation Time Info" received from GERAN, respectively;

5>
use the new ciphering configuration for the transmitted and received RLC PDUs with RLC sequence numbers greater than or equal to the corresponding RLC sequence number indicated in the IE "Radio Bearer Uplink Ciphering Activation Time Info" sent to GERAN and in the received IE "Radio Bearer Downlink Ciphering Activation Time Info" received from GERAN, respectively;

5>
for a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio Bearer Downlink Ciphering Activation Time Info" falls below the RLC receiving window and the RLC sequence number indicated in the IE "Radio Bearer Uplink Ciphering Activation Time Info" falls below the RLC transmission window, the MS may release the old ciphering configuration for that radio bearer;

5>
if an RLC reset or re-establishment occurs before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment.

If the IE "Ciphering Mode Info" is not present, the MS shall not change the ciphering configuration.

7.18.3
Maintenance of Hyper Frame Numbers

The MSBs of both the ciphering sequence numbers (COUNT-C) and integrity sequence numbers (COUNT-I), for the ciphering and integrity protection algorithms, respectively (see3GPP TS 33.102), are called the Hyper Frame Numbers (HFN). For TM RLC bearers an extended TDMA frame number is used, which is built by an HFN plus part of a TDMA frame number.

For integrity protection, the MS shall:

1>
maintain COUNT-I as specified in sub-clause 7.18.5;
The following hyper frame numbers types are defined:

1>
MAC HFN:
11 MSB of COUNT-C for data sent over RLC TM
1>
RLC HFN:

2>
 if the RLC  sequence number is of length 7 bits(GPRS TBF mode, see 3GPP TS 44.160), then the HFN


3>
defines the 24 MSB of the COUNT-C parameter for data sent over RLC UM, and


3>
defines the 24 MSB of the COUNT-C parameter for data sent over RLC AM.

2>
if the RLC sequence number is of length 11bits ( EGPRS TBF mode, see 3GPP TS 44.160), then the HFN


3>
defines the 20 MSB of the COUNT-C parameter for data sent over RLC UM, and


3>
defines the 20 MSB of the COUNT-C parameter for data sent over RLC AM.
2>
if the RLC sequence number is of length 4 bits (DCCH TBF mode, see 3GPP TS 44.160), then the HFN

3>
defines the 27 MSB of the COUNT-C parameter for data sent over RLC UM, and


3>
defines the 27 MSB of the COUNT-C parameter for data sent over RLC AM.

2>
if the RLC sequence number is of length 8 bits (TCH TBF mode, see 3GPP TS 44.160), then the HFN

3>
defines the 23 MSB of the COUNT-C parameter for data sent over RLC UM, and


3>
defines the 23 MSB of the COUNT-C parameter for data sent over RLC AM.
1>
RRC HFN:
28 MSB of COUNT-I.

For non-transparent mode RLC radio bearers, the MS shall:

1>
maintain one uplink and one downlink COUNT-C per radio bearer and one uplink and one downlink COUNT-I per signalling radio bearer.

For all transparent mode RLC signalling radio bearers and radio bearers of the same CN domain, the MS shall:

1>
maintain one COUNT-C, common for all signalling radio bearers and radio bearers in uplink and downlink;

1>
maintain one uplink and one downlink COUNT-I per signalling radio bearer.
7.19.5.1
Signalling RB information to setup list
If the IE "Signalling RB Information To Setup List" is included the MS shall:

1>
use the same START value to initialise the COUNT-C and COUNT-I variables for all the signalling radio bearers in the list;

1>
if the IE "Signalling RB Information To Setup List" was included in the RADIO BEARER SETUP message:

2>
if the variable "LATEST_CONFIGURED_CN_DOMAIN" has been initialised:

3>
calculate the START value only once during this procedure according to sub-clause 7.18.4 for the CN domain indicated in the variable "LATEST_CONFIGURED_CN_DOMAIN";

3>
store the calculated START value in the variable START_VALUE_TO_TRANSMIT;

1>
for each occurrence of the IE "Signalling RB Information to Setup":

2>
use the value of the IE "RB Identity" as the identity of the signalling radio bearer to setup;

2>
if the signalling radio bearer identified with the IE "RB Identity" does not exist in the variable ESTABLISHED_RABS:

3>
create a new entry for the signalling radio bearer in the variable ESTABLISHED_RABS;












2>
if the variable LATEST_CONFIGURED_CN_DOMAIN has been initialised and the value "Status" of the variable "INTEGRITY_PROTECTION_INFO" of the CN domain stored in this variable is "Started":

3>
initialise the 20 MSB of the hyper frame number component of COUNT-I for this signalling radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT 

3>
set the remaining LSB of the hyper frame number component of COUNT-I for this signalling radio bearer to zero;

3>
for this signalling radio bearer, set the IE "Uplink RRC Message Sequence Number" in the variable INTEGRITY_PROTECTION_INFO to zero.

3>
start performing integrity protection according to sub-clause 7.18.5.1 and 7.18.5.2;



1>
apply a default value of the IE "RB Identity" equal to 1 for the first IE "Signalling RB Information To Setup"; and

1>
increase the default value by 1 for each occurrence.

9.3.1
Activation Time

The Activation Time IE defines the frame number/time at which the operation/changes caused by the related message shall take effect.

Table 9.3.1.1: Activation Time information elements
	< Activation Time IE > ::=


< Activation Time : bit (22) > ;


Table 9.3.1.2: Activation Time information element details
	Activation Time (22 bit field)
The Activation Time field defines the frame number/time at which the operation/changes caused by the related message shall take effect. This field is encoded as a binary number.TDMA Frame Number is defined in 3GPP TS 45.002.



9.3.84
RB Information to Setup

The RB Information to Setup IE contains information about the RB to setup.

Table 9.3.84.1: RB Information to Setup information elements
	< RB Information to Setup IE > ::=


< RB Identity : < RB Identity IE > >


{ 0 | 1 < PDCP Info : < PDCP Info IE > > }


{0 | 1 < RLC Info : < RLC Info IE > >} ;


9.3.91
RLC Info

The RLC Info IE contains information about the RLC protocol.

Table 9.3.91.1: RLC Info information elements
	< RLC Info IE > ::=


< RLC Info length : bit (5) >


{ 00







-- RLC in Acknowledged mode



{0|1 < Resegment : bit (1) >}




{ 0 | 1 < Transmission RLC Discard : < Transmission RLC Discard IE > >}



{ 0 | 1 < EGPRS window size : bit (5) > }


| 01







-- RLC in Unacknowledged mode




{0 | 1 < EGPRS Window Size : bit (5) > }

!
< Message escape : { 1 bit (1) } bit**= < no string > > } ;
-- reserved 


Table 9.3.91.2: RLC Info information element details
	RLC Info length (5 bit field)
This field is the binary representation of the RLC Info IE excluding the 5 bits used to define this field. Range 0 to 31.

	Resegment
bit
1
0
Retransmitted RLC data blocks shall not be resegmented
1
Retransmitted RLC data blocks shall be resegmented according to commanded MCS

	

	Transmission RLC Discard
This IE is defined in sub-clause 9.3.95.

	EGPRS Window Size
This information element defines the window size to be used in an EGPRS TBF. The network sets the window size according to the number of timeslots allocated in the direction of the TBF. This Field is coded as defined in 3GPP TS 44.060


9.3.60
PDCP Info

The PDCP Info IE contains information about the PDCP protocol.

Table 9.3.60.1: PDCP Info information elements
	< PDCP Info IE > ::=


{



< PDCP mode : bit (1) >



{
< Lossless Serving BSS relocation support : 0 >



|
< Lossless Serving BSS relocation support : 1 >




< Max PDCP SN : bit (1) > }



< PDCP PDU header : bit (1) >



< Header compression information List : bit(3) >


< Header compression information struct : < Header compression information struct > > } *(1+val(Header compression information List))

};



	< Header compression information struct > ::=


< Header Compression Information struct length : bit (14) >


{ 000





-- Header compression according to IETF standard RFC2507


< F_MAX_PERIOD : bit (16) >



< F_MAX_TIME : bit (8) >



< MAX_HEADER : bit (16) >



< TCP_SPACE : bit (8) >



< NON_TCP_SPACE : bit (16) >



< EXPECT_REORDERING : bit (1) > }


| 001




-- Header compression according to IETF standard RFC3095


< CID inclusion info : bit (1) >



{ 0 | 1 < Max_CID : bit (14) > }



< Profiles List : bit (4) >



< Profile instance : bit (2) >*(1+val(Profiles List))



{ 0 | 1 < MRRU : bit (16) > }



< Packet Sizes Allowed List : bit (4) >




< PACKET_SIZES_ALLOWED: bit (11) >*(1+val(Packet Sizes Allowed List))



{ 0 | 1 < Reverse_Decompression_Depth : bit (16) > }


!
< Message escape : { 01 bit(1) | 1 bit (2) } bit** = < no string > > ;




Table 9.3.60.2: PDCP Info information element details
	PDCP mode (1 bit field) 
bit
1
0
non-transparent
1
transparent

	Lossless Serving BSS relocation support (1 bit field)
Lossless Serving BSC relocation is supported when both the RLC is in Acknowledged mode meaning when the IE "RLC mode" is "Acknowledged" bit
1
0
Lossless Serving BSS relocation not supported
1
Lossless Serving BSS relocation supported

	Max PDCP SN (1 bit field) 
This field indicates the maximim PDCP Sequence Number supported, when the lossless Serving BSC relocation is supported. 
bit
1
0
255
1
65535

	PDCP PDU header (1 bit field) 
bit
1
0
not present
1
present

	Header compression information List (3 bit field) 
This field is the binary representaion of the number of header compression information.

Range: 0 to maxPDCPAlgoType-1. 
NOTE: Link with the PDCP instances to be clarified in the procedure.

	Header compression information struct
The Header compression information struct is repeated up to maxPDCPalgoType times.

	Header Compression Information struct length (14 bit field)
This field is the binary representaion of the length of the Header Compression Information struct excluding the bits used for this length field. 

Range: 0 to 4095.

	F_MAX_PERIOD (16 bit field) 
This field is a binary representation of the maximum number of compressed non-TCP headers that may be sent without sending a full header. 

Range 1 to 65535.

	F_MAX_TIME (8 bit field) 
This field is a binary representation of the maximum time in seconds that a compressed headers may not be sent after sending last full header. 

Range 1 to 255.

	MAX_HEADER (16 bit field) 
This field is a binary representation of the largest header size in octets that may be compressed. 

Range 60 to 65535.

	TCP_SPACE (8 bit field) 
This field is a binary representation of the maximum CID value for TCP connections. 

Range 3 to 255. 

	NON_TCP_SPACE (16 bit field) 
This field is a binary representation of the maximum CID value for non-TCP connections. 

Range 3 to 65535.

	EXPECT_REORDERING (1 bit field) 
bit 
1
0
reordering not expected, 
1
reordering expected

	CID inclusion info
This field configures which method shall be used to carry RFC3095 CID values :

bit
1
0
PDCP Header
1
RFC3095 packet format
Max_CID
This field describes the highest context ID number to be used by the compressor. If this field is not present then the default value of 15 is used. 
This field is encoded as a binary number. 

Range 0 to 16383. A value of 0 shall be counted as reserved.

	Profiles List (4 bit field)
This field is a binary representation of the number of ROHC profiles supported by the compressor. 

Range 0 to maxROHC-Profiles-1.

	Profile instance
This field is a binary representation of the supported profile types.

Range 1 to 3. Any other value received shall be treated as reserved.

	MRRU
This field describes the Maximum Reconstructed Reception Unit. When RLC is configured in non-transparent mode, this field is set to the 0 and the segmentation function of the RFC 3095 shall not be used by the MS.
The filed is encoded as a binary number. 

Range 0 to 65535

	Packet Sizes Allowed List (4 bit field)
This field is the binary representation of the list of packet sizes that are allowed to be produced by RFC 3095.

	PACKET_SIZES_ALLOWED (11 bit field)
This field is the binary representation of the packets sizes in octets as defined in RFC3095. 

Range 2 to 1500. Any other received values shall be treated as reserved.

	Reverse decompression depth (16 bit field)
This field describes the reverse compression depth as an integer from 0 to 65535. If the IE is not present, the default value of 0 (reverse decompression shall not be used) is used.

Range 0 to 65535


9.3.68
void 


	








	

	

	

	

	


9.3.101
Signalling RB Information To Setup

The Signalling RB Information To Setup IE indicates information for setting up SRBs.

Table 9.3.101.1: Signalling RB Information To Setup information elements
	< Signalling RB Information To Setup IE > ::= 

 < SRB Identity : bit (2) >;



Table 9.3.101.2: Signalling RB Information To Setup information element details
	SRB Identity (2 bit field) 

bit

2 1

0 0
SRB1

0 1
SRB2

1 0
SRB3

1 1
SRB4



	


9.4
Multiplicity values and type constraint values

The following table includes constants that are either used as multi bounds (name starting with "max") or as high or low value in a type specification (name starting with "lo" or "hi"). Constants are specified only for values appearing more than once in the RRC specification. In case a constant is related to one or more other constants, an expression is included in the "value" column instead of the actual value.

Table 9.4.1: Multiplicity values and type constraint values

	Constant
	Explanation
	Value

	CN information
	
	

	maxCNdomains
	Maximum number of CN domains
	4

	MS information
	
	

	maxTransactions
	Maximum number of parallel RRC transactions in downlink
	25

	maxPDCPalgoType
	Maximum number of PDCP algorithm types
	8

	maxSystemCapability
	Maximum number of system specific capabilities that can be requested in one message.
	16

	maxTBF
	Maximum number of TBFs
	8

	GERAN mobility information
	
	

	maxRAT
	Maximum number of Radio Access Technologies
	maxOtherRAT + 1

	maxOtherRAT
	Maximum number of other Radio Access Technologies
	15

	maxGRA
	Maximum number of GRAs in a cell
	8

	maxInterSysMessages
	Maximum number of Inter System Messages
	4

	maxRABsetup
	Maximum number of RABs to be established
	16

	RB information
	
	

	maxRB
	Maximum number of RBs
	32

	maxRBallRABs
	Maximum number of non signalling RBs
	27

	maxRBperRAB
	Maximum number of RBs per RAB
	8

	maxSRBsetup
	Maximum number of signalling RBs to be established 
	8

	maxRFC3095-CID
	Maximum number of available CID values per radio bearer
	16384

	Other information
	
	

	maxNumGSMFreqRanges
	Maximum number of GSM Frequency Ranges to store
	32

	maxNumFDDFreqs
	Maximum number of FDD centre frequencies to store
	8

	maxNumTDDFreqs
	Maximum number of TDD centre frequencies to store
	8

	maxNumCDMA200Freqs
	Maximum number of CDMA2000 centre frequencies to store
	8


10.4
MS variables


10.4.2
CIPHERING_STATUS

This variable contains information about the current status of ciphering in the MS. When performing handover to UTRAN the value of this variable is transferred to the corresponding UTRAN variable. When performing handover from UTRAN the value of this variable is transferred from the corresponding UTRAN variable.
Table 10.4.2.1: CIPHERING_STATUS Variable
	< CIPHERING_STATUS VAR > ::= 

< CN Domain Related Information List : bit (2) >


{
< CN Domain Identity : < CN Domain Identity IE > >



< Status : bit (1) >



< Reconfiguration : bit (1) >


}
* (1+val(CN Domain Related Information List)) ;


Table 10.4.2.2: CIPHERING_STATUS Variable details
	CN Domain Related Information List (2 bit field) 
This field is used to repeat information for each CN Domain. Range : 0 to maxCNdomains-1, where 0 enables one CN domain to be described.

	CN Domain Identity 
The CN Domain Identity IE is defined in sub-clause 9.3.15.

	Status (1 bit field)
bit
1 
0
Not Started - when leaving the RRC-Connected mode 
1
Started - when entering the RRC-Connected mode

	Reconfiguration (1 bit field)
bit
1 
0
False - when leaving or entering the RRC Connected Mode 
1
True - an RRC procedure performing reconfiguration of ciphering is ongoing


10.4.3
ESTABLISHED_SIGNALLING_CONNECTIONS

This variable is used to store information about established signalling connections. This variable is cleared when entering the RRC Connected Mode when not otherwise stated in the procedure or when  leaving the RRC Connected Mode. When performing handover to UTRAN the value of this variable is transferred to the corresponding UTRAN variable. When performing handover from UTRAN the value of this variable is transferred from the corresponding UTRAN variable.
Table 10.4.3.1: ESTABLISHED_SIGNALLING_CONNECTIONS Variable
	< ESTABLISHED_SIGNALLING_CONNECTIONS VAR > ::= 

{ 0 | 1
< Signalling Connection List : bit (2) >




< CN Domain Identity : < CN Domain Identity IE > >
* (1+ val(Signalling Connection List))


} ;


Table 10.4.3.2: ESTABLISHED_SIGNALLING_CONNECTIONS Variable details
	Signalling Connection List (2 bit field) 
This field is used to repeat the CN domain identity of CN domains with established signalling connection. Range : 0 to maxCNdomains-1, where 0 enables one CN domain with established signalling connection to be described.

	CN Domain Identity 
The CN Domain Identity IE is defined in sub-clause 9.3.15.


10.4.5
ESTABLISHED_RABS

This variable is used to store information about the established radio access bearers and signalling radio bearers in the MS. This variable is cleared when entering or leaving the RRC Connected Mode. When performing handover to UTRAN the value of this variable is transferred to the corresponding UTRAN variable. When performing handover from UTRAN the value of this variable is transferred from the corresponding UTRAN variable.
Table 10.4.5.1: ESTABLISHED_RABS Variable
	< ESTABLISHED_RABS VAR > ::= 

{



{ 0
-- Not present when entering or leaving the RRC-Connected mode when not otherwise stated in the procedure



| 1
< RAB Information List :bit (4) >





{
< RAB Info : < RAB Info IE > >






< RB Information List : bit (3) >






{
< RB Identity : < RB Identity IE > >







< RB Started : bit (1) > } * (1+val(RB Information List))




} * (1+val (RAB Information List))



}



{ 0
-- Not present when leaving RRC-Connected mode



| 1
< Signalling RB Information List : bit (3) >





< Signalling RB Started : bit (1) >* (1+val(Signalling RB Information List)) }


} ;


Table 10.4.5.2: ESTABLISHED_RABS Variable details
	RAB Information List (4 bit field)
This field is used to repeat information for each RAB established. Range : 0 to maxRABsetup-1, where 0 eanbles one established RAB to be described.

	RAB Info 
The RAB Info IE is defined in sub-clause 9.3.73.

	RB Information List (3 bit field)
This field is used to repeat information for each RB of the RAB. Range : 0 to maxRBperRAB-1, where 0 enables one RB to be described.

	RB Identity
This IE is defined in sub-clause 9.3.80.

	RB Started ( 1 bit field)

bit
1 
0
Stopped
1
Started – default value

	Signalling RB Information List (3 bit field)
This field is used to repeat information for each SRB. Range : 0 to maxSRBsetup-1, where 0 enables one SRB to be described.

	Signalling RB Started (1 bit field) 
Field repeated in the order of Signalling RB1 and upwards.

bit 
1 
0
Stopped
1
Started – default value.


10.4.12
INTEGRITY_PROTECTION_ACTIVATION_INFO

This variable contains information to be sent to GERAN about when a new integrity protection configuration shall be activated in the uplink for signalling radio bearers in case of modification of integrity protection. This variable is cleared when entering or leaving the RRC-Connected mode. When performing handover to UTRAN  the value of this variable is transferred to the corresponding UTRAN variable. When performing handover from UTRAN the value of this variable is transferred from the corresponding UTRAN variable.
Table 10.4.12.1: INTEGRITY_PROTECTION_ACTIVATION_INFO Variable
	< INTEGRITY_PROTECTION_ACTIVATION_INFO VAR > ::= 

{ 0 | 1
< Uplink Integrity Protection Activation Info : < Integrity Protection Activation Info IE > > } ;


Table 10.4.12.2: INTEGRITY_PROTECTION_ACTIVATION_INFO Variable details
	Integrity Protection Activation Info
This IE is defined in sub-clause 9.3.37. 


10.4.13
INTEGRITY_PROTECTION_INFO

This variable contains information about the current status of the integrity protection in the MS. When performing handover to UTRAN the value of this variable is transferred to the corresponding UTRAN variable. When performing handover from UTRAN the value of this variable is transferred from the corresponding UTRAN variable.
Table 10.4.13.1: INTEGRITY_PROTECTION_INFO Variable
	< INTEGRITY_PROTECTION_INFO VAR > ::= 

{



< Historical Status : bit (1) >



< Status : bit (1) >



< Reconfiguration : bit (1) >



{ 0
-- Cleared when entering or leaving the RRC-Connected mode



| 1
< Signalling RB Specific Integrity Protection Information List : bit (3) >




{
-- Signalling SRB1 and upwards





< Uplink RRC HFN : bit (28) >




< Downlink RRC HFN : bit (28)  >





< Uplink RRC Message Sequence Number : bit (4) >




{ 0 | 1 < Downlink RRC Message Sequence Number : bit (4) > }




} * (1+val(Signalling RB Specific Integrity Protection Information List))



}


} ;


Table 10.4.13.2: INTEGRITY_PROTECTION_INFO Variable details
	Historical Status (1 bit field)
bit
1 
0
Never been active – set when entering the RRC-Connected mode
1
Has been active

	Status (1 bit field)
bit
1 
0
Not Started - when leaving the RRC-Connected mode 
1
Started - when entering the RRC-Connected mode

	Reconfiguration (1 bit field)
bit
1 
0
False - when leaving or entering the RRC Connected Mode 
1
True - an RRC procedure performing reconfiguration of ciphering is ongoing

	Signalling RB Specific Integrity Protection Information List (3 bit field)
This field is used to repeat information for each SRB with specific integrity protection information. Range : 0 to maxSRBsetup-1, where 0 enables one SRB with specific integrity protection informationto be described.

	Uplink RRC HFN (28 bit field)
Downlink RRC HFN (28 bit field) 
The field indicates the RRC HFN.

	Uplink RRC Message Sequence Number (4 bit field)
Downlink RRC Message Sequence Number (4 bit field) 
This field is the binary representation of the sequence number of the RRC message. Range 0 to 15.


10.4.14a
LATEST_CONFIGURED_CN_DOMAIN
This variable stores the CN-domain that was most recently configured to be used for ciphering and integrity protection. When performing handover to UTRAN the value of this variable is transferred to the corresponding UTRAN variable. When performing handover from UTRAN the value of this variable is transferred from the corresponding UTRAN variable
Table 10.4.14a.1: LATEST_CONFIGURED_CN_DOMAIN Variable
	< LATEST CONFIGURED CN DOMAIN VAR > ::= 

< Latest Configured CN Domain : bit (1) > ;


Table 10.4.14a.2: LATEST_CONFIGURED_CN_DOMAIN Variable details
	Latest Configured CN Domain (1 bit field)
bit
1
0
CS domain
1
PS domain


10.4.16
MS_CAPABILITY_TRANSFERRED

This variable stores information about which UE/MS capabilities that have been transferred to GERAN. This variable is cleared when entering or leaving the RRC-Connected mode when not stated otherwise in the procedure. When performing handover to UTRAN the value of this variable is transferred to the corresponding UTRAN variable. When performing handover from UTRAN the value of this variable is transferred from the corresponding UTRAN variable.
Table 10.4.16.1: MS_CAPABILITY_TRANSFERRED Variable
	< MS_CAPABILITY_TRANSFERRED VAR > ::= 

< MS GERAN Iu mode Radio Access Capability : < MS GERAN Iu mode Radio Access Capability IE > >


{ 0 | 1
< MS GERAN A/Gb mode Radio Access Capability : < MS GERAN A/Gb mode Radio Access Capability IE > >}


{ 0 | 1
< UE UTRAN Radio Access Capability: < UE UTRAN Radio Access Capability IE > >}


{ 0 | 1
< UE UTRAN Radio Access Capability Extension: < UE UTRAN Radio Access Capability Extension IE > >}


{ 0 | 1
< UE CDMA2000 Radio Access Capability : < UE CDMA2000 Radio Access Capability IE > >} ;


Table 10.4.16.2: MS_CAPABILITY_TRANSFERRED Variable details
	MS GERAN Iu mode Radio Access Capability
This IE is defined in sub-clause 9.3.45.

	MS GERAN A/Gb mode Radio Access Capability 
This IE is defined in sub-clause 9.3.44.

	UE UTRAN Radio Access Capability 
This IE is defined in sub-clause 9.3.108.

	UE UTRAN Radio Access Capability Extension 
This IE is defined in sub-clause 9.3.109.

	UE CDMA2000 Radio Access Capability 
This IE is defined in sub-clause 9.3.110.


10.4.29
SECURITY_MODIFICATION

This variable contains information on which CN domain is affected by the ongoing security reconfiguration.When performing handover to UTRAN the value of this variable is transferred to the corresponding UTRAN variable. When performing handover from UTRAN the value of this variable is transferred from the corresponding UTRAN variable.
Table 10.4.29.1: SECURITY_MODIFICATION Variable
	< SECURITY_MODIFICATION VAR > ::= 

{ 0 | 1
< Status for each CN domain : bit (2) >




{
< CN Domain Identity: < CN Domain Identity IE > >

 



< Status : bit (1) >




} * (1+val(Status for each CN domain))


} ;


Table 10.4.29.2: SECURITY_MODIFICATION Variable details
	Status for each CN domain (2 bit field)
This field is used to repeat the status for each CN domain. Range : 0 to maxCNdomains-1, where 0 enables one status of CN domain to be described.

	CN Domain Identity
This IE is defined in sub-clause 9.3.15.

	Status (1 bit field)

bit
1 
0
Not affected
1
Affected


11.1.5.2
SBSS RELOCATION INFO
This RRC message is sent between network nodes when preparing for an SBSS relocation or a handover from UTRAN to GERAN Iu mode.

Direction:
source RAT(target BSS.

Table 11.1.5.2.1: SBSS RELOCATION INFO information elements
	< SBSS Relocation Information message content > ::=



{



-- MS Information Elements


< RRC State Indicator : < RRC State Indicator IE > >



< State of RRC procedure : bit (4)
>



-- Ciphering related information



{
00
< GERAN A/Gb Security Info : < GERAN A/Gb Security Info IE > >



|
01
< GERAN Iu Security Info : < GERAN Iu Security Info IE > >



|
10
< Extension : < Extension IE > >



|
11
< Extension : < Extension IE > >}



< G-RNTI : < G-RNTI IE > >


{ 0 | 1
< MS GERAN Iu mode Radio Access Capability : < MS GERAN Iu mode Radio Access Capability IE > > }



{ 0 | 1
< MS GERAN A/Gb mode Radio Access Capability : < MS GERAN A/Gb mode Radio Access Capability IE > > }



{ 0 | 1
< UE UTRAN Radio Access Capability : < UE UTRAN Radio Access Capability IE > > }



{ 0 | 1
< UE UTRAN Radio Access Capability Extension : < UE UTRAN Radio Access Capability Extension IE >> }



{ 0 | 1
< UE CDMA2000 Radio Access Capability : < UE CDMA2000 Radio Access Capability IE > > }






< GRA Id : < GRA Id > >



< CN Common GSM-MAP NAS System Info : < NAS System Information GSM-MAP IE > >



< Length of CN Domain Related Information : bit (2) >




{
< CN Domain Identity : < CN Domain Identity IE > >





< CN Domain Specific GSM-MAP NAS System Info : < NAS System Information GSM-MAP IE > >





< CN Domain Specific DRX Cycle Length Coefficient : < CN Domain Specific DRX Cycle Length Coefficient IE > > }



{ 0 | 1 < Signalling RB Information to Setup List : bit (3) >




< Signalling RB Information to Setup : < Signalling RB Information to Setup IE > > *(1+val(Signalling RB Information to Setup List)) }


{ 0 | 1
< RAB Information for Setup List : bit (4) >






< RAB Information for Setup : < RAB Information for Setup IE > > *(1+val(RAB Information for Setup List)) }



{ 0 | 1
< RAB Information to Reconfigure List : bit (4) >






< RAB Information to Reconfigure : < RAB Information to Reconfigure IE > >*(1+val(RAB Information to Reconfigure List)) }



{ 0 | 1
< RB Information to Reconfigure List : bit (5) >






< RB Information to Reconfigure : < RB Information to Reconfigure IE > > }*(1+val(RB Information to Reconfigure List))



{ 0 | 1 < Multirate configuration : < Multirate Configuration IE > > }


{ 0 | 1 < TDMAFN : < bit(22) > }


{ 0 | 1
< Failure Cause and Error Information : < Failure Cause and Error Information IE > > }


!
< Content part error : bit (*) = < no string > > } ;


Table 11.1.5.2.2: SBSS RELOCATION INFO information element details
	RRC State Indicator 
This IE is defined in sub-clause 9.3.97.

	State of RRC procedure (4 bit field)
This IE describes the state of the RRC procedure started in the source cell (i.e. RB reconfiguration) as follows: 

bit

4 3 2 1
0 0 0 0
Await no RRC message
0 0 0 1
Complete
0 0 1 0
Await RB Setup Complete
0 0 1 1
Await RB Reconfiguration Complete
0 1 0 0
Await RB Release Complete
0 1 0 1
Send Cell Update Confirm

0 1 1 0
Send URA Update Confirm

All other values are reserved



	GERAN A/Gb Security Info
This IE is defined in sub-clause 11.2.

	GERAN Iu or UTRAN Security Info
This IE is defined in sub-clause 11.2.

	MS GERAN Iu mode Radio Access Capability
This IE is defined in clause 9.3.45.

	MS GERAN A/Gb mode Radio Access Capability
This IE is defined in clause 9.3.44.

	UE UTRAN Radio Access Capability
This IE is defined in clause 9.3.108.

	UE UTRAN Radio Access Capability Extension 
This IE is defined in clause 9.3.109.

	UE CDMA2000 Radio Access Capability
This IE is defined in clause 9.3.110. 

	Ciphering status for each CN domain (2 bit field)
This field is the binary representation of the number of CN domains. Range : 0 to maxCNdomains-1. 

	Ciphering Status (1 bit field)
This field indicates the status of ciphering for the CN domain
bit
1
1
Ciphering started
0
Ciphering not started.

	START
This IE is defined in sub-clause 9.3.102.

	TDMAFN (22 bit field)
This field is the binary representation of the TDMA Frame Number. The description of the TDMA Frame Number is in 3GPP TS 45.002.

	CN Domain Identity 
This IE is defined in sub-clause 9.3.15.

	Calculation time for ciphering related information (??? bit field)
This field contains the time when the ciphering information of the message were calculated, relative to the intended target cell of the target BSS

	G-RNTI IE
This IE is defined in section 9.3.32.

	GRA Identity
This IE indicates the GRA ID as defined in sub-clause 9.3.30.

	CN Common GSM-MAP NAS System Info
The NAS System Information GSM-MAP IE is defined in sub-clause 9.3.55.

	Length of CN Domain Related Information (2 bit field) 
This field is used to calculate the number of CN domains included in this IE. Range : 0 to MaxCNdomains-1.

	CN Domain Specific GSM-MAP NAS System Info
The NAS System Information GSM-MAP IE is defined in sub-clause 9.3.55.

	CN Domain Specific DRX Cycle Length Coefficient
The CN Domain Specific DRX Cycle Length Coefficient IE is defined in sub-clause 9.3.16.

	Signalling RB Information to Setup List (3 bit field)
This field is the binary representation of the number of SRB to setup. Range : 0 to maxSRBsetup-1.

	Signalling RB Information to Setup
This IE is present for each SRB to establish. This IE is defined in sub-clause 9.3.101.

	RAB Information for Setup List (4 bit field)
This field is the binary representation of the number of RAB to setup. Range : 0 to maxRABsetup-1.

	RAB Information for Setup
This IE is present for each signalling RAB to establish. This IE is defined in sub-clause 9.3.75.

	RAB Information to Reconfigure List (4 bit field)
This field is the binary representation of the number of RAB to reconfigure. Range : 0 to maxRABsetup-1.

	RAB Information to Reconfigure
This IE is defined in sub-clause 9.3.76.

	RB Information to Reconfigure List (5 bit field)
This field is the binary representation of the number of RB to reconfigure. Range : 0 to maxRB-1.

	RB Information to Reconfigure
This IE is defined in sub-clause 9.3.82.

	MultiRate Configuration IE
This IE is defined in sub-clause 9.3.52. If the present speech codec is a multi-rate speech codec, the old BSS may inform the new BSS of the current multi-rate codec configuration by including the MultiRate configuration information Field Element in the RRC INFORMATION TO TARGET GERAN IU MODE BSS message.

	Failure Cause and Error Information
The Failure Cause and Error Information IE is defined in sub-clause 9.3.10.
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