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7.21.2.1 Maintanance of Hyper Frame Numbers
The MSBs of both the ciphering sequence numbers (COUNT-C) and integrity sequence numbers (COUNT-I), for the ciphering and integrity protection algorithms, respectively [3GPP TS 33.102 Security Architecture], are called the Hyper Frame Numbers (HFN). For TM RLC bearers an extended TDMA frame number is used, which is built by an HFN plus part of a TDMA frame number.
For integrity protection, the MS shall:

>
maintain COUNT-I as specified in subclause 7.21.4.
The following hyper frame numbers types are defined:

>
MAC HFN:
11 MSB  of COUNT-C for data sent over RLC TM


>
RLC HFN:

>>
 if the RLC send sequence number is of length 7 in case of GPRS, then the HFN

defines the 24 MSB of the COUNT-C parameter for data sent over RLC UM, and

defines the 20 MSB of the COUNT-C parameter for data sent over RLC AM.
>> if the RLC send sequence number is of length 11 in case of EGPRS, then the HFN

defines the 20 MSB of the COUNT-C parameter for data sent over RLC UM, and

defines the 20 MSB of the COUNT-C parameter for data sent over RLC AM.
>
RRC HFN:
28 MSB of COUNT-I

For non-transparent mode RLC radio bearers, the MS shall:

>
maintain one uplink and one downlink COUNT-C per radio bearer and one uplink and one downlink COUNT-I per signalling radio bearer.

For all transparent mode RLC signalling radio bearers and radio bearers of the same CN domain, the MS shall:

>
maintain one COUNT-C, common for all signalling radio bearers and radio bearers in uplink and downlink;

>
maintain one uplink and one downlink COUNT-I per signalling radio bearer.
7.21.2.2 START value calculation

In connected mode, the START value for CN domain 'X' is calculated as

Let STARTX = the START value for CN domain 'X' prior to the calculation below:


STARTX' = MSB20 ( MAX {COUNT-C, COUNT-I | radio bearers and signalling radio bearers using CKX and IKX}) + 1.

>
if STARTX'= the maximum value = 20^2 –1 = 1048575 then STARTX = STARTX';

>
if the current STARTX < STARTX' then STARTX = STARTX', otherwise STARTX is unchanged.
NOTE: Here, “most recently configured” means that if there are more than one key in use for a CN domain, due to non expiry of the ciphering and/or integrity protection activation time for any signalling radio bearers and/or radio bearers, do not include the COUNT-I/COUNT-C for these signalling radio bearers and/or radio bearers in the calculation of the STARTX'.
7.21.3 Ciphering mode info

void

7.21.4 Integrity protection
7.21.4.0 General

If the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" then the MS shall, GERAN should:

>
perform integrity protection (and integrity checking) on all RRC messages, with the following exceptions:

RRC CONNECTION REJECT 
RRC CONNECTION SETUP
RRC CONNECTION REQUEST 
RRC CONNECTION SETUP COMPLETE
SYSTEM INFORMATION TYPE 5bis, 5ter
HANDOVER ACCESS

SYNCHRONIZATION CHANNEL INFORMATION

RRC STATUS

EXTENDED MEASUREMENT ORDER

EXTENDED MEASUREMENT REPORT

MEASURMENT REPORT

MEASUREMENT INFORMATION

ENHANCED MEASUREMENT REPORT

If the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Not started" then integrity protection (and integrity checking) shall not be performed on any RRC message.

For each signalling radio bearer, the MS shall use two RRC hyper frame numbers:

>
"Uplink RRC HFN";

>
"Downlink RRC HFN".

and two message sequence numbers:

>
"Uplink RRC Message sequence number";

>
"Downlink RRC Message sequence number".

The above information is stored in the variable INTEGRITY_PROTECTION_INFO per signalling radio bearer (RB1-RB4).

Upon the first activation of integrity protection for an RRC connection, MS and GERAN initialise the "Uplink RRC Message sequence number" and "Downlink RRC Message sequence number" for all signalling radio bearers as specified in subclauses 7.21.4.4 and 7.21.4.1. 

The RRC message sequence number (RRC SN) is incremented for every integrity protected RRC message.

7.21.4.1 Integrity protection in downlink

If the MS receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is present the MS shall:

>
check the value of the IE "RRC message sequence number" included in the IE "Integrity check info";

>>-
if the "Downlink RRC Message sequence number" for signalling radio bearer RBn is not present in the variable INTEGRITY_PROTECTION_INFO:


>>>-
initialise the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received message;

>>
if the "Downlink RRC Message sequence number" is present in the variable INTEGRITY_PROTECTION_INFO:

>>>
if the RRC message sequence number is lower than the “Downlink RRC Message sequence number” for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:
>>>>
increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with one.

>>>
if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

>>>>
discard the message;

>
calculate an expected message authentication code in accordance with subclause 7.21.4.3. 

>
compare the expected message authentication code with the value of the received IE "message authentication code" contained in the IE "Integrity check info";

>>
if the expected message authentication code and the received message authentication code are the same, the integrity check is successful:

>>>
update the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received RRC message;

>>
if the calculated expected message authentication code and the received message authentication code differ:

>>>
if the IE "RRC message sequence number" included in the IE "Integrity check info" is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

>>>>
decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO by one;

>>>
discard the message.

If the MS receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is not present the MS shall:

-
discard the message.

7.21.4.2 Integrity protection in uplink

Prior to sending an RRC message using the signalling radio bearer with radio bearer identity n, and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" the MS shall:

>
increment "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with 1. When "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO becomes 0, the MS shall increment "Uplink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with 1;
>
calculate the message authentication code in accordance with subclause 7.21.4.3;
>
replace the "Message authentication code" in the IE "Integrity check info" in the message with the calculated message authentication code;

>
replace the "RRC Message sequence number" in the IE "Integrity check info" in the message with contents set to the new value of the "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO;
In the response message for the procedure ordering the security reconfiguration, the MS indicates the activation time, for each signalling radio bearer except for the signalling radio bearer was used for this security reconfiguration procedure. When the new integrity configuration is to be applied in uplink, GERAN should then start to apply the new integrity protection configuration according to the activation time for each signalling radio bearer (except for the signalling radio bearer which is used to send the message that is reconfiguring the security configuration) where the new configuration is to be applied starting from and including reception of the response message.
7.21.4.3 Calculation of message authentication code

The MS shall calculate the message authentication code in accordance with 3GPP TS 33.102 Security Architecture. The construction of the input parameter MESSAGE (3GPP TS 33.102) for the integrity algorithm is FFS.

For usage on an RRC message transmitted or received on the radio bearer with identity n, the MS shall:

>
construct the input parameter COUNT-I [3GPP TS 33.102 Security Architecture] by appending the following IEs from the IE "Signalling radio bearer specific integrity protection information" for radio bearer n in the variable INTEGRITY_PROTECTION_INFO:

>>
for uplink:

>>>
"Uplink RRC HFN", as the MSB, and "Uplink RRC Message sequence number", as LSB;

>>
for downlink:

>>>
"Downlink RRC HFN", as the MSB, and the IE "RRC message sequence number” included in the IE “Integrity check info”, as LSB.
7.21.4.4 Integrity protection mode info

The IE "Integrity protection mode info" defines the new integrity protection configuration. At any given time, the MS needs to store at most two different integrity protection configurations for all signalling radio bearers, the old and newest integrity protection configurations, per CN domain. 
If the IE "Integrity protection mode info" is present and if the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE, the MS shall:

>
ignore this second attempt to change the integrity protection configuration; and

>
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.
If the IE "Integrity protection mode info" is present and if the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to FALSE, the MS shall:
>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to TRUE;

>
if IE "Integrity protection mode command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", and this IE was included in the message SECURITY_MODE_COMMAND:

>>
initialise the information for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO according to the following:

>>>
set the IE "Uplink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO to zero;

>>>
do not include the IE "Downlink RRC Message sequence number" which is included in the variable INTEGRITY_PROTECTION_INFO;

>>
set the IE "Status" in the variable INTEGRITY_PROTECTION_INFO to the value "Started";

>>
perform integrity protection on the received message, applying the new integrity protection configuration, as described in subclause 7.21.4.1 by:

>>>
using the algorithm (UIA [3GPP TS 33.102 Security Architecture]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

>>>
using the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [3GPP TS 33.102 Security Architecture];

>
if IE "Integrity protection mode command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" and this IE was not included SECURITY_MODE_COMMAND:

NOTE:
This case is used in SBSS relocation

>>
perform integrity protection on the received message, applying the new integrity protection configuration, as described in subclause 7.21.4.1 by:

>>>
using the algorithm (UIA [3GPP TS 33.102 Security Architecture]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

>>>
using the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [3GPP TS 33.102 Security Architecture]];

>
if IE "Integrity protection mode command" has the value "modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" and this IE was included SECURITY_MODE_COMMAND:

>>
store the (oldest currently used) integrity protection configuration until activation times have elapsed for the new integrity protection configuration to be applied on all signalling radio bearers;

>>
if there are pending activation times set for integrity protection by a previous procedure changing the integrity protection configuration:

>>>
apply the integrity protection configuration at this pending activation time as indicated in this procedure;

>>
start applying the new integrity protection configuration in the downlink at the RRC sequence number, for each radio bearer n, indicated by the entry for radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info";

>>
perform integrity protection on the received message, applying the new integrity protection configuration, as described in subclause 7.21.4.1;

>>>
if present, use the algorithm indicated by the IE "Integrity protection algorithm" (UIA [3GPP TS 33.102 Security Architecture]);

>>
let RBm be the signalling radio bearer on which the message containg the IE “integrity protection mode info” was received;
>>
set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the following:

>>>
for each established signalling radio bearer, stored in the variable ESTABLISHED_RABS:

>>>>
select a value of the RRC sequence number at which (activation) time the new integrity protection configuration shall be applied in uplink for that signalling radio bearer according to the following:

>>>>>
for each signalling radio bearer that has no pending activation time as set for integrity protection by a previous procedure changing the integrity protection configuration:

>>>>>>
set a suitable value that would ensure a minimised delay in the change to the latest integrity protection configuration;

>>>>>
for signalling radio bearer that has a pending activation time as set for integrity protection by a previous procedure changing the integrity protection configuration:

>>>>>>
set the same value as the pending activation time for integrity protection;
>>>>>
consider this (pending) activation time to be elapsed when the selected activation time (as above) is equal to the next RRC sequence number to be used, which means that the last RRC message using the old integrity protection configuration has been submitted to lower layers;

>>>>
prohibit the transmission of RRC messages on all signalling radio bearers, except for RBm, with RRC SN greater than or equal to the value in the “RRC message sequence number list” for the signalling radio bearer in the IE “Uplink integrity protection activation info” of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

>>
start applying the new integrity protection configuration in the uplink at the RRC sequence number, for each RBn, except for signalling radio bearer RBm, indicated by the entry for radio bearer n in the "RRC message sequence number list" in the IE "Uplink integrity protection activation info", included in the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

>>
start applying the new integrity protection configuration in the uplink at the RRC sequence number for signalling radio bearer RBm, as specified for the procedure initiating the integrity protection reconfiguration;

>>
start applying the new integrity protection configuration in the downlink at the RRC sequence number, for each RBn, except for signalling radio bearer RBm, indicated by the entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info".

NOTE: For signalling radio bearers that have a pending activation time as set for integrity protection by a previous procedure changing the integrity protection configuration, GERAN should set this value in  IE "Downlink integrity protection activation info".

>>
start applying the new integrity protection configuration in the downlink at the RRC sequence number for signalling radio bearer RBm, as specified for the procedure initiating the integrity protection reconfiguration;

If IE "Integrity protection mode command" has the value "Start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", and the IE "Integrity protection mode command info" was not included in the message SECURITY MODE COMMAND; or

If IE "Integrity protection mode command" has the value "Start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", and the IE "Integrity protection mode info" was included in the message SECURITY MODE COMMAND, and the IE “Integrity protection algorithm” is not included; or
If the IE "Integrity protection mode command" has the value "Modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not Started"; or
If there does not exist exactly one integrity protection activation time in the IE “Downlink integrity protection activation info” for each established signalling radio bearer included in the IE “Signalling radio bearer information” in the IE “ESTABLISHED_RABS”; or

If IE "Integrity protection mode command" has the value "Modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started", and the IE "Integrity protection mode info" was not included in the message SECURITY MODE COMMAND:
The MS shall:

>
ignore this attempt to change the integrity protection configuration; and

>
set the variable INVALID_CONFIGURATION to TRUE;

If the IE "Integrity protection mode info" is not present, the MS shall:

>
not change the integrity protection configuration.
7.21.4.5 Integrity check info

If the IE "Integrity check info" is present the MS shall:
>
act as described in subclause 7.21.4.1.
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