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Ciphering and Integrity Protection related Information within RRC Containers exchanged between Network Nodes

1
Introduction

The objective of this contribution is to elaborate in detail chiphering and integrity protection related information within RRC containers in relation with handover and cell reselection in GERAN.

The paper is based on GP-011656 “Open Issues Regarding Handover and Cell Reselection in GERAN” from Ericsson and on paper GP-011684 “Remaining Ciphering Issues in GERAN” from Nokia, both papers were discussed at the last GERAN Plenary in Naantali. It overtakes all working assumptions listed in both contributions.

2
Ciphering and Integrity Protection Container IEs

This RRC information container is sent between network nodes when preparing for an GERAN-Iu to UTRAN, an UTRAN to GERAN-Iu, a GERAN-Iu to GERAN-Iu or a GERAN-A/Gb to GERAN-Iu handover and/or SRNS relocation.

The following table just contains the IEs regarding the security aspects!


Direction: source node (target node 

	Container IEs
	Need
	Multi
	Type and reference
	Semantics description

	CHOICE case
	MP
	
	
	

	>from GERAN-A/Gb to UTRAN/GERAN-Iu
	
	
	
	[Case A]

	>>START
	OP
	
	Bit string (20)
	The START [2] bits are numbered b0-b19, where b0 is the least significant bit.

	>from GERAN-Iu to GERAN-Iu or from UTRAN to GERAN-Iu or from GERAN-Iu to UTRAN
	
	
	
	[Case B]

	>>Ciphering status for each CN domain
	MP
	1 to <maxCNdomains>
	
	

	>>>CN domain identity
	MP
	
	Enumerated (CS domain, PS domain)
	

	>>>Ciphering status
	MP
	
	Enumerated(Not started, Started)
	

	>>Latest configured CN domain
	MP
	
	Enumerated (CS domain, PS domain)
	For the ciphering of signalling radio bearers

	>>To GERAN-Iu mode ciphering info for radio bearer using transparent mode RLC
	CV-Ciphering
	1 to <maxCNdomains>
	
	HFN value for radio bearers using transparent mode RLC

	>>>CN domain identity
	MP
	
	Enumerated (CS domain, PS domain)
	

	>>>HFN
	MP
	
	Bitstring(6)
	Contains the 6 MSB of COUNT-C

	>>GERAN-Iu to UTRAN ciphering info for radio bearer using transparent mode RLC
	CV-Ciphering
	
	
	

	>>>Calculation time for ciphering related information
	CV-Ciphering
	
	
	Time when the ciphering information of the message were calculated, relative to a cell of the target RNC

	>>>>Cell Identity
	MP
	
	bit string(28)
	Identity of one of the cells under the target node

	>>>>SFN
	MP
	
	Integer(0..4095)
	It is not clear how the BSC shall determine this value.

	>>>COUNT-C list
	CV-Ciphering
	1 to <maxCNdomains>
	
	COUNT-C values for radio bearers using transparent mode RLC

	>>>>CN domain identity
	MP
	
	Enumerated (CS domain, PS domain)
	

	>>>>COUNT-C
	MP
	
	Bitstring(32)
	If GERAN-Iu supports the extended TDMA frame number: COUNT-C = 6bits HFN + 22 TDMA frame number + “0000”

	>>Ciphering info for radio bearer using non transparent mode RLC
	OP
	1 to <maxRB>
	
	For signalling radio bearers this IE is mandatory.

	>>>RB identity
	MP
	
	Integer(1..32)
	Values 1-4 shall only be used for signalling radio bearers. The IE value minus one shall be used as BEARER in the ciphering algorithm.

	>>>Downlink HFN 
	MP
	
	Bitstring(20..25)
	GERAN-Iu:

24bits (GPRS), 20bits (EGPRS)

UTRAN:

20bits (RLC AM), 25 bits (RLC UM)

	>>>Uplink HFN 
	MP
	
	Bitstring(20..25)
	GERAN-Iu:

24bits (GPRS), 20bits (EGPRS)

UTRAN:

20bits (RLC AM), 25 bits (RLC UM)

	>>Integrity protection status
	MP
	
	Enumerated(Not started, Started)
	

	>>Signalling radio bearer specific integrity protection information
	CV-IP
	4 to <maxSRBsetup>
	
	

	>>>Uplink RRC HFN
	MP
	
	Bitstring (28)
	

	>>>Downlink RRC HFN
	MP
	
	Bitstring (28)
	

	>>>Uplink RRC Message sequence number
	MP
	
	Integer (0..

15)
	

	>>>Downlink RRC Message sequence number
	MP
	
	Integer (0..

15)
	


Case A. Handover or Cell Reselection from GERAN-A/Gb to UTRAN/GERAN-Iu

It is assumed that the START value is needed in case of handovers from GERAN-A mode to UTRAN or to GERAN-Iu mode. In this cases ciphering and intergrity protection have to be started or re-started in the new cell, and therefore the START value is used to initialise the most significant bits all the HFN counters (MAC HFN, RLC AM HFN, RLC UM HFN, RRC HFN). A further question is whether a single START value can be used for both the CS and the PS domain or different START values are needed.

If using the extended TDMA frame number (please see below for more information), the 6 MSB of the START value are used to initialise the MAC HFN.

Case B. Handover or Cell Reselection from GERAN-Iu to GERAN-Iu or between an UTRAN node and a GERAN-Iu node

The combined handover and SRNS relocation procedure is obligatory due to the lack of an Iurg user plane whenever the MS moves from GERAN-Iu node to another GERAN-Iu node or between an UTRAN node and a GERAN-Iu node.

Ciphering status: Not started, Started
The assumption is that this information element is needed. In which cases the ciphering status is set to “Not started” is not clear (emergency call?, HLR failure?). But as a fall back solution no ciphering at all should be possible. 

To GERAN-Iu mode ciphering info for radio bearer using transparent mode RLC:
Within the current stage 2 description it is an open issue using an HFN similarily to UTRAN or an extended TDMA frame number similary to GSM for calculating the COUNT-C value.

1. HFN similarily to UTRAN:

If following this approach the HFN value reported from the source BSC to the target BSC has to be delivered in conjunction with a “time stamp”, which allows the target BSC to adjust the HFN value according the time gap which occurs between the creation of the ciphering information in the source BSC and the receiption of the ciphering information in the target BSC. For this purpose the UE in UTRAN can be requested to provide the SFN difference between the current cell and the measured cell within inter- and/or intra-frequency measurement reports. If GERAN follows this approach the MS neighbour cell measurement results has to be extended with a measured TDMA frame offset per cell. This is a major drawback of this solution.

2. Extended TDMA frame number similarily to GSM:

This method, proposed by Nokia several times [5], combines the advantage of a pure TDMA frame number based solution, which ensures that in any situation the NW and the MS uses the same counter input, and the pure HFN solution, which garantees that each MS uses a different counter input for a better security. 

The extended TDMA frame number is built by a 6 bits HFN and the TDMA frame number, see also [5] from Nokia:
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Every time the TDMA Frame number reaches 0 the HFN is incremented by 1 (TDMA frame number cycle time is 3.5h=51*26*2048*4.62ms). When a handover is performed, the HFN is also incremented by 1.

By the way, a combination of 12bits HFN plus an 16bits TDMA frame number (cycle time is about 5 minutes) or other combinations are also possible.

This method works when going from UTRAN to GERAN-Iu as well as within GERAN-Iu.

GERAN-Iu to UTRAN mode ciphering info for radio bearer using transparent mode RLC:
In 25.331 section 14.12.4.2 “SRNS RELOCATION INFO”, it is stated that UTRAN requires a so-called “Calculation time for ciphering related information”. In fact it means that the source BSC has to inform the target RNC at which time the RRC container was calculated. The value expressing this time shall be the relative SFN number to a cell of the target RNC. By help of this relative SFN number, the RNC is then able to update the COUNT-C value for transparent mode RLC bearers. This COUNT-C value, which is also contained within the RRC container but grew old because of the transmission delays between the source BSC and the target RNC.

But how shall the BSC determine the relative SFN number? As already mentioned above, the UTRAN can request the UE to report the relative SFN number within their intra/inter frequency neighbour cell measurement reports. Because of the limits within the GERAN neighbour cell measurement reports such a solution is more difficult; only a few reports should contain such a relative SFN number, which is again needed for each neighbour cell. It can be assumed that time shift changes between cells are quite small.

A solution is required otherwise the source BSC can’t provide this relative SFN number, which then needs the traget RNC to update COUNT-C.  

Ciphering info for radio bearer using non transparent mode RLC:

A detailed mapping of the different HFN in UTRAN and GERAN-Iu (GPRS, EGPRS) is proposed:

UTRAN : AM RLC (20bits), UM RLC (25bits)


GPRS : AM RLC and UM RLC (24bits)


EGPRS : AM RLC and UM RLC (20bits)

GERAN-Iu to GERAN-Iu (source BSC to target BSC)

20 LSBs of GPRS RLC HFN -> EGPRS RLC HFN.

EGPRS RLC HFN -> 20 LSBs of UTRAN UM RLC HFN + 4 MSBs are set to zero.
GERAN-Iu to UTRAN (source BSC to target RNC)

20 LSBs of GPRS AM RLC HFN -> UTRAN AM RLC HFN.

EGPRS AM RLC HFN -> UTRAN AM RLC HFN.

GPRS UM RLC HFN -> 24 LSBs of UTRAN UM RLC HFN + MSB is set to zero.

EGPRS UM RLC HFN -> 20 LSBs of UTRAN UM RLC HFN + 5 MSBs are set to zero.

UTRAN to GERAN-Iu (source RNC to target BSC)

UTRAN AM RLC HFN -> 20 LSB’s of  GPRS AM RLC HFN + 4 MSBs are set to zero.

UTRAN AM RLC HFN -> EGPRS AM RLC HFN.

24 LSBs of UTRAN UM RLC HFN -> GPRS UM RLC HFN.

20 LSBs of the UTRAN UM RLC HFN -> EGPRS UM RLC HFN.

Integrity protection status: Not started, Started
The assumption is that this information element is needed. In which cases the integrity protection status is set to “Not started” is not clear (emergency call?, HLR failure?). But as a fall back solution no integrity protection at all should be possible. 

Signalling radio bearer specific integrity protection information:

All the listed information fields (Uplink RRC HFN, Downlink RRC HFN, Uplink RRC Message sequence number and Downlink Message sequence number) are needed and common for both RATs UTRAN and GERAN-Iu.
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