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1. Overall Description:

TSG GERAN thanks SA3 for the LS on enhanced GPRS in relation to Cellular IoT (GP-160129/ S3-160290) and wishes to provide the following feedback. 

When it comes to additional capabilities it is the understanding of TSG GERAN that the 3GPP TS 24.008 MS Radio Access Capability IE may benefit from being protected. The MS Radio Access Capability IE is included in the 3GPP TS 24.008 GPRS Attach Request and Routing Area Update Request messages and contains parameters that are used by the BSS e.g. to assign the MS resources that it supports or for the purpose of paging (i.e. to determine which logical paging channel to use in order to reach the mobile station, PCH or EC-PCH). If some parameters in the MS Radio Access Capability IE are tampered with when sent unprotected across the radio interface then the resource allocation/paging procedures performed by the BSS (that takes into account  the modified MS Radio Access Capability IE content) may fail effectively leading to a Denial of Service attack. However, as the topic is clearly outside GERAN expertise additional analysis from SA3 would be beneficial. 
Finally, note that at the closing plenary it was agreed to change the name of the feature from EC-EGPRS to EC-GSM-IoT. 
2. Actions:

To SA WG3:

TSG GERAN kindly requests SA3 to take note of the above and to further investigate if additional capabilities, sent as part of the GPRS attach or Routing Area Update procedures need to be protected using the same mechanism as for the MS Network Capability IE. 
3. Date of next TSG GERAN Meetings:
TSG GERAN#70 
23 – 27 May, 2016
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