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Exception reporting for EC-EGPRS

1 Introduction
In the ongoing standardization work for the EC-EGPRS feature [1], “exception reporting” was introduced in the CIoT study in GERAN to deal with IoT applications with more strict delay, and service requirements than the typical IoT device. Considering that there are multiple 3GPP initiatives related to IoT, the treatment of “exception reporting” needs special consideration as the concept is new to 3GPP and ideally should be treated similarly for EC-EGPRS and NB-IoT.  
This paper provides an overview of the approach taken in GERAN when it comes to aspects raised in the Cellular IoT study and addresses some additional aspects. It is furthermore proposed to liaise the approach taken in GERAN to other standardization groups in order to make sure that there is consistent handling of exception reporting within 3GPP. 
2 Background
In the Cellular IoT study in GERAN the term exception reporting was coined and the name was associated with reports with high priority for which a maximum latency requirement of 10 sec is to be realized [2]. The use of exception reports is controlled (triggered) by the application running on the IoT device/UE. One typical use case for IoT devices is metering such as water metering. Such a device will regularly send non-prioritized metering reports to the server using low priority packet transfers and only when there is an exception such as a water leakage it will send an exception report by requesting a high priority packet transfer. Similarly, a fire alarm type device may regularly send keep-alive messages in non-prioritized reports to the server and only send an exception report when there is a fire alarm. 

There were also requirements from operators stating that exception reports were to be handled in a special way when it comes to overload control.  For this reason the technical report contained various proposals how to handle exception reporting when it comes to overload control.

It should also be mentioned that within the study there were several candidate techniques some of which aimed to re-use design principles in GSM and others which took a more “Clean Slate” approach. Later it was decided to move the Clean Slate specification work to the RAN groups [3].  As such there is no longer a natural alignment of how the various candidate technologies handle exception reporting in the specification work. It is even so that there is no approved definition of exception reports that can be referenced.
3 Summary of Exception reporting handling in GERAN

First of all, in order to handle prioritization of radio resources associated with exception reporting the current set of running CRs includes the possibility to signal (within system access sent on the random access channel) two levels or access priority, normal or high priority where the high priority access indication is to be used for exception reporting [4]. 

Secondly, it is assumed that all EC-EGPRS devices are configured for “NAS signaling low priority”. In other words, they are subject to Radio Interface access control using Implicit Reject Status (IRS) bits in the EC-SCH (logical channel to be read by all devices before system access) unless one of the exceptions in 3GPP TS 24.008 section 1.8 apply.  In this context it has been proposed that exception reporting is one such exception. In other words, when upper layers in the device trigger sending of an exception report the “NAS signaling low priority” configuration shall not apply and thus the corresponding access request shall not be subject to IRS type barring. 

Devices sending exception reports will instead be subject to PLMN specific barring (indicated using EC-SI) wherein Access Class 10 is proposed to be used for exception reporting, following the logic of emergency call for CS, as there is no support of PS domain emergency calls in GERAN[6].   In other words, whenever the application triggers sending of an exception report the device needs to determine the status of the AC10 field broadcast in system information.  If the AC10 field, for the registered PLMN indicates that exception reports are barred, and the device only belongs to one of the normal access classes AC0 to AC9, the exception report will be barred and the device will start a timer and not re-attempt system access until the timer expires.  If the device, in addition to the normal access classes, also belongs to one or more of the special access classes AC11 to AC15 then this/these access class bit(s) also need to indicate barring in order for the exception report to be barred.  
4  Aspects not treated within Cellular IoT study
Exception reporting in limited Service State

In the CS domain emergency calls can be made even if the device is in limited service state (e.g. no SIM in the MS or failure to find a suitable cell, see 3GPP 23.122). Even if some exception reports such as fire alarms can be considered as real emergency calls it is proposed that exception reporting is not allowed when the device supporting EC-EGPRS is in limited service state.

Proposal 1:  Exception reporting is not allowed in limited service state.

Prioritization/policing/charging related to exception reporting

One issue related to exception reporting is that from a radio interface perspective, there is no way to ensure responsible use of exception reports as they are entirely controlled by the application. In other words, there is a risk that the application uses the radio interface code point associated with exception reporting (high priority) ) also for normal reporting with the purpose to secure prioritization of traffic associated with a particular device/application. Furthermore, as the network resources on the radio interface is a scarce resource, the abuse of the code point associated with exception reporting may ultimately lead to delayed network service for all type of traffic, i.e. for traffic related to normal and prioritized (exception) reporting.
It is therefore proposed to add the possibility for the BSS to inform the SGSN in the UL UNITDATA PDU about the use of exception reporting (ref 48.018) across the radio interface. This information may then subsequently, e.g., be used for charging/policing/prioritization and thereby serve as a means to discourage the abuse of the radio interface exception report code point. 

Proposal 2:  The BSS shall inform the SGSN, in the UL-UNITDATA PDU, about the use of exception reporting across the radio interface. 

5 Conclusions
This paper summarizes the approach that has been taken for EC-EGPRS when it comes to exception reporting. The paper also includes two additional proposals, which are seen needed to avoid abuse of the “exception report” status:

· Proposal 1:  Exception reporting is not allowed in limited service state.

· Proposal 2:  The BSS shall inform the SGSN, in the UL-UNITDATA PDU, about the use of exception reporting across the radio interface.

It is suggested that GERAN discusses and possibly agrees these proposals and once the complete picture is in place sends an LS to SA1, RAN2, RAN3 and CT1 to inform them about GERAN agreements in order to encourage consistent/similar handling of exception reports in different 3GPP specifications (including necessary specification updates such as common definition of the term exception reporting). 
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