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26.6.8.7
Ciphering mode with cipher key Kc128
26.6.8.7.1
Conformance requirements

1.
When the MS receives the CIPHERING MODE COMMAND message with Ciphering Mode Setting information element set to "start ciphering", the MS starts ciphering and deciphering with the algorithm indicated by the "algorithm identifier" field:

-
the MS responds with a CIPHERING MODE COMPLETE message in ciphered mode;

-
the ciphering uses the cipher key determined during the authentication procedure.

2.
The MS responds to the AUTHENTICATION REQUEST message with an AUTHENTICATION RESPONSE message and continues to use the ciphering key obtained from the previous authentication procedure.

3
The ASSIGNMENT COMMAND message may contain a cipher mode setting IE. In that case, this ciphering mode has to be applied on the new channel. If no such information is present, the ciphering mode is the same as on the previous channel. In either case the ciphering key shall not be changed as long as the key length remains unchanged.

References

3GPP TS 44.018 subclause 3.4.3, 3.4.7.

3GPP TS 24.008 subclause 4.3.2.

26.6.8.7.2
Test purpose

To verify that the MS calculates the correct Kc128 and starts ciphering using cipher algorithm A5/4 when it receives a CIPHERING MODE COMMAND message with Cipher Mode Setting = "Start Ciphering".

To verify that the correct Kc128 key is used after ASSIGNMENT COMMAND including cipher mode setting for A5/4 algorithm.

26.6.8.7.3
Method of test

Initial Conditions

System Simulator:


1 cell, default settings.

Mobile Station:


Test USIM is plugged into the MS. The MS is in the "idle, updated" state, with a TMSI allocated.

Specific PICS statements

-

PIXIT statements

-

Foreseen Final State of the MS

CC state U10-call active.

Test Procedure

The MS is made to originate a call. It shall send at least one CHANNEL REQUEST message. The SS sends an IMMEDIATE ASSIGNMENT and the MS shall answer with a CM SERVICE REQUEST. The SS sends an AUTHENTICATION REQUEST with AUTN Information Element present and the MS shall answer with AUTHENTICATION RESPONSE with correct RES. Then the SS sends a CIPHERING MODE COMMAND ordering the MS to start ciphering with algorithm A5/4. After transmission of this command the SS starts deciphering. The MS shall respond with a CIPHERING MODE COMPLETE message in ciphered mode using the 128 bit cipher key calculated during the authentication procedure and continue to establish the call with a SETUP message. 

The SS sends CALL PROCEEDING and initiates a new authentication procedure by sending AUTHENTICATION REQUEST with AUTN Information Element present and different RAND value. The MS shall respond with AUTHENTICATION RESPONSE with correct RES.

The call setup is proceeded with ALERTING. SS sends ASSIGNMENT COMMAND including cipher mode setting indicating A5/4. The MS shall respond with an ASSIGNMENT COMPLETE message in ciphered mode using the 128 bit cipher key calculated during the first authentication procedure. The call establishment is finished on the ciphered channel with CONNECT and CONNECT ACKNOWLEDGEMENT.

Maximum Duration of Test

1 minute.

Expected Sequence

	Step
	Direction
	Message
	Comments

	1
	MS -> SS
	CHANNEL REQUEST
	Establ. Cause = "Originating Call" NECI not set to 1

	2
	SS -> MS
	IMMEDIATE ASSIGNMENT
	

	3
	MS -> SS
	CM SERVICE REQUEST
	

	4
	SS -> MS
	AUTHENTICATION REQUEST
	

	5
	MS -> SS
	AUTHENTICATION RESPONSE
	Cipher key Kc128 has been calculated.


"Auth. Response Parameter" IE shall be bit exact with the value as produced by the authentication algorithm (RES in this case)

"Auth. Response Parameter (extension)" IE might be included if the RES value is more than 4 octets long.

	6
	SS -> MS
	CIPHERING MODE COMMAND
	Cipher Mode Setting = "Start Ciphering; cipher with algorithm A5/4". The SS starts deciphering.

	7
	MS -> SS
	CIPHERING MODE COMPLETE
	Sent in ciphered mode using the cipher key determined in step 5. The SS start enciphering.

	8
	MS -> SS
	SETUP
	

	9
	SS -> MS
	CALL PROCEEDING
	

	10
	SS -> MS
	AUTHENTICATION REQUEST
	

	11
	MS -> SS
	AUTHENTICATION RESPONSE
	A new cipher key Kc128 has been calculated.


"Auth. Response Parameter" IE shall be bit exact with the value as produced by the authentication algorithm (RES in this case)

"Auth. Response Parameter (extension)" IE might be included if the RES value is more than 4 octets long.

	12
	SS -> MS
	ALERTING
	

	13
	MS
	
	Depending on the PIXIT, an alerting indication is given.

	14
	SS -> MS
	ASSIGNMENT COMMAND
	Cipher Mode Setting = "Start Ciphering; cipher with algorithm A5/4"

	15
	MS -> SS
	ASSIGNMENT COMPLETE
	Sent in ciphered mode using the cipher key determined in step 5.

	16
	SS -> MS
	CONNECT
	

	17
	MS -> SS
	CONNECT ACKNOWLEDGE
	


Specific Message Contents

AUTHENTICATION REQUEST step 4

	Information Element
	value/remark

	AUTN Information Element
	present

- Length = 16

- Calculated as defined for Test USIM


CIPHERING MODE COMMAND step 6

	Information Element
	value/remark

	Algorithm identifier
	A5/4


AUTHENTICATION REQUEST step 10

	Information Element
	value/remark

	RAND
	different than in step 4

	AUTN Information Element
	present

- Length = 16

- Calculated as defined for Test USIM


ASSIGNMENT COMMAND step 14

	Information Element
	value/remark

	Cipher Mode Setting
	A5/4


