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Architecture choices and Prioritisation of  required functionality for Cellular IoT system
1. Introduction
In order to limit the amount of work required for the Cellular IoT project, it is desirable to reuse many existing components from the 3GPP system. This entails reusing (possibly with modifications and/or enhancements) one of the existing 3GPP architectures. This document provides some initial analysis of Gb, Iu and S1 based architectures.

2. Architecture for “evolved GERAN” approach
While this work is still at an early stage, it is quite possible that mobiles “in good coverage” will use existing TS 44.018 and TS 44.060 procedures and control channels. Although an implementation choice, it could be typical that the BSS architecture would remain unchanged, e.g. with a BSC remote from multiple BTS sites. 

Taking these factors intoc account, and recalling GERAN’s previous experience with “GERAN Iu mode”, it seems likely that the “evolved GERAN” approach would use a Gb based architecture.

Hence the rest of this document focusses on the architecture choices for the “clean slate” approach.

3. Architecture for “clean slate” approach

3.1 What needs to be considered?
The comparison of Gb, S1 and Iu based architectures is more than just an analysis of TSs 48.018, 36.413 and 25.413. It needs to take into account at least:
- the functional split between RAN and Core Network (expecially the distribution of security functions and their 
 key management); 
- the functionality of the systems (e.g. network sharing, mutual authentication); 
- the NAS protocols (e.g. Mobility Management, Session Management, SMS, etc); and
- the User Plane protocols (LLC/SNDCP or GTP-U)
3.2 Is detailed analysis of Iu based architecture required? 
Later analysis shows that the Gb mode is well adapted for small data transactions. 
The S1 based architecture is the most modern that 3GPP has and is the one that other groups are focussing their enhancements on.

Iu based architectures require RRC connections to be established and security contexts to be transferred to the RAN prior to data transfer. 

Overall, an Iu based system would neither be ‘leading edge’ nor ‘optimised for ‘small data’. Hence it is proposed to NOT use an Iu based architecture for the Clean Slate system.

3.3 Transfer of ‘small data’ 
Figure 1, below, is a copy of figure 5.1.1.3.1.1-2 from section 5.1.1.3 of TR 23.887 v12.0.0. It shows the current messages used for the transfer of one pair of IP packets on LTE. 
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Figure 1: Current LTE message sequence for the transfer of one IP packet pair
Figure 2, below shows the comparable message flow for a ‘clean slate’ radio with a Gb based architecture.
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Figure 2: Gb interface data transfer with Clean Slate RR/MAC/RLC

Obviously a ‘clean slate’ system based on the S1 interface can also modify the radio signalling, but the connection oriented nature of S1 and the user plane/RRC security termination in the eNB restrict the gains that can be achieved without the “small data over NAS” type enhancements studied by SA2 in release 12 (see figure 3, below). 

On the Gb based system the TLLI, LLC and SNDCP headers add 14 bytes of overhead per LLC packet on the radio interface.
The protocol details for the ‘small data over NAS’ on S1 have not been studied but the S-TMSI, ‘message type’, KSI, bearer ID, and integrity check would probably add about 13 bytes of overhead to each IP packet.
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Figure 3: S1 based architecture with EPC modified for “Small data over NAS signalling”

If minimising the number of radio interface messages/overhead is important for capacity or battery life, then from these message flows it can be seen that the “small data over NAS signalling” improvements would be needed if an S1 based architecture is adopted.
Note that the Gb based architecture smoothly handles a data transaction consisting of more than one pair of IP packets. In contrast, because LTE uses network controlled mobility and all RRC mobility commands are required to be integrity protected, it is anticipated that the ‘small data over NAS on S1’ approach requires a radio connection to be established and released for each pair of IP packets. 
3.4 IP Header Compression based on RoHC
With Robust Header Compression, the first packet in a flow does not have its header compressed. The recipient uses this packet to construct a ‘context’ that enables the decoding of subsequent packets with compressed headers.

With a Gb based architecture, the IP header compression runs between UE and SGSN. The IP header compression context can be retained indefinitely while the UE remains in the same SGSN area.
With an unmodified S1 based architecture, IP header compression runs between UE and eNB. The IP header compression context is deleted when the S1 interface connection is released. When using ‘small data over NAS signalling’, the eNB cannot compress the encrypted IP header. As the UE and MME probably do not know whether the subsequent data transfer will use ‘small data over NAS’ or a ‘Release 8 Service Request’, having effective RoHC header compression for small data on an S1 based system looks complex.

3.5 Non IP based PDP contexts
As an alternative to header compression, it is possible to imagine the use of a PDP context that carries just the payload of the UDP/IP packet between UE and GGSN/PGW and thereby avoids the IP/UDP overhead on the radio interface.
In an S1 based system, the Serving Gateway (and eNB) are expecting to handle full IP packets and their operation might be disturbed by non-IP payloads. In contrast the 2G SGSN frequently has to segment IP packets into multiple LLC frames and should therefore be more likely to be able to cope with non-IP payloads.

3.6 Mobility
Gb mode systems are designed to support UE led mobility.

S1 based systems are designed for full network controlled mobility. UE led mobility probably can be added, but, its procedures would need to be checked by other groups (e.g. RAN 3, SA 3 and possibly SA 2).

3.7 Security: strength
Since R’99 it has been possible to run UMTS’s Mutual Authentication on Gb mode GPRS systems when the device has a USIM. 
GEA 4 is specified for GPRS and may well already be being deployed to avoid “brute force” attacks on other algorithms which use shorter keys. While, the device’s GEA 4 support is signalled in non-encrypted, non-integrity protected messages to the SGSN, for a ‘clean slate approach’ we can mandate the use of GEA 4 and thus negate man in the middle attacks on the messages carrying the GEA 4 indication.
S1 based systems mandate integrity protection of NAS signalling and all algorithms use long keys.

3.8 Security: device implementation

With a Gb mode system, the maximum default LLC packet size is 500 octets (see TS 44.064, section 8.9.9 and noting that acknowledged mode LLC is understood to be no longer supported).
With an S1 based system it is believed that there is no mechanism to negotiate the maximum PDCP payload, and hence the UE must be prepared to encrypt/decrypt the maximum size packet. The author has a recollection that the maximum size packet could be a NAS PDU of up to 8000 bytes (albeit that the chances of such a large message are remote).
Device manufacturers are invited to check what the maximum packet sizes are, and, whether they have any significant impact on UE complexity.

3.9 BSC or “Flat RAN”
The design of the Gb mode is such that the SGSN sees every cell change made by the mobile, and, it appears feasible for the SGSN to operate with a ‘flat RAN’ where the BSC and PCU functions are placed within each BTS site (e.g. colocation of the BSC/PCU functions with a typical eNodeB).
While the design of LTE removed any RNC between the eNodeB and the MME, there do not seem to be restrictions on having a ‘super eNodeB’ that controls cells that are geographically separated. The structure of the eNodeB ID allows 256 cells to be parented on one eNodeB ID, and, there does not appear to be any restriction on a “super eNodeB” presenting multiple eNodeB IDs to an MME. Hence it seems feasible for an S1 based system to operate with a ‘BSC like node’ between the MME and the actual cell sites (e.g. colocation of the eNodeB functions with a typical BSC).

· Both S1 and Gb can work with ‘flat’ or ‘hierarchical’ RANs.

3.10 Maintenance of old SGSNs?

Use of a Gb based CIoT would permit but not require the reuse of existing SGSNs.

Other implemetations are very possible (e.g. co-location of the CIoT software on an MME platform; using NFV technology to locate it on a commodity hardware platform).
3.11 SMS support
SMS is used by operators for many operational tasks (e.g. reconfiguration of preferred roaming partner lists). SMS is also used to contac’ devices that either have no IP address or whose IP address is non-contactable because of a intervening firewall or NAT. Having a system that does not support SMS is undesirable.
The SGSN ‘natively’ supports SMS although, in existing networks, operators frequently enforce the use of MSC based SMS.

The MME does not ‘natively’ support SMS. Instead, LTE devices need a MSC-subscription and perform ‘combined attach’ with the MME in order to use “SMS over SGs” and thus use the MSC based SMS service. The ‘combined attach’ NAS procedures have more error/abnormal cases than the non-combined attach procedures. Hence SMS support with an S1 based architecture will have more device complexity than that in a Gb mode architecture.

3.12 Attach without IP address allocation
In Gb mode, the device can attach to the network without consuming an IP address or SGW/PGW or GGSN resources.

In S1 mode, attach and IP address allocation are a combined procedure. Significant CT 1 work would be required to decouple them.

3.13 S1 interface O&M
S1 has the “S1 setup procedure” while Gb does not have an equivalent.

The S1 Setup procedure is useful when cells are being frequently added to the network. However, CIoT is likely to use an established cell grid, and the rate at which cells are added should be much less than that for LTE (as future LTE cell additions will be driven by ongoing data capacity growth).
If desired, a “Gb setup procedure” could be added by GERAN without impact to other working groups.

3.14 eMBMS
LTE’s eMBMS does NOT use S1 interface procedures. Instead it uses the M3 interface between RAN and an “MME”, and IP multicast for the U-plane from MBMS GW (MBMS GW might be co-located in BMSC).
It seems feasible to add an M3 interface to the CIoT RAN.
Having a broadcast function might be useful for device firmware updates, however, while this should be kept in mind during the radio interface design in Rel 13, it is suggested that full eMBMS support is left for a later release. This is similar to the manner in which LTE was designed in Rel 8 and eMBMS added to it in Rel 9.
3.15 ETWS / PWS / Cell Broadcast
In 2G, the Cell Broadcast/Warning System service centres communicate to the BSC which distributes the ‘warning’ to multiple BTSs. There is no Gb functionality for ETWS/PWS/CBS.
For the “Flat RAN” in LTE the service centres communicate with the MME, and the MME distributes the messages to the ‘large number’ of base station sites via S1.
The large latency of CIoT means that it is implausible for earthquake warnings.
Public Safety broadcasts could be relevant, but they could be added to Gb in the future if needed.
PWS/ETWS/CBS is not a CIoT feature for its first release.
3.16 Network Sharing and Gb/S1 ‘flex’
Both MOCN and GWCN are specified for Gb and S1. They are both both based on Gb-flex and S1-flex concepts.
GWCN enables usage based accounting between operators. However, GWCN is probably not widely implemented/deployed on either Gb or S1.
MOCN is probably implemented for S1 and Gb.
It is recommended to implement Network Sharing in the first release of CIoT to avoid complexities from “non-supporting UEs”.
Existing Gb/S1 ‘flex’ support is assumed.
3.17 Assumed Core Network functionality
The design of CIoT will assume that the SGSN/MME support:
· Rel 10 long periodic RAU/TAU timers
· Rel 12 Power Save Mode
4
Summary and proposals
While it is necessary to undertake further study, it is clear that a Gb based architecture for the ‘clean slate’ radio approach should not be ruled out at this stage.

Some interim conclusions are proposed below and they are recommended to be captured in the technical report:

a) “evolved GERAN” approach will use a Gb based architecture.
For the “clean slate” radio approach

b) An Iu based architecture will NOT be used.

c) If minimising the number of radio interface messages/overhead is important for capacity or battery life, then “small data over NAS signalling” improvements would be needed if an S1 based architecture is adopted.

d) Both S1 and Gb can work with either ‘flat’ or ‘hierarchical’ RANs 
e) CIoT support of SMS is needed.

f) While the CIoT radio design should anticpate future Broadcast service support, full specification is not done in Release 13.

g) PWS/ETWS/CBS is not a CIoT feature for its first release
h) It is recommended to implement Network Sharing in the first release of CIoT to avoid complexities from “non-supporting UEs
i) Existing Gb/S1 ‘flex’ support is assumed.
j) Rel 10 long periodic RAU/TAU timer support in SGSN/MME is assumed 
k) Rel 12 Power Save Mode in SGSN/MME is assumed.
If other points can also be agreed, then it is suggested that their conclusions are also captured in the TR.[image: image2.png]
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