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1. Overall Description:

SA3 has identified that two algorithms, i.e. 128-DSA and 128-ECDSA can be used for PWS security in SA3’s current TR33.869. The public key size of these two algorithms are :
	Security level 
	Public key sizes (in bytes)

	
	ECDSA
	DSA

	112 (≤ 2030)
	28
	256

	128 (~ 2040)
	32
	384


Table 1

SA3 has made some analysis and discussion about NAS based solution, i.e. to distribute public keys in NAS SMC，RANAP SMC/RRC SMC, AUTHENTICATION AND CIPHERING REQUEST, Ciphering Mode Command, Cipher Mode Command and TAU/LAU/RAU ACCEPT messages. In SA3’s S3-120804, more details can be found.
SA3 would like to ask the related groups the following questions :

· Is there any NAS restrictions in the related groups’ specifications, especially for the size of NAS SMC, RANAP SMC/RRC SMC, AUTHENTICATION AND CIPHERING REQUEST, Ciphering Mode Command, Cipher Mode Command and TAU/LAU/RAU ACCEPT messages ?
· Is there any constraint and other consideration to distribute 1 or 2 public keys in one of the above messages ? 
· What is the maximum number of public keys be feasible to be carried in one of the above messages?
2. Actions:

To: CT1, SA2, RAN2, RAN3 and GERAN2
ACTION: 
TSG SA3 kindly asks the relative groups to answer the above questions.
3. Date of Next TSG SA Meetings:
SA3#69
November 5 – 9, 2012       Edinburgh, Great Britain
SA3#70
January 21- 25, 2013
 TBD
