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1. Introduction

The 3GPP specifications for GSM and GPRS encryption currently support a 64 bit encryption key. However, when the 64 bit A5/3 and GEA3 algorithms were introduced in 3GPP TS 55.216, the algorithm design group ETSI SAGE defined 128 bit versions called A5/4 and GEA4 in TS 55.226. A draft version of TS 55.216 was presented for information to 3GPP SA plenary by SA3 in March 2004 (SP-040170). It has been intended to standardise A5/4 and GEA4 as part of Release 6, but the work to update the signalling specifications to handle the longer key was not started. Consequently TS 55.226 was never presented to SA plenary for approval.

Part of the reason for the delay in standardising A5/4 and GEA4 support has been that 3GPP SA3 wanted to complete a comprehensive review of GSM and UMTS security before deciding which enhancements should be introduced and when. This review was progressed during 2005, but has still been not formally completed. The latest version of the review report can be found in draft 3GPP TR 33.801v1.0.0 and a preliminary conclusion that can be drawn is that support for 128 bit keys is one of the most effective enhancements.

In this document we propose that 3GPP re-starts the work to standardise A5/4 and GEA4 with the aim of completing it within Release 9 timescales. In particular, we believe that there are benefits in completing the standardisation work within Release 9 timescales so that operators have the ability to deploy A5/4 support at the same time as deploying A5/3.
2. Discussion
In April 2006, 3GPP SA3 studied the impact of introducing signalling support for A5/4 and GEA4 (see S3-060277). The assumption in that work, and the assumption made in this contribution, is that the 128 bit key is generated through a run of the 3G AKA protocol which requires the customer to have a USIM. Based on the information in S3-060277, the introduction of A5/4 and GEA4 would have a potential impact on the following specifications (note that the list is not necessarily exhaustive):
1. Specifications owned by GERAN

48.018: RRC protocol
This TS already describes a code point for A5/4 so there will be no impact.  However, the description may need to be updated to remove any ambiguities.
48.008: MSC-BSS interface specification 
This TS needs to be modified to allow transfer of a 128 bit encryption key towards the BSS.

48.058: BSC-BTS interface specification 
There does not seem to be any restriction on the length of the encryption keys to be transferred between BSC and BTS in TS 48.058, but this should be checked by GERAN.

51.010: MS conformance specification
Need to add tests for 128 bit GSM/GPRS encryption.

2. Specifications owned by CT4

29.060: GPRS tunneling protocol 
This is used for transferring security context between SGSNs. Introduction of GEA4 does not seem to have any functional impact on TS 29.060, since the GEA4 key could be carried in the existing 3G context.

29.002: MAP protocol 
This is used for fetching authentication vectors from the HLR and transferring security contexts between MSCs. Introduction of GEA4 does not seem to have any functional impact on TS 29.002, since 3G authentication vectors can be used to provide A5/4 and GEA4 keys, and the existing 3G context could be used for transferring A5/4 keys between MSCs.

3. Specifications owned by CT1
44.064: MS-SGSN LLC specification 
This TS needs to be modified to allow a 128 bit key to be used for GEA ciphering at the LLC layer. 

24.008: Layer 3 specification

There is limited impact to this specification because the code points have been reserved for A5/4 and GEA4.  The specification needs to be updated to ensure the 128 bit confidentiality key from the USIM remains in case of A5/4 and GEA4, instead of being converted to a 64 bits Kc.  Other description within the specification may also need to be updated to remove any ambiguities.
4. Specifications owned by SA3

43.020: GSM security-related network function 
Some changes are needed to introduce A5/4 and GEA4 support.

Aside from the above impacts, the following potential issues need to be discussed:
· It needs to be checked whether A5/4 and GEA4 could be deployed in a gradual way within a PLMN, or whether it would be required that all impacted network nodes within a PLMN are updated before the algorithm can be enabled e.g. because it is not possible to change algorithm during handover. 

· It needs to be checked that no problems would be encountered during mobility procedures with a neighbouring PLMN that does not support the same algorithm capabilities.

3. Conclusion

We intend to bring a related work item proposal to the next 3GPP SA3 meeting, but in the meantime we propose that GERAN start to investigate and, if possible, provide comments to SA3 on the impact of standardising A5/4 and GEA4 within the Release 9 timeframe. 
