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Optimization of LLC and SNDCP for GAN-mode Operation
1
Introduction

This describes how the LLC and SNDCP layers used between SGSN and MS could be optimized for existing GAN-capable Rel-6 and Rel-7 terminals working in GAN-mode meaning that forward compatibility is preserved.
Optimizations of the configurations used for the LLC and SNDCP protocol layers can be made (using existing configuration procedures) for an MS operating in GAN mode if the SGSN can be made aware of when GAN access is being used in the serving cell (for rove-in) or target cell (for PS handover to a GAN cell). Three different approaches are described regarding how this can be achieved. Only one of these approaches would require changes to the existing 3GPP specifications, and even in this case the changes are limited to 3GPP TS 48.018 (i.e. BSSGP) meaning that existing terminals are not affected.

Once the SGSN has gained knowledge about when GAN access is being used, so called “light-weight versions” of the LLC- and SNDCP-protocols are activated/negotiated. The term “light-weight version” means that existing LLC/SNDCP protocol options that are better suited for GAN-mode are activated once the MS enters GAN access. This could mean that the LLC-layer ciphering function can be turned off as GAN access is deemed to be secure since the IPsec tunnel is used between the MS and the GANC-SEGW and the Gb-interface is deemed to be secure also. Another possibility would be to turn off the SNDCP-layer compression as there are no clear bandwidth or transmission limits in the Up-interface between the MS and the GANC (i.e. the Up-interface provides “all the bandwidth and performance that will ever be needed”). 
2
PS user plane protocols in GAN Rel-6 and Rel-7
Figure 1 shows the PS domain user plane protocol architecture from 3GPP TS 43.318 (v6.9.0) and Figure 2 shows the PS domain control plane protocol architecture from 3GPP TS 43.318 (v6.9.0). These protocol architectures are unaffected by the LLC/SNDCP optimizations described in greater detail below.
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Figure 1: Up PS Domain User Plane Protocol Architecture (Figure 6 from 3GPP TS 43.318 v6.9.0)
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Figure 2: Up PS Domain Control Plane Protocol Architecture (Figure 5 from 3GPP TS 43.318 v6.9.0)
3
SGSN awareness of GAN access being used
In order for the LLC/SNDCP optimizations to be realized it is important for an SGSN to either know when a particular serving cell is a GAN cell (and therefore that all MS’ in that cell are using GAN access) or know when any given MS is using GAN access. Some background information is provided next before discussing the alternatives for how an SGSN can determine when GAN access is being used.
The Gb-interface is used between the GANC and the SGSN. As part of the normal Gb-interface operations, the BSSGP protocol is used by the GANC to dynamically create BSSGP Virtual Connections (BVC) between the GANC and the SGSN. One cell level BVC known as a Cell-BVC (also called Point-to-Point BVC or simply PTP-BVC) is created for each GAN cell controlled by the GANC. The creation of the Cell-BVCs takes place as defined in 48.018 using the BVC-RESET procedure. When a Cell-BVC is created, the GANC informs the SGSN of the Cell Global Identity (CGI) of the corresponding GAN cell.  A BVC Identifier (BVCI) is associated with each created Cell-BVC and is also signaled from the GANC to the SGSN.

A CGI in GSM consists of a Location Area Identity (LAI) and a Cell Identity (CI). Both GSM cells and GAN cells are identified using a CGI and there is currently no known way for the SGSN to know if a specific CGI identifies a GSM or a GAN cell. 
The user plane payload is transmitted between the GANC and the SGSN using the UL-UNITDATA and DL-UNITDATA messages which are part of the BSSGP protocol. The UL-UNITDATA message is sent from the GANC to the SGSN and is used to carry one LLC-PDU. In addition, each UL-UNITDATA message also includes the CGI to indicate in which cell the MS is currently located. 

This means that the identity of the cell currently being used by the MS is indicated to the SGSN in two different ways: 
· The BVCI that indicates a specific Cell-BVC is established during the BVC-RESET procedure and relates to a CGI that was also communicated between the GANC and SGSN during the BVC-RESET procedure. In later uplink transmissions (e.g. when the GANC sends UL-UNITDATA messages to the SGSN) using that particular Cell-BVC, the corresponding BVCI is indicated to the BSSGP and upper layers by the lower layers in the Gb-interface. 
· Each UL-UNITDATA message always contains the CGI. 
3.1
Alternative 1: Preconfiguration of GAN Access information in the SGSN

In this approach, the SGSN is preconfigured with information about whether or not a particular network area (cell, Location Area or Routing Area etc.) is to be considered as providing GAN access centric. This means that either a number of Cells, Location Areas and/or Routing Areas are pre-configured in the SGSN to be identified as GAN access areas. 

The main principle for this alternative is that the Gb-interface signalling is kept unmodified and the needed logic is added to the SGSN node as part of configuration information. This principle is further shown in figure 3 and further described after the figure.
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Figure 3: Alternative 1: Preconfiguration of GAN Access information in the SGSN

The steps in figure 3 are as following:

1. The SGSN is preconfigured with information about e.g. cell, Location Area (LA) and/or Routing Area (RA) being GAN Access centric. The different areas are identified using the relevant identifiers (e.g. LAI, RAI or CGI).

2. The GANC creates dynamically the Cell-BVC for the GAN cell identified by CGI-1. This would happen e.g. when a GAN cell is defined in GANC. The GANC selects BVCI-X for the Cell-BVC to be created. This step enables the SGSN to know that all traffic on BVCI-X is really coming from cell CGI-1.

3. The SGSN acknowledges the creation of the Cell-BVC.

4. An MS enters the GAN coverage via the rove-in procedure in the GAN cell identified by CGI-1, enters GAN-mode and performs normal GPRS Mobility Management (GMM) procedures. This means that either a cell update or a Routing Area Update may be triggered.

5. The GANC forwards the Routing Area Update towards the SGSN using Cell-BVC identified by BVCI-X. In addition, the (BSSGP) UL-UNITDATA message carries the CGI-1 in the message header.

6. The SGSN is able to determine whether GAN access is being used in the cell for which it receives an UL-UNITDATA message. As CGI-1 has been defined as being a GAN cell, the SGSN knows that GAN access is being used and the SGSN can trigger the procedures described in section 4 to activate the “light-weight versions” of the LLC- and SNDCP-protocols.

3.2
Alternative 2: Additions to the BSSGP signalling

In this case, the BSSGP signalling between the GANC and the SGSN is enhanced to include a “GAN-Access” indication meaning that GAN access is being used in the cell associated with a given CGI or BVCI (i.e. since a GANC by definition always knows that it controls the operation of GAN cells). If this indication is not included, then the SGSN continues to be unaware of whether or not GAN access is being used in a given cell and therefore cannot take advantage of the protocol configuration options described below. The lack of this new indication can be seen to mean that GERAN access (i.e. legacy BSS mode of operation) is being used and that use of the “light-weight” versions of the LLC and SNDCP protocols will not be possible and that normal operation mode for these protocols will be activated. The new indication can be easily added to both the control plane and user plane BSSGP messages as is shown in figure 4. 

The GAN Access indication can be added to the BVC-RESET message (step 2 in figure 4) or it can be added to the UL-UNITDATA message (step 5) or it can be added to both messages.
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Figure 4: Alternative 2: Additions to the BSSGP signalling

3.3
Alternative 3: Combining GANC/SGSN to one node

The alternative 3 means that the GANC and SGSN nodes are combined to one node and called the Combined GANC/SGSN and known as the only forward compatible solution of the three technical solutions being proposed for GAN Enhancements.

The main principle is that the GANC part of the Combined GANC/SGSN can inform the SGSN part using node internal signalling about GAN access being used in any given cell.  This is needed as the Combined GANC/SGSN can naturally also function as i) a 2G-SGSN with Gb-interfaces towards BSS(es) and/or ii) as 3G-SGSN with Iu-ps interfaces towards the RNS(es).

4 Related GMM, SNDCP and LLC procedures 

The GMM Authentication and ciphering procedure is defined in 3GPP TS 24.008 and can be used to authenticate the MS and set the “GPRS” ciphering mode (ciphering/no ciphering) and “GPRS” ciphering algorithm. It is performed by the network sending a (GMM) AUTHENTICATION AND CIPHERING REQUEST message to the MS and the MS responding with a (GMM) AUTHENTICATION AND CIPHERING RESPONSE message. Whenever the MS is attached to GPRS it must be prepared to perform this procedure. 

The LLC layer enhancement proposed here is therefore to use the GMM Authentication and ciphering procedure to set the ciphering mode to “no ciphering” while the MS is using GAN access or when the MS enters GAN access at rove-in. When the MS leaves GAN access the opposite activation applies i.e. the ciphering mode can be set to “ciphering” if this is used for access in the new cell (e.g. rove-out to a GERAN cell). 

The SNDCP and LLC XID (re)negotiation procedures are defined in 3GPP TS 44.064 and 44.065.  A specific set of operational parameters can be negotiated whenever an SNDCP- or LLC-layer connection is being established. In addition, either the MS or network side may trigger renegotiation of the operational parameters. The negotiation is normally performed by the SGSN sending an XID COMMAND message to the MS. This message is transmitted between the LLC protocol entities and is used to negotiate both LLC and SNDCP layer operational parameters. The SNDCP parameters are normally negotiated e.g. whenever a PDP context is activated or modified. 

The SNDCP layer enhancement proposed here is therefore to use the XID negotiation procedures to at least turn off the compression function of the SNDCP layer while the MS is using GAN access with active PDP contexts (or when the MS enters GAN access with active PDP contexts). When the MS leaves GAN access the opposite activation applies i.e. the compression can be activated again if this is used for access in the new cell.

Both of the above enhancements can be triggered (at least) in the following scenarios:

· GPRS attach in GAN access

· PDP Context activation or modification in GAN Access

· When the MS moves from GERAN/UTRAN to GAN and is already GPRS attached and performs Routing Area Update or Cell Update.

· When the MS moves from GERAN/UTRAN to GAN with active PDP contexts.

· When the MS moves from GAN to GERAN/UTRAN and is already GPRS attached and performs Routing Area Update or Cell Update.

· When the MS moves from GAN to GERAN/UTRAN with active PDP contexts.

The above enhancements apply also for PS Handover (as defined in 3GPP TS 43.129). The (new) SGSN will find out the target cell RAI and CGI and is able to identify the target cell being GAN access based on alternatives 3.1, 3.2 and 3.3. The (new) SGSN may either deactivate ciphering in the target cell (when performing PS HO from GERAN/UTRAN to GAN) or assign a GSM ciphering algorithm to be used in the target cell (when performing PS HO from GAN to GERAN). In addition, the SNDCP XID parameters can be also passed between the MS and target SGSN to activate or deactivate compression for the same scenarios. For the case of PS Handover from GERAN/UTRAN to GAN PS handover can be performed exactly as per existing PS HO procedures with the “NAS container for PS HO” IE indicating Reset (i.e. reset to default parameters) which causes the MS to think that default LLC/SNDCP XID parameters are to be used in the new cell. After the MS arrives in the new cell uplink and downlink data flows are resumed, sometime thereafter (but still during the execution phase of the PS HO procedure) the new SGSN can use existing XID negotiation procedures and/or the GMM Authentication and ciphering procedure to disable LLC ciphering/SNDCP compression.

However, it should be noted that the existing PS Handover procedure also allows the “NAS Container for PS HO” IE passed in the PS Handover Command to have “old XID” = 0 which results in default SNDCP configuration (i.e. no compression) and “Type of ciphering algorithm” = 000 which explicitly indicates that no ciphering is to be used in the new cell. As such, the existing PS Handover procedures also allows for disabling LLC ciphering and SNDCP compression upon MS reception and processing of the PS Handover Command. If this is done then there would be no need for the SGSN to trigger an additional XID negotiation procedure (for each active PDP Context) at some point after MS arrival in the GAN cell. For PS Handover from GAN to GERAN the “Type of ciphering algorithm” will be set to indicate some type of ciphering algorithm is to be used in the new cell until further XID negotiation is triggered by the SGSN.
5
Conclusion

This discussion paper has described how the LLC and SNDCP layers can be optimized to effectively perform a null operation (i.e. the processing load and header overhead imposed by these layers is minimized) for GAN mode of operation. It is proposed that the content of this paper be added to the GAN Enhancements Feasibility Study TR within a new section 5.1.2.6 titled “Optimization of LLC and SNDCP layers”. Specifically it is proposed that all of section 1 above (except for the first paragraph), all of section 2 and all of section 4 be included in an updated version of the TR.
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