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26.6.8.6
Ciphering mode / Non support of algorithm A5/2
26.6.8.1.1
Conformance requirements

1.
For the MS it is prohibited to implement algorithm A5/2.
2.
When the MS receives the CIPHERING MODE COMMAND message with Ciphering Mode Setting information element set to "start ciphering" and algorithm identifier set to "A5/2", the MS shall not start ciphering and deciphering with the algorithm A5/2:

-
the MS does not responds with a CIPHERING MODE COMPLETE message in ciphered mode using algorithm A5/2;

3.
The MS ignores the CIPHERING MODE COMMAND message and returns a RR STATUS message with cause # 96 "Invalid mandatory information".
References

3GPP TS 43.020 subclause 4.9, 3GPP TS 44.018 subclause 3.4.7, 8.5
26.6.8.1.2
Test purpose

To verify that the MS does not start ciphering when it receives a CIPHERING MODE COMMAND message with Cipher Mode Setting = "Start Ciphering" and  algorithm identifier set to "A5/2". 

To verify that the MS in RR connected mode ignores a ciphering mode command message in which the algorithm identifier is set to “A5/2” except for the fact that it returns a RR STATUS message.
26.6.8.1.3
Method of test

Initial Conditions

System Simulator:


1 cell, Radio_Link_Timeout set to 64.

Mobile Station:


The MS is in the "idle, updated" state, with a TMSI allocated.

Related PICS/PIXIT Statements

Type of MS (GSM 450 or GSM 480 or GSM 700 or GSM 850 or P-GSM 900 or EGSM or DCS 1 800 or PCS 1 900).

Support for state U10 of the Call Control protocol.

Supported encryption algorithms: A5/1.

Foreseen Final State of the MS

"Idle, updated", with TMSI allocated.

Test Procedure

The MS is made to originate a call. It shall send at least one CHANNEL REQUEST message. The SS sends an IMMEDIATE ASSIGNMENT and the MS shall answer with a CM SERVICE REQUEST with A5/2 algorithm = “encryption algorithm A5/2 not available” in Mobile Station Classmark 2 IE. The SS sends an AUTHENTICATION REQUEST and the MS shall answer with AUTHENTICATION RESPONSE. Then the SS sends a CIPHERING MODE COMMAND, ordering the MS to start ciphering with algorithm A5/2 which is prohibited for the MS. After transmission of this command the SS does not start deciphering. The MS shall not respond with a CIPHERING MODE COMPLETE message in ciphered mode using the cipher key determined during the authentication procedure. Instead the MS sends a RR STATUS message with cause # 96 "Invalid mandatory information"
Then the SS sends a CIPHERING MODE COMMAND, ordering the MS to start ciphering with algorithm A5/1. After transmission of this command the SS starts deciphering. The MS shall respond with a CIPHERING MODE COMPLETE message in ciphered mode using the cipher key determined during the authentication procedure.
Finally the SS sends a CHANNEL RELEASE to end the test.

Maximum Duration of Test

3 minutes, including 1 minute for any necessary operator actions.

Expected Sequence

	Step
	Direction
	Message
	Comments

	1
	MS -> SS
	CHANNEL REQUEST
	Establ. Cause = "Originating Call" NECI not set to 1

	2
	SS -> MS
	IMMEDIATE ASSIGNMENT
	

	3
	MS -> SS
	CM SERVICE REQUEST
	A5/2 algorithm = “encryption algorithm A5/2 not available” in Mobile Station Classmark 2 IE

	4
	SS -> MS
	AUTHENTICATION REQUEST
	

	5
	MS -> SS
	AUTHENTICATION RESPONSE
	

	6
	SS -> MS
	CIPHERING MODE COMMAND
	Cipher Mode Setting = "Start Ciphering; cipher with algorithm A5/2". The SS does no start deciphering.

	7
	MS -> SS
	RR STATUS
	Sent in non ciphered mode, RR cause IE specifies RR cause value #96.

	8
	SS -> MS
	CIPHERING MODE COMMAND
	Cipher Mode Setting = "Start Ciphering; cipher with algorithm A5/1". The SS start deciphering.

	9
	MS -> SS
	CIPHERING MODE COMPLETE
	Sent in ciphered mode using the cipher key determined in between steps 4&5. The SS start enciphering.

	10
	SS -> MS
	CHANNEL RELEASE
	


Specific Message Contents

None.
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