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Draft CR for Security Handling in PS Handover

This Draft CR contains changes to TS 43.129 V0.6.0 (PS Handover Stage 2) for introduction of Security Handling.

5
Signalling Procedures

Editor’s note: 
There is a proposal to re-use existing RLC/MAC messages to support PS Handover. The signalling procedures will be updated once the Um signalling messages has been agreed. 
5.1
GERAN (A/Gb) ( GERAN (A/Gb) handover

5.1.1
Intra Cell

Intra Cell PS Handover will be needed in cases when a new channel is selected in the same cell to be used by the MS. This is handled by the BSS internally and if there are no changes in the new channel there is no need for BSS to notify the SGSN about the change of channel.

BSS/SGSN signaling will be needed in case the new channel has limited resources and cannot support the same QoS, for the BSS PFC as the old channel.

For these purpose existing modification procedures on the Um and Gb interface are used, e.g. PACKET TIMESLOT RECONFIGURE [3GPP TS 44.060] on the air interface and MODIFY BSS PFC [3GPP TS 48.018] procedure on the Gb interface.

If the modification procedures fail BSS may cancel the intra cell PS handover procedure.

5.1.2
Intra BSS

5.1.2.1
General

This section is further split into two sub-sections.  The first describes an intra-BSS handover procedure based largely on the inter-BSS handover procedure.  The second section describes an optional optimised intra-BSS handover procedure. When the source and target cells are within the same BSS the handover can be either executed by the BSS itself (optimized handover) or by involving the SGSN. In the latter case although handover is performed within one BSS the roles of source BSS and target BSS are the same as in Inter BSS Handover.
5.1.2.2
Intra BSS HO; Preparation phase

Editor’s Note: 
The detail procedures for the Intra BSS HO case will be defined when the work on Inter SGSN HO is stable.

5.1.2.3
Intra BSS HO; Execution phase

Editor’s Note: 
The detail procedures for the Intra BSS HO case will be defined when the work on Inter SGSN HO is stable.

5.1.2.4
Intra BSS Handover – Optimised

Editor’s Note: 
The detail procedures for the Intra BSS HO optimise case will be defined when the work on Inter SGSN HO is stable.

5.1.3
Intra SGSN

5.1.3.1
Intra SGSN/Inter BSS HO, Preparation phase

Editor’s Note: 
The detail procedures for the Intra SGNS HO case will be defined when the work on Inter SGSN HO is stable.
5.1.3.2
Intra SGSN/Inter BSS HO, Execution phase

Editor’s Note: 
The detail procedures for the Intra SGSN HO case will be defined when the work on Inter SGSN HO is stable.
5.1.4
Inter SGSN
5.1.4.1 Inter SGSN HO, Preparation phase
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Figure 1: PS Handover - Preparation Phase; Inter SGSN case

1. The source BSS decides to initiate a PS handover. At this point both uplink and downlink user data is transmitted via the following: TBFs between MS and source BSS, BSSGP PFCs tunnel(s) between source BSS and old SGSN, GTP tunnel(s) between old SGSN and GGSN.

2. The source BSS sends a PS Handover Required (old TLLI, Cause, Source Cell Identifier, Target Cell Identifier, Source BSS to target BSS transparent container) message to the old SGSN. The Source BSS to Target BSS Transparent Container includes BSS specific information for PS Handover co-ordination.

Editor’s note: The exact content of the “Source BSS to target BSS transparent container “ IE is FFS.

NOTE 1.
The SGSN determines from the Target Cell Identifier if the PS Handover is of type intra- or inter-SGSN

3. In case of inter-SGSN PS Handover, the old SGSN initiates the PS Handover resource allocation procedure by sending a Forward Relocation Request (IMSI, Cause, Source Cell Identifier, Target Cell Identifier, MM Context, PDP Contexts, Packet Flow ID, SNDCP XID parameters (FFS), LLC XID parameters (FFS), MS Radio Access Capabilities, Tunnel Endpoint Identifier Control Plane, SGSN Address, Source BSS to target BSS transparent container, PDP Context Prioritisation) message to the new SGSN.
As part of the MM context the following security related information is included: 

· Kc







Ciphering key for GPRS

· CKSN






Ciphering Key Sequence Number of Kc

· Used Cipher


Selected ciphering algorithm for GPRS (GEA)
· MS Network Capability

Includes ciphering algorithms supported by the MS

The Ciphering key used by the old SGSN is reused by the new SGSN until a new authentication procedure is performed (see 5.1.4.2 bullet 13).

If the new SGSN does not support the indicated ciphering algorithm, the new SGSN has to select a new ciphering algorithm. This new algorithm will be sent transparently from the new SGSN to the MS. The IOV-UI/IOV-I parameter generated in the new SGSN and used as input to the ciphering procedure will also be transferred transparently from the new SGSN to the MS. 
NOTE 1:
From the PDP Contexts the SAPIs and the NSAPIs to be used in the new SGSN are extracted. 

NOTE 2:
When the new SGSN receives the Forward Relocation Request message the required PDP, MM, SNDCP and LLC contexts are established. The mapping between N-SAPI, SAPI and PFI for each PDP Context is established.


4. The new SGSN sends a PS Handover Request (Local TLLI, Cause, IMSI, Source Cell Identifier, Target Cell Identifier, MS Radio Access Capabilities, Source BSS to target BSS transparent container, PFCs To Be Set Up List) message to the target BSS.

NOTE:
The PFCs required to be set up are downloaded to the target BSS from the new SGSN, i.e.all information required for PFC creation.

5. The target BSS establishes an MS context, sets up the PFCs as indicated and reserves radio resources for one or more of the PFCs downloaded from the new SGSN. Due to resource limitations not all downloaded PFCs will necessarily receive resource allocation. The target BSS allocates TBFs for each PFC subject to handover that can be accommodated by the target BSS.
6. After all necessary resources for the accepted PFCs are successfully allocated, the target BSS shall send the PS Handover Request Acknowledge (Local TLLI, Cause, PFCs Setup/Failed to Setup, Target BSS to source BSS transparent container (including configuration of resources in target cell)) message to the new SGSN. If the QoS parameters for any of the indicated PFCs are not accepted by the target BSS, the target BSS indicates ‘PFCs Failed to setup’ in the message. After sending the PS Handover Request Acknowledge message the target BSS shall be prepared to receive downlink LLC PDUs from the new SGSN. 
7. When the new SGSN receives the PS Handover Request Acknowledge message the Forward Relocation Response message (IMSI, Cause, NSAPI(s), Target BSS to Source BSS transparent container, Tunnel Endpoint Identifier Control Plane, SGSN Address, Tunnel Endpoint Identifier Data II) is sent from the new SGSN to the old SGSN. This message indicates that the new SGSN is ready to receive packets forwarded from the old SGSN. If the target BSS or the new SGSN failed to allocate resources this shall be indicated in the message.
8. When the old SGSN receives the Forward Relocation Response message and it decides to proceed with the handover, the preparation phase is finished and the execution phase will follow.
5.1.4.2
Inter SGSN HO, Execution phase

Editor’s note: The air interface signalling has not yet been agreed.
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Figure 2: PS Handover - Execution Phase; - Inter SGSN case with RAU

1. The old SGSN continues to receive GTP packets from the GGSN (via GTP) and forwards the associated PDU payload to the MS via the source BSS.

2. The old SGSN may start PDU duplication and forward those PDUs to the new SGSN if a Tunnel Endpoint is available.

3. The new SGSN activates the allocated LLC/SNDCP engines. Each activated LLC/SNDCP engine will use an initial sequence number of zero. The source BSS continues transmitting downlink data to the MS. The target BSS may start a blind transmission of user data towards the MS over the allocated radio channels. Within the target BSS the already allocated TBFs are used for transport of the LLC-PDUs received over the corresponding PFCs.

4. The old SGSN continues the PS Handover by sending a PS Handover Command message (Old TLLI, Cause, Target BSS to Source BSS transparent container) to the source BSS.

NOTE:
Only PFI(s) for PFCs accepted by the target cell are included in the message.

5. The source BSS sends the PS Handover Command message (PFI(s), Target cell resource description, Handover Reference, Ciphering Algorithm, XID Command incl. e.g. IOV-UI/IOV-I) to the MS by interrupting the transmission of LLC PDUs on any of the downlink TBFs. Following the transmission of this signalling message the source BSS immediately resumes LLC PDU transmission until it either has no more LLC PDUs to send or the PFC is released.  MS management of uplink N-PDUs following the reception of the PS Handover Command message is as follows:
· All uplink packets associated with a PFC receiving handover treatment that have not yet been fully transmitted might be buffered depending on the QoS class.

· Subsequent uplink packets that become available for transmission following the reception of the PS Handover Command message might also be buffered depending on the QoS class.

· The MS may discarded uplink packets during the link interruption to preserve the real-time properties. 

6. The MS tunes to the radio channel and the timeslot allocated in the target cell by the target BSS and for the case of unsynchronised networks it sends the PS Handover Access message (four handover access bursts) to the BSS on the allocated channel. The target BSS sends the PS Handover Access message (four handover access bursts) to the BSS on the allocated channel. The target BSS sends Physical information (see 3GPP TS 23.108) to the MS for the MS to synchronise. 

Editors note:
All synchronised cases are characterised by the MS being aware of the timing advance to use in uplink in the target cell without requesting it from the BSS in the target cell. An MS may optionally send access bursts in the target cell to allow BSS verification of the correct MS, see 3GPP TS 44.018. The BSS does not respond with timing advance information.[FFS]

7. The MS sends one XID Response message to the new SGSN for each of the SAPIs it has received an XID Command message in the source cell. To make the handover interruption short the MS sends this message immediately after receiving the Physical Information message. 
8. Upon reception of the first correct RLC/MAC block (sent in normal burst format) from the MS the target BSS sends a PS Handover Complete (Local TLLI, Handover Complete Status) message to inform the PFM entity in the SGSN that the MS has arrived in the target cell.

NOTE 1:
At this point the MS activates an LLC engine and a SNDCP engine for each PFC that receives PS handover treatment. Each activated uplink LLC/SNDCP engine will use an initial sequence number as per normal operation of a newly activated LLC UM/SNDCP engine [FFS].
9. The new SGSN sends an Update PDP Context Request (new SGSN Address, TEID, QoS Negotiated) message to the GGSN concerned. The GGSN updates the PDP context fields and returns an Update PDP Context Response (TEID) message. From now on the GGSN sends new incoming downlink IP packets only to the new SGSN. Each uplink N-PDU received by the new SGSN prior to updating the PDP Context for the associated PFC by the Update PDP Context Request message is discarded. Once the new SGSN has updated the PDP Context for any given  PFC, it starts sending all associated uplink N-PDUs it receives directly to the GGSN.
10. The new SGSN send a PS Handover Complete message (IMSI, Handover Complete Status) to the old SGSN. The old SGSN responds with a PS Handover Complete Acknowledge message.  An alternative solution would be to transfer the N-PDU sequence numbers from old to new SGSN in these messages instead of resetting the LLC/SNDCP engines (FFS).

11. The old  SGSN deletes to BSS packet flow context towards the old cell. 

12. The MS sends a Routing Area Update Request (old RAI, old P-TMSI signature) message to the new SGSN informing it that the source cell belongs to a new routing area. The MS shall send this message immediately after message 6. The new SGSN knows that a handover has been performed for this MS and can therefore exclude the SGSN context procedures that normally are used within the RA Update procedure.

13. At this point the new SGSN may optionally invoke MS authentication (security function). The security function can be deferred and performed at any later time as well.
14. The new SGSN informs the HLR of the change of SGSN by sending Update Location (SGSN Number, SGSN Address, IMSI) message to the HLR.

15. The HLR sends Cancel Location (IMSI, Cancellation Type) message to the old SGSN with Cancellation Type set to Update Procedure. The old SGSN acknowledges with a Cancel Location Ack (IMSI) message. This message allows the old SGSN to know when to release the inter-SGSN tunnel.

16. The HLR sends Insert Subscriber Data (IMSI, GPRS subscription data) to the new SGSN. The new SGSN validates the MS presence in the (new) RA. If all checks are successful then the new SGSN constructs an MM context for the MS and returns an Insert Subscriber Data Ack (IMSI) message to the HLR. This message allows the new SGSN to know when to release the inter-SGSN tunnel.

17. The HLR acknowledges the Update Location by sending an Update Location Ack (IMSI) message to the new SGSN.

18. The new SGSN validates the MS presence in the new RA. If the MS is allowed to be attached in this RA, the SGSN updates the MM context for and sends a Routing Area Update Accept (P-TMSI, TMSI, P-TMSI signature) message to the MS.

19. The MS confirms the re-allocation of the new P-TMSI by responding the SGSN with a Routing Area Update Complete message. The MS derives a new local TLLI from the new P-TMSI using current MM procedures.
5.2
Inter-RAT/mode handover (GERAN A/Gb ( UTRAN, GERAN Iu)

5.2.1
Intra SGSN

Editor’s Note: 
The detail procedures for the Inter-RAT/mode handover (GERAN A/Gb -> UTRAN, GERAN Iu) case will be defined when the work on Inter SGSN Inter RAT/mode HO is stable.

5.2.2
Inter SGSN

5.2.2.1
Inter-SGSN GERAN A/Gb to UTRAN/GERAN Iu HO; Preparation phase
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Figure 3: Sequence diagram for inter-RAT/mode PS handover preparation phase (GERAN A/Gb -> UTRAN, GERAN Iu).

1. The source BSS decides to initiate a PS handover. At this point both uplink and downlink user data is transmitted via the following: TBFs between MS and source BSS, BSSGP PFCs tunnel(s) between source BSS and old SGSN, GTP tunnel(s) between old SGSN and GGSN.

2. The source BSS sends a PS Handover Required message (TLLI, Source Cell Identifier, Target ID , Source RNC to target RNC transparent container) to the old SGSN.

The Source RNC to Target RNC Transparent Container includes the necessary information for relocation co-ordinationand also information about the MS’s UMTS security capabilities in the INTER RAT HANDOVER INFO WITH INTER RAT CAPABILITIES IE. The concerned information is e.g. UE Radio Access Capability and START_PS. 

Note: START_PS is currently not included in the INTER RAT HANDOVER INFO WITH INTER RAT CAPABILITIES IE. This thus needs to be added in 25.331.
Note: A way for the source BSS to get hold of the UE Radio Access Capability and START_PS needs to be defined.


3. The old SGSN determines from the Target ID if the handover is intra-SGSN, inter-SGSN or inter-RAT/mode handover. In case of inter-SGSN inter-RAT/mode PS handover the old SGSN initiates the relocation resource allocation procedure by sending a Forward Relocation Request message  (IMSI, Target Identification, MM Context, PDP Context, PDP Context Prioritization, MS Capabilities, Tunnel Endpoint Identifier Control Plane, SGSN Address for Control plane, UTRAN transparent container, RANAP Cause) to the new SGSN.

As part of the MM context the following security related information is included: 

· Kc







Ciphering key for GPRS

· CKSN






Ciphering Key Sequence Number of Kc

· Used Cipher


Selected ciphering algorithm for GPRS (GEA)
· MS Network Capability

Includes ciphering algorithms supported by the MS
The values for CK (UMTS Ciphering Key) and IK (UMTS Integrity protection Key) are calculated from the Kc and the KSI (Key Set Identifier) takes the same value as CKSN.


· 
· 
· 
NOTE:
For relocation to an area where Intra Domain Connection of RAN Nodes to Multiple CN Nodes is used, the old SGSN may – if it provides Intra Domain Connection of RAN Nodes to Multiple CN Nodes -have multiple new SGSNs for each handover target in a pool area, in which case the old SGSN will select one of them to become the new SGSN, as specified in 3GPP TS 23.236. 

Upon receipt of the message, the new SGSN establishes all MM and PDP contexts and initiates the RAB setup procedures for all PDP contexts received.

4. The new SGSN constructs a Relocation Request message (Permanent NAS Identity, Cause, CN Domain Indicator, Integrity protection information (i.e. IK and allowed Integrity Protection algorithms), Encryption information (i.e. CK and allowed Ciphering algorithms), RABs to be setup list, Source RNC to target RNC transparent container, Iu Signalling connection identifier, Global CN-ID, SNA Access Information, UESBI-Iu) to the target RNC/BSS.

For each RAB requested to be established, RABs To Be Setup shall contain information such as RAB ID, RAB parameters, Transport Layer Address, and Iu Transport Association. SGSN shall not establish RABs for PDP contexts with maximum bit rate for uplink and downlink of 0 kbit/s. The RAB ID information element contains the NSAPI value, and the RAB parameters information element gives the QoS profile. The Transport Layer Address is the SGSN Address for user data, and the Iu Transport Association corresponds to the uplink Tunnel Endpoint Identifier Data.

Ciphering and integrity protection keys are sent to the target RNC/BSS to allow data transfer to continue in the new RAT/mode target cell without requiring a new AKA (Authentication and Key Agreement) procedure.  Information that is required to be sent to the MS (either in the PS HO Command message or after the handover completion message) from RRC in the target RNC/BSS shall be included in the RRC message sent from the target RNC/BSS to the MS via the transparent container.

5. In the target RNC/BSS radio and Iu user plane resources are reserved for the accepted RABs.

6. Target RNC/BSS sends the Relocation Request Acknowledge message (Target BSS to Source BSS transparent container, RABs setup list, RABS failed to setup list) to the new SGSN. 

Each RAB to be setup is defined by a Transport Layer Address, which is the target RNC/BSS Address for user data, and the Iu Transport Association, which corresponds to the downlink Tunnel Endpoint Identifier for user data. 

The transparent container contains all radio-related information that the MS needs for the handover, i.e., a complete RRC message (e.g. PS Handover to UTRAN/GERAN message) to be sent transparently via CN and source BSS to the MS. For each RAB to be set up, the target RNC/BSS may receive downlink user packets from the new SGSN, which have been sent from the old SGSN.

NOTE:
The information to be included in the containers differs for UTRAN and GERAN Iu mode. For UTRAN, the information included in the container is related to RAB setup and other IE similar to those in Handover to UTRAN message defined in [3GPP TS 25.331]. For GERAN Iu mode Radio Bearer Reconfiguration message defined in [3GPP TS 44.118] is the RRC message to be included. The exact content of the containers is to be defined.

7. When resources for the transmission of user data between target RNC/BSS and new SGSN have been allocated and the new SGSN is ready for the PS handover, the Forward Relocation Response message (Cause, Tunnel Endpoint Identifier Control Plane, RANAP cause, SGSN Address for control plane, Target BSS to Source BSS transparent container, RAB setup information, Additional RAB setup information) is sent from the new SGSN to the old SGSN. RAN transparent container and RANAP Cause contain information from the target RNC/BSS to be forwarded to the source BSS.

The inclusion of TEIDs for the end of the GTP tunnel is sufficient information to identify and establish the GTP tunnel for data forwarding.

8. Data forwarding should be started towards the new SGSN before the handover command is sent to the MS in the source cell. GTP-PDUs are forwarded from the old SGSN to the new SGSN via the Gn interface.

5.2.2.2
Inter-SGSN GERAN A/Gb to UTRAN/GERAN Iu HO; Execution phase
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Figure 4: Sequence diagram for inter-RAT/mode PS handover Execution phase (GERAN A/Gb -> UTRAN/GERAN Iu).

1. The old SGSN continues to receive IP packets from the GGSN (via GTP) and forwards the associated PDU payload to the MS via the source BSS.

2. The old SGSN duplicates the received N-PDUs and starts tunneling them to the new SGSN. N-PDUs that were already sent to the MS in acknowledged mode SNDCP and that are not yet acknowledged by the MS are tunneled together with their related SNDCP N-PDU sequence number. No PDCP sequence numbers shall be indicated for these N-PDUs.

3. The new SGSN distributes the received N-PDUs over the RABs to the target RNC/BSS.  No data will be sent in the target cell until the UE has accessed the cell.

In the network, N-PDUs are forwarded from the old to the new SGSN and the PDCP sequence number is derived from the N-PDU sequence number (sent as part of the PDP context) with 8 most significant bit 1’s added. It is FFS where this sequence number translation will be done.

4. The old SGSN continues the PS Handover by sending a PS Handover Command message (old TLLI, Target RNC ID, Target BSS to Source BSS transparent container) to the source BSS.

5. The source BSS sends the Inter System to UTRAN PS Handover Command message (RRC message containing the following: new RNTI, Source Cell Identifier, Target RNC ID, RAB IDs, target cell channel descriptions, chosen UMTS Ciphering algorithm) to the MS by interrupting the transmission of LLC PDUs on any of the downlink TBFs. Following the transmission of this signalling message the source BSS immediately resumes LLC PDU transmission until it either has no more LLC PDUs to send or the PFC is released.  MS management of uplink N-PDUs following the reception of the PS Handover Command message is as follows:

· All N-PDUs associated with a PFC receiving handover treatment that have not yet been fully transmitted might be buffered depending on the QoS class.

· Subsequent uplink N-PDUs that become available for transmission following the reception of the PS Handover Command message might also be buffered depending on the QoS class.

· For lossy services uplink N-PDUs may be discarded by the MS during the link interruption due to the real time properties of the data. 

NOTE: 
Any buffering should be performed before the data is passed to SNDCP in order to avoid header compression on N-PDUs such that data delivery in the target cell may begin from the correct point in the sequence.Editor’s Note: 
The above paragraphs and the Inter System to UTRAN PS Handover Command message, i.e. air interface signaling is still under discussion as well as the handling of data.

6. MS is in the target cell and performs access to UTRAN as defined in 3GPP TS 25.331 and  to GERAN Iu mode as defined in 3GPP TS 44.118.
7. Target RNC/BSS sends a Relocation Detected message to the new SGSN to indicate that the MS is in the target cell.  The target RNC shall send a Relocation Detect message to the new SGSN when the relocation execution trigger is received. For SRNS relocation type "UE Involved", the relocation execution trigger may be received from the Uu interface; i.e., when the target RNC detects the MS on the lower layers. When the Relocation Detect message is sent, the target RNC shall start source RNC operation.

8. In UTRAN, MS sends Handover to UTRAN Complete {Message Type, UE Information elements (Start List, CN Domain Identity, Start), RB Information Elements (Count-C Activation Time)} message to the target RNC [see 3GPP TS 25.331]. 
In GERAN Iu, MS sends Radio Bearer Reconfiguration Complete {RRC Transaction Identifier, Integrity Check Info, Uplink Integrity Protection Activation Info, COUNT-C Activation Time, Radio Bearer Uplink Ciphering Activation Time Info, Mobile Observed Time Difference, Uplink Counter Synchronisation Info struct, START List, CN Domain Identity, START, RB with PDCP Information List, RB with PDCP Information} message to target BSS.
· All N-PDUs associated with a PFC receiving handover treatment that have not yet been fully transmitted might be buffered depending on the QoS class.

· Subsequent uplink N-PDUs that become available for transmission following the reception of the PS Handover Command message might also be buffered depending on the QoS class.

· For lossy services uplink N-PDUs may be discarded by the MS during the link interruption due to the real time properties of the data. 

NOTE: 
Any buffering should be performed before the data is passed to SNDCP in order to avoid header compression on N-PDUs such that data delivery in the target cell may begin from the correct point in the sequence.

Editor’s Note: 
The above paragraphs and the Inter System to UTRAN PS Handover Command message, i.e. air interface signaling is still under discussion as well as the handling of data.

9. When the new SRNC-ID + S-RNTI are successfully exchanged with the MS, the target SRNC shall send the Relocation Complete message to the new SGSN. The purpose of the Relocation Complete procedure is to indicate by the target SRNC/SBSS the completion of the relocation of the SRNS/SBSS to the CN.

10. The reception of the relocation complete message in the new SGSN triggers the sending of an Update PDP Context Request (new SGSN Address, TEID, QoS Negotiated) message to the GGSN concerned. The GGSN updates the PDP context fields and returns an Update PDP Context Response (TEID) message. From now on the GGSN sends new incoming downlink IP packets only to the new SGSN. Each uplink N-PDU received by the new SGSN prior to updating the PDP Context for the associated RAB by the Update PDP Context Request message is discarded. Once the new SGSN has updated the PDP Context for any given RAB, it starts sending all associated uplink N-PDUs it receives directly to the GGSN.

11. For inter-SGSN PS handover, the new SGSN sends a Forward Relocation Complete message to the old SGSN to indicate the success of the handover procedure. The old SGSN acknowledges this with a Forward relocation complete ack message.

12. The old SGSN shall initiate PFC Management procedures towards the source cell in order to trigger the release of resources in the source cell.

13. The MS sends a Routing Area Update Request (old RAI, old P-TMSI signature, Update Type) message to the new SGSN informing it that the source cell belongs to a new routing area. The MS shall send this message immediately after message 7. The new SGSN knows that a handover has been performed for this MS and can therefore exclude the SGSN context procedures which normally are used within the RA Update procedure.

14. At this point the new SGSN may optionally invoke MS authentication (security function). The security function can be deferred and performed at any later time as well.

15. The new SGSN informs the HLR of the change of SGSN by sending Update Location (SGSN Number, SGSN Address, IMSI) message to the HLR.

16. The HLR sends Cancel Location (IMSI, Cancellation Type) message to the old SGSN with Cancellation Type set to Update Procedure.

17. The old SGSN acknowledges with a Cancel Location Ack (IMSI) message. This message allows the old SGSN to know when to release the inter-SGSN tunnel.

18. The HLR sends Insert Subscriber Data (IMSI, GPRS subscription data) message to the new SGSN. The new SGSN validates the MS presence in the (new) RA.

19. If all checks are successful then the new SGSN constructs an MM context for the MS and returns an Insert Subscriber Data Ack (IMSI) message to the HLR. This message allows the new SGSN to know when to release the inter-SGSN tunnel.

20. The HLR acknowledges the Update Location by sending an Update Location Ack (IMSI) message to the new SGSN.

21. The new SGSN validates the MS presence in the new RA. If the MS is allowed to be attached in this RA, the SGSN updates the MM context for and sends a Routing Area Update Accept message to the MS.

22. The MS may respond to the SGSN with a Routing Area Update Complete message.

5.3
Inter-RAT/mode handover (UTRAN/GERAN Iu ( GERAN A/Gb)

5.3.1
Intra SGSN

Editor’s Note: 
The detail procedures for the Inter-RAT/mode handover (UTRAN/GERAN Iu -> GERAN A/Gb) case will be defined when the work on Inter SGSN Inter RAT/mode HO is stable.

5.3.2
Inter SGSN

5.3.2.1
Inter RAT/mode UTRAN/GERAN Iu to GERAN A/Gb PS HO; Preparation phase
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Figure 5: Sequence diagram for inter-RAT/mode PS handover preparation phase (UTRAN/GERAN Iu -> GERAN A/Gb).

1. Based on measurement results and knowledge of the RAN topology, the SRNC/SBSS decides to initiate an inter RAT/mode PS handover towards the GERAN A/Gb. At this point both uplink and downlink user data flows via the tunnel(s): Radio Bearer between the MS and the source SRNC/SBSS; GTP-U tunnel(s) between the source SRNC/SBSS and the old SGSN; GTP-U tunnel(s) between the old SGSN and the GGSN.

NOTE: The process leading to the handover decision is outside of the scope of this paper.

2. The source SRNC/SBSS sends a Relocation Required message (Relocation Type, Cause, Source ID, Target ID, MS Classmark 2, MS Classmark 3, Source BSS To Target BSS Transparent Container) to the old SGSN. The source SRNC/SBSS shall set Relocation Type to "UE Involved in relocation of SRNS".

The Source BSS to target BSS transparent container IE includes the necessary information for relocation coordination and also the RRC container INTER RAT HANDOVER INFO which includes UE Radio Access Capability and START_PS. This information will be stored in the target BSS for later possible usage in case of a handover back to UTRAN. 
Note: START_PS is currently not included in the INTER RAT HANDOVER INFO. This thus needs to be added in 25.331.

Target ID contains the ID of the target cell BSS.

Note: The Target ID contains the CGI if GERAN is the target cell. Considering that CGI contains only LAI and CI, it will be problematic for the SGSN to determine the target cell in PS domain without the RAI. The same is valid in case of UTRAN-GERAN PS handover.

3. The old SGSN initiates the PS Handover resource allocation procedure by sending a Forward Relocation Request message (IMSI, TEI Control Plane, RANAP Cause, MM Context, PDP Contexts, PDP Context Prioritisation, Source BSS To Target BSS transparent container, Target Identification, SGSN Address for control plane) to the new SGSN.

As part of the MM context  the following security related information is included: 

· CK






UMTS Ciphering Key

· IK






UMTS Integrity protection Key

· KSI






Key Set Identifier
· MS Network Capability
Includes ciphering algorithms supported by the MS
The value for Kc (Ciphering key for GPRS) is calculated from the CK and IK and the CKSN (Ciphering Key Sequence Number of Kc) takes the same value as KSI.
The new SGSN selects the ciphering algorithm to use. This algorithm will be sent transparently from the new SGSN to the MS. The IOV-UI/IOV-I parameter generated in the new SGSN and used as input to the ciphering procedure will also be transferred transparently from the new SGSN to the MS. 
When the new SGSN receives the Forward Relocation Request message the required PDP, MM, SNDCP and LLC contexts are established and a new P-TMSI is allocated for the MS. The mapping between N-SAPI, SAPI and PFI for each PDP Context which is established and provided to the target BSS. When this message is received by the new SGSN it begins the process of establishing PFCs for all PDP contexts.

4. The new SGSN sends a PS Handover Request message (Local TLLI, IMSI, Target Cell Identifier, MS Capabilities, Source BSS to target BSS transparent container, PFC(s) To Be Set Up List) to the target BSS.


5. Based upon the ABQP for each PFC the target BSS makes a decision about which PFCs to assign radio resources to. The algorithm by which the BSS decides which PFCs that need resources is implementation specific.

6. After assigning all radio resources to those PFC’s subject to handover, the target BSS sends the new SGSN a PS Handover Request Ack message (established PFCs, failed PFCs, Target RNC to Source RNC transparent container).  

Within the container, the BSS shall include a handover message, which contains all information required to instruct the MS for handover.  This includes but is not limited to: the channel description assigned to each PFC subject to handover, which includes but is not limited to: frequency, TS, USF channel mode, etc.  The mapping between PFC, SAPI and N-SAPI is also included in the information sent back to the MS for all PFCs subject to handover.

Any PDP contexts for which a PFC was not established will be released.

7. The new SGSN passes the assigned list of TEIDs for each PDP context for which a PFC was assigned in the RAB setup information IE in the Forward Relocation Response message (Cause, TRNC to SRNC Transparent Container, RAB setup information) to the old SGSN. The TRNC to SRNC transparent container contains the information being passed from target BSS to source RNC/BSS including the PS Handover command message.

5.3.2.2 Inter RAT UTRAN/GERAN Iu to GERAN A/Gb PS HO; Execution phase
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Figure 6: UTRAN/GERAN Iu -> GERAN A/Gb PS Handover Execution phase

1. The old SGSN continues to receive IP packets from the GGSN (via GTP) and forwards the associated PDU payload to the MS via the source RNC/BSS.

2. The old SGSN continues the PS handover by sending a Relocation Command message (Target RNC to Source RNC transparent container, RABS to be Released List, RABs Subject to Data Forwarding List) to the SRNC/SBSS. “RABs to be released list” will be the list of all NSAPIs (RAB Ids) for which a PFC was not established “RABs Subject to Data forwarding list” will be the list of all NSAPIs (RAB Ids) for which a PFC was established. The transparent container will contain all information required by the MS to access the GERAN cell.

3. The SRNC begins forwarding all received GTP PDUs to the TEIDs received in the relocation command message.  The old SGSN forwards the received GTP PDU’s to the new SGSN according to the definition in 3GPP TS 23.060.

4. The new SGSN distributes the received N-PDUs over the PFCs to the target BSS and the target BSS may begin sending the received data over the resources assigned during the preparation phase immediately.

In the case of GTPv1 being used between the old and new SGSN, the conversion of PDCP sequence numbers to SNDCP sequence numbers (the eight most significant bits shall be stripped off) shall be done in the new SGSN. No N-PDU sequence numbers shall be indicated for these N-PDUs. If GTPv0 is used between the SGSNs, the conversion of PDCP sequence numbers to SNDCP numbers shall be done in the old 3G-SGSN (by stripping off the eight most significant bits).

5. The source RNC/BSS sends the RRC message to the UE containing an encapsulated message generated by the target BSS. The encapsulated message contains all information required for the MS to access and begin sending data in the target cell.

6. The MS executes the handover according to the parameters provided in the message delivered in step 5. The procedure is the same as in step 6 in sub-clause 5.1.4.2.

7. After accessing the cell using access bursts and receiving timing advance information from the BSS in step 6, the MS immediately sends one XID Response (e.g. IOV) message to the new SGSN for each of the SAPIs it has received an XID Command message in the source cell, thereby informing the SGSN about the negotiated security parameters. To make the handover interruption short the MS sends this message immediately after receiving the Physical Information message. In case the XID Command message is not sent in the PS Handover Command message, the first uplink message to send is a RAU Request message or a LLC frame comprising a cell update.
8. Upon reception of the first correct RLC/MAC block (sent in normal burst format) the target BSS sends a PS Handover Complete (Local TLLI, Handover Complete Status) message to inform the PFM entity in the new SGSN that the MS has arrived in the target cell.

NOTE 1:
At this point the MS activates an LLC/SNDCP engine for each PFC that receives PS handover treatment. Each activated uplink LLC/SNDCP engine will use an initial sequence number as per normal operation of a newly activated LLC UM/SNDCP engine (FFS).
9. The new SGSN sends an Update PDP Context Request (new SGSN Address, TEID, QoS Negotiated) message to the GGSN concerned. The GGSN updates the PDP context fields and returns an Update PDP Context Response (TEID) message. From now on the GGSN sends new incoming downlink IP packets only to the new SGSN.. Each uplink N-PDU received by the new SGSN prior to updating the PDP Context for the associated PFC by the Update PDP Context Request message is discarded. Once the new SGSN has updated the PDP Context for any given  PFC, it starts sending all associated uplink N-PDUs it receives directly to the GGSN

10. The new SGSN send a Forward Relocation Complete message to the old SGSN to indicate completion of the PS handover procedures. The old SGSN responds with a Forward Relocation Complete Acknowledge message.

11. The old SGSN sends an Iu Release Command message to the SRNC/SBSS commanding the SRNC/SBSS to release all resources related to the Iu connection.  When the RNC/BSS data forwarding timer has expired the SRNC/SBSS responds with an Iu Release Complete (RAB Data Volume report list, RABS released list) message.

12. The MS sends a Routing Area Update Request (old P-TMSI, old RAI, old P-TMSI signature, Update Type) message to the new SGSN informing it that the source cell belongs to a new routing area. The MS shall send this message immediately after message 7, see 3GPP TS 23.060.

The new SGSN knows that a handover has been performed for this MS and can therefore exclude the SGSN context procedures which normally are used within the RA Update procedure.

13. At this point the new SGSN may optionally invoke MS authentication (security function). The security function can be deferred and performed at any later time as well.

14. The new SGSN informs the HLR of the change of SGSN by sending Update Location (SGSN Number, SGSN Address, IMSI) message to the HLR.

15. The HLR sends a Cancel Location (IMSI, Cancellation Type) message to the old SGSN with Cancellation Type set to Update Procedure. The old SGSN acknowledges with a Cancel Location Ack (IMSI) message. This message allows the old SGSN to know when to release the inter-SGSN tunnel.

16. The HLR sends Insert Subscriber Data (IMSI, GPRS subscription data) message to the new SGSN. The new SGSN validates the MS presence in the (new) RA. If all checks are successful then the new SGSN constructs an MM context for the MS and returns an Insert Subscriber Data Ack (IMSI) message to the HLR. This message allows the new SGSN to know when to release the inter-SGSN tunnel.

17. The HLR acknowledges the Update Location by sending an Update Location Ack (IMSI) message to the new SGSN.

18. The new SGSN validates the MS presence in the new RA. If the MS is allowed to be attached in this RA, the SGSN updates the MM context for and sends a Routing Area Update Accept (P-TMSI, TMSI, P-TMSI signature) message to the MS.

19. The MS confirms the re-allocation of the new P-TMSI by responding the SGSN with a Routing Area Update Complete. The MS derives the Local TLLI from the new P-TMSI using the current MM procedures.
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