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	1. Pending configurations at Relocation

Pending UL New keys:

The specification today requires the MS use a START value of 0 in case new keys are pending for ciphering. However, the target is unable to determine the pending status of a new key configuration at the UE. A pending configuration is defined only from a transmitter (MS in case of UL) perspective. 

Pending DL ciphering configurations:

Further it is not clear that the text related to MS actions in case of pending downlink ciphering configurations also applies to the case where the cipheirng configuration has not been reached in the downlink. The MS cannot determine the "pending" status of a DL configuration.

Pending UL IP configuration:

In case of integrity protection, the text today requires the MS to use a START value of 0 or START equal to the that sent in the response message in case of pending IP configurations (by definition in UL). However, the target cannot determine the pending status of a IP configuration in the UL. 

Pending DL IP configuration:

There it is not clear that the text related to MS actions in the case of pending DL IP configuration also applies in the case where the integrity protection configuration is not reached in the downlink. The MS cannot determine the "pending" status of a DL configuration.

Since the source RNC cannot determine the pending status of a security configuration at the MS, a reliable relocation procedure cannot be initiated. Thus relocations would not work.

2. The MS actions in terms of what ciphering configuration to use for RB2 when sending the response message to a relocation-triggering message is not clear.

3. In the case of relocation where the relocation trigger does not include the IE “ciphering Mode Info” (i.e. no algorithm change) then there are no MS actions specified for the ciphering configuration to use in case of pending SMC. The text today incorrectly states that the MS shall not change the ciphering configuration (even if SMC is pending) which seems contradictory to the required behaviour.

4. Uplink RRC Message Sequence number and Downlink RRC Message sequence number are currently missing from RRC Security Information, from GERAN Iu mode/UTRAN to GERAN Iu mode IE. In the IE RRC sequence number is wrong used. This is defined in the IE Integrity Protection Activation 

5. Misalignment between security procedures in UTRAN and GERAN in section 7.19.4.4(Ciphering Mode Info and in section 7.8 (RRC Connection Mobility procedures).
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	Pending Configurations at Relocation:

It is now specified that the MS shall set the activation time for integrity protection in the uplink to the next message.

The SBSS relocation container from source to target semantics description for the security parameters is updated.

The MS shall advance the “Downlink RRC SN” and “Uplink RRC SN” to (activation time –1) in the variable INTEGRITY_PROTECTION_INFO, if the activation time for a new integrity configuration has not been reached at the time of SBSS relocation.  

In sub-clauses 7.8.3.3 and 7.8.1.5, MS actions regarding setting of HFN values is deleted. Since there is no pending configuration in the uplink, the MS shall use the HFN as appropriate for the corresponding case – new keys or domain switch. 

It is further corrected that the MS actions in terms of what integrity protection and ciphering configurations to use are to be applied both in the uplink and downlink. 

2.Ciphering configuration for UL RB2 at relocation:

It is now specified that after re-stablishing RB2 the new ciphering configuration in the relocation message if included alongwith any pending keys from a previously pending SECURITY MODE COMMAND message should be used when transmitting the response message to the target.

3. Ciphering related actions at relocation when IE “Ciphering Mode Info” is not present: 

Actions similar to the case when IE “Ciphering Mode Info” is present are added for the case where IE “Ciphering Mode Info” is not present.

4. Uplink RRC Message sequence number number and Downlink RRC Message sequence number Downlink sequence number was missing from RRC Security Information, from GERAN Iu mode/UTRAN to GERAN Iu mode IE. This was added and aligned with the procedures and variable definintions

5. Section 7.19.4.4(Ciphering mode Info) and section 7.8 (RRC Connection mobility) the text is aligned with UTRAN.. This is a correction and it is not triggered by the implementation of the RAN CR1987.
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not approved:
	De-synchronization of HFNs can result causing eventual loss of connection at relocation in case of pending security configurations at SBSS relocation or relocation. MSs not implementing the setting of activation times for integrity protection to the next sequence number will continue to function as normal for all security functions other than in the case of pending security configurations at the time of SBSS relocation. In this case integrity or /and ciphering will fail.
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7.14.1.3
Reception of RADIO BEARER SETUP or RADIO BEARER RECONFIGURATION or RADIO BEARER RELEASE message by the MS

If the MS receives the one of the following reconfiguration messages:

-
RADIO BEARER SETUP; or

-
RADIO BEARER RECONFIGURATION; or

-
RADIO BEARER RELEASE;

it shall:

1>
set the variable ORDERED_RECONFIGURATION to TRUE;

1>
act upon all received information elements as specified in sub-clause 7.18 and 7.19, unless specified in the following and perform the actions below.

The MS may first release the physical channel used at reception of the reconfiguration message (i.e a RADIO BEARER SETUP message, a RADIO BEARER RECONFIGURATION message or a RADIO BEARER RELEASE message). The MS shall:

1>
then stop the RLC operation for the duration of the reconfiguration procedure;

1>
establish a new physical channel and act upon all received information elements as specified in sub-clause 7.19;

1>
enter a state according to sub-clause 7.19;

1>
continue the RLC operation, if applicable.

NOTE:
The RADIO BEARER RECONFIGURATION message always includes the IE "RB Information to Reconfigure". GERAN has to include it even if it does not require the reconfiguration of any RB.

If the MS is in RRC-Cell_Dedicated state upon reception of the reconfiguration message and remains in RRC-Cell_Dedicated state after that, the MS shall:

1>
stop the RLC operation for the duration of the reconfiguration procedure;

1>
then establish a new physical channel and act upon all received information elements as specified in sub-clause 7.19;

1>
if RADIO BEARER RECONFIGURATION message has been received; and if the IE “DBPSCH Description” is present and:

2>
if the following IEs are present IE “Handover Reference”, IE “Power Command and Access Type”, IE “Cell Description” and IE “Description of the First Channel After Time”, the MS shall:

3>
if the IE “Synchronization Indication” is not present, establish new physical channel using non-synchronized method as specified in sub-clause 7.18.6 and act upon all received information elements and 7.19.

3>
if the IE “Synchronization Indication” is present, establish new physical channel using one of the synchronized methods as specified below:

4>
if IE “Timing Advance” is present and if the IE “Synchronization Indication” indicates pre-synchronized type of physical channel establishment, the MS shall:

5>
establish new physical channel using the pre-synchronized method as specified in sub-clause 7.18.6 and act upon all received information elements and 7.19.

4>
if IE “Real Time Difference” is present and if the IE “Synchronization Indication” indicates pseudo-synchronized type of physical channel establishment, the MS shall:

5>
establish new physical channel using the pseudo-synchronized method as specified in sub-clause 7.18.6 and act upon all received information elements and 7.19;

4>
if the IE “Synchronization Indication” is present and if it indicates finely synchronized type of physical channel establishment, the MS shall:

5>
establish new physical channel using the finely synchronized method as specified in sub-clause 7.18.6 and act upon all received information elements and 7.19;

2>
if the following IEs, IE “Handover Reference”, IE “Power Command and Access Type”, IE “Cell Description” are not present, the MS shall:

3>
not use the procedures specified in sub-clause 7.18.6;

2>
if at least one of the following IEs, IE “Handover Reference”, IE “Power Command and Access Type” and IE “Cell Description” and IE “Description of the First Channel After Time” is not present, the MS shall:

3>
act as specified in sub-clause 7.14.1.14.

1>
if RADIO BEARER RELEASE message has been received and is indicating the release of one or more channels, then:

2>
deactivate the physical channel to be released.

If the RADIO BEARER RECONFIGURATION message refers to a cell to which the mobile station is not synchronised to (see 3GPP TS 45.008), this shall not be considered as an error.

NOTE:
The network takes into account limitations of certain mobile stations to understand formats used in the IE “Frequency List”, IE “Frequency Short List”, and IE “Cell Channel Description” used in the RADIO BEARER RECONFIGURATION message, see sub-clause 7.19.

If the MS is in RRC-Cell_Dedicated state when receives the one of the reconfiguration messages (i.e RADIO BEARER SETUP message, a RADIO BEARER RECONFIGURATION message or RADIO BEARER RELEASE message) and enters in RRC-Cell_Shared state after state transition, the MS shall:

1>
release the dedicated basic physical resources;

1>
act upon all received information elements as specified in sub-clause 7.19;

1>
if RADIO BEARER RELEASE message has been received and is indicating the release of one or more channels, then:

2>
deactivate the physical channel to be released.

If after state transition the MS enters RRC-Cell_Shared state, the MS shall:

1>
if timer T305 is not running and if periodical update in the IE "MS Timers and Constants In Connected Mode" has been set to any other value than "infinity" in PACKET SYSTEM INFORMATION TYPE16 message;

2>
start timer T305 using its initial value;

1>
if the IE "GERAN DRX Cycle Length Coefficient" is included in the received message:

2> store this IE and apply this coefficient as specified in 3GPP TS 44.160.

If the MS is in RRC-Cell_Shared state when receives the one of the reconfiguration messages (i.e RADIO BEARER SETUP message or RADIO BEARER RECONFIGURATION message or RADIO BEARER RELEASE message) and enters in RRC-Cell_Dedicated state after state transition, the MS shall:

1> establish the dedicated basic physical resources as specified in 7.19.6.1;

1>
act upon all received information elements as specified in sub-clause 7.19.6.1;

1>
if RADIO BEARER RELEASE message has been received and is indicating the release of one or more channels, then:

2>
deactivate the physical channel to be released.

If the MS is in RRC-Cell_Shared state upon reception of the reconfiguration message and remains in RRC-Cell_Shared state after that, the MS shall:

1>
if IE “SBPSCH Description” is included then:

2>
establish new physical channels for each RB identity included in the IE “RB Information to Reconfigure” and act upon all received information elements as specified in sub-clause 7.19.

If after state transition the MS enters RRC-GRA_PCH state, the MS shall:

1>
if timer T305 is not running and if periodical update in the IE "MS Timers And Constants In Connected Mode" has been set to any other value than "infinity" in PACKET SYSTEM INFORMATION TYPE 16 message;

2>
start timer T305 using its initial value;

1>
if the IE "GERAN DRX Cycle Length Coefficient" is included in the message:

2>
use the value in the IE "GERAN DRX Cycle Length Coefficient" for calculating Paging occasion as specified in sub-clauses 7.18 and 7.19;

1>
if the IE "GERAN DRX Cycle Length Coefficient" is not included in the same message:

2>
set the variable INVALID_CONFIGURATION to TRUE.

The MS shall transmit a response message as specified in 7.14.1.4, setting the information elements as specified below. The MS shall:

1>
if the received reconfiguration message includes the structure "Downlink Counter Synchronisation Info"; or

1>
if the received reconfiguration message includes the IE "New G-RNTI":

2>
re-establish SRB2;
2>
for the downlink and the uplink, apply the ciphering configuration as follows:

3> if the received re-configuation message included the IE “Ciphering Mode Info”:

4> use the ciphering configuration in the received message when transmitting the response message;

3>
if the ciphering configuration for SRB2 from a previously received SECURITY MODE COMMAND has not yet been applied because of the activation times not having been reached:

4>
if the previous SECURITY MODE COMMAND was received due to new keys being received:

5>
consider the new ciphering configuration to include the received new keys; 

4>
if the ciphering configuration for SRB2 from a previously received SECURITY MODE COMMAND has not yet been applied because of the corresponding activation times not having been reached and the previous SECURITY MODE COMMAND caused a change in LATEST_CONFIGURED_CN_DOMAIN:

5>
consider the new ciphering configuration to include the keys associated with the LATEST_CONFIGURED_CN_DOMAIN;

4>
apply the new ciphering configuration immediately following RLC re-establishment.

3>
else:

4>
continue using the current ciphering configuration;
2>
set the new uplink and downlink HFN of SRB2 to MAX(uplink HFN of SRB2, downlink HFN of SRB2);

2>
increment by one of the downlink and uplink HFN values for SRB2;

2>
calculate the START value according to sub-clause 7.18.4;

2>
include the calculated START values for each CN domain in the IE "START List" in the structure "Uplink Counter Synchronisation Info";

1>
if the handover is performed from UTRAN and RADIO BEARER RECONFIGURATION message is received:
2>
set the 20 most significant bits of the uplink and downlink HFN component of COUNT-C of SRB2 to MAX (uplink HFNU, downlink HFNU) where HFNU is the HFN component of COUNT-C of SRB2 in UTRAN;

2>
set the remaining bits of the uplink and downlink HFN component of COUNT-C of SRB2 equal to zero;

2>
increment by one the downlink and uplink values of the HFN component of COUNT-C for SRB2;

2>
calculate the START value according to sub-clause 7.18;

2>
include the calculated START values for each CN domain in the IE "START list" in the RADIO BEARER RECONFIGURATION COMPLETE message;

2>
set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the corresponding UTRAN variable;

2>
set the variable MS_CAPABILITY_TRANSFERRED equal to the corresponding UTRAN variable ;

2>
set the variable ESTABLISHED_RABS equal to the corresponding UTRAN variable ;

2>
set the variable ESTABLISHED_SIGNALLING_CONNECTIONS equal to the corresponding UTRAN variable ;

2>
set the variable CIPHERING_STATUS equal to the corresponding UTRAN variable ;

2>
set the variable START_THRESHOLD equal to the corresponding UTRAN variable ;

2>
set the variable START_VALUE_TO_TRANSMIT equal to the corresponding UTRAN variable ;

2>
set IE “Status” for the ciphering status in the the variable SECURITY_MODIFICATION equal to the corresponding UTRAN variable;

2>
set IE “Status” for the integrity protection in the the variable INTEGRITY_PROTECTION_INFO equal to the corresponding UTRAN variable;

1>
if the received reconfiguration message did not include the structure "Downlink Counter Synchronisation Info":

2>
if the variable START_VALUE_TO_TRANSMIT is set:

3>
include and set the IE "START" to the value of that variable;

2>
if the variable START_VALUE_TO_TRANSMIT is not set and the IE "New G-RNTI" is included:

3>
calculate the START value according to sub-clause 7.18.4;

3>
include the calculated START values for each CN domain in the IE "START List" in the structure "Uplink Counter Synchronisation Info";

2>
if the received reconfiguration message caused a change in the RLC size for any RB using RLC-AM:

3>
calculate the START value according to sub-clause 7.18.4;

3>
include the calculated START values for the CN domain associated with the corresponding RB identity in the IE "START List" in the structure "Uplink Counter Synchronisation Info".

1>
if the received reconfiguration message contained the IE "Ciphering Mode Info" or contained the IE "Integrity Protection Mode Info":

2>
set the IE “Status” in the variable SECURITY_MODIFICATION for all the CN domains in the variable SECURITY_MODIFICATION to “Affected”;

1>
if the received reconfiguration message (contained the IE "Ciphering Mode Info":

2>
include and set the IE "Radio Bearer Uplink Ciphering Activation Time Info" to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

1>
if the received reconfiguration message did not contain the IE "Ciphering Activation Time for DBPSCH" in the IE "Ciphering Mode Info":

2>
if prior to this procedure there exist no transparent mode RLC radio bearers for the CN domain indicated in the IE "CN Domain Identity" in the IE "RAB info":

3>
if, at the conclusion of this procedure, the MS will be in RRC-Cell_Dedicated state; and

3>
if, at the conclusion of this procedure, at least one transparent mode RLC radio bearer exists for the CN domain indicated in the IE "CN Domain Identity" in the IE "RAB info":

4>
include the IE "COUNT-C Activation Time" and specify a TDMA frame number for this IE.

NOTE:
GERAN does not include the IE "Ciphering Mode Info" in any reconfiguration messages unless it is also used to perform an SBSS relocation with change of ciphering algorithm.

1>
set the IE "RRC Transaction Identifier" to the value of "RRC transaction identifier" in the entry for the received message in the table "Accepted transactions" in the variable TRANSACTIONS; and

1>
clear that entry;

1>
if the variable PDCP_SN_INFO is not empty:

2>
include the IE "RB with PDCP Information List" and set it to the value of the variable PDCP_SN_INFO;

1>
if the IE "Integrity Protection Mode Info" was present in the received reconfiguration message

2>
start applying the new integrity protection configuration in the uplink for SRB2 from and including the transmitted response message.

If after state transition the MS enters RRC-GRA_PCH state, the MS shall, after the transmission of the response message:

1>
if the criteria for GRA Update caused by "GRA reselection" according to sub-clause 7.8 is fulfilled:

2>
initiate a GRA Update procedure according to sub-clause 7.8 using the cause "GRA reselection";

2>
when the GRA Update procedure completed:

3>
the procedure ends.

**** NEXT MODIFIED SECTION ****

7.8.1.5
Reception of the CELL UPDATE CONFIRM/GRA UPDATE CONFIRM message by the MS

When the MS receives a CELL UPDATE CONFIRM/GRA UPDATE CONFIRM message the MS shall:

1>
stop timer T302;

1>
in case of a Cell Update procedure and the CELL UPDATE CONFIRM message:

2>
includes one of the RB information elements (RB Information to Release list, RB Information to Reconfigure list, RB Information to Be Affected list); and/or

2>
includes the IE “DBPSCH Description”; and

2>
if the variable ORDERED_RECONFIGURATION is set to FALSE:

3>
set the variable ORDERED_RECONFIGURATION to TRUE;

1> act upon all received information elements as specified in sub-clause 7.19 unless specified otherwise in the following;

2>
if the CELL UPDATE CONFIRM message includes the field "RLC Re-establish indicator SRB2-4":

3>
re-establish the RLC entities for signalling radio bearer SRB2, signalling radio bearer SRB3 and signalling radio bearer SRB4 (if established);
3>
if the value of the IE "Status" in the variable CIPHERING_STATUS of the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN is set to "Started":

4>
set the HFN component of the respective COUNT-C values for AM RLC entities SRB2, SRB3 and SRB4 (if established) equal to the START value included in the latest transmitted CELL UPDATE message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN.

2>
if the CELL UPDATE CONFIRM message includes the field "RLC re-establish indicator RB5+":

3>
for radio bearers with RB identity larger than 4:

4>
re-establish the AM RLC entities;

4>
if the value of the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN Domain Identity" in the IE "RAB Info" in the variable ESTABLISHED_RABS is set to "Started":

5>
set the HFN component of the respective COUNT-C values for AM RLC entities equal to the START value included in the latest transmitted CELL UPDATE message for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS.

1>
if the CELL UPDATE CONFIRM / GRA UPDATE CONFIRM message contained the IE "Ciphering Mode Info" or contained the IE "Integrity Protection Mode Info":

2>
set the IE “Status” in the variable SECURITY_MODIFICATION for all the CN domains in the variable SECURITY_MODIFICATION to “Affected”;

1>
enter a state according to sub-clause 7.19 applied on the CELL UPDATE CONFIRM / GRA UPDATE CONFIRM message.

If the MS after state transition remains in RRC-Cell_Shared state, it shall

1>
start the timer T305 using its initial value if timer T305 is not running and periodical cell update has been configured by T305 in the IE "MS Timers and Constants in Connected mode" set to any other value than "infinity";

1>
if the CELL UPDATE CONFIRM / GRA UPDATE CONFIRM message contained the IE "GERAN DRX Cycle Length Coefficient":

2>
use the value in the IE "GERAN DRX Cycle Length Coefficient" for calculating Paging occasion as specified in sub-clause 7.19;

If the MS after state transition enters RRC-GRA_PCH state, it shall

1>
start the timer T305 using its initial value if timer T305 is not running and periodical update has been configured by T305 in the IE "MS Timers and Constants in Connected mode" set to any other value than "infinity";

The MS after state transition shall:

1>
if the CELL UPDATE CONFIRM / GRA UPDATE CONFIRM message contained the IE "Ciphering Mode Info":

2>
include and set the IE "Radio Bearer Uplink Ciphering Activation Time Info" in any response message transmitted below to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1>
in case cell reselection interrupted an ongoing cell update procedure and a CELL UPDATE CONFIRM/GRA UPDATE CONFIRM was received with the IE "Downlink counter synchronisation info" present and the response to which was not submitted to the lower layers due to the cell re-selection:

2> include the IE "START list" in the response message transmitted according to sub-clause 7.8.1.6;

2>
if the CELL UPDATE CONFIRM/GRA UPDATE CONFIRM, the response to which was not delivered to the lower layers, due to the cell re-selection, included the IE "RB with PDCP information list":

3> include the IE "RB with PDCP information list" in the response message transmitted according to sub-clause 7.8.1.6;

1>
in case of a Cell Update procedure:

2>
set the IE "RRC Transaction Identifier" in any response message transmitted below to the value of "RRC transaction identifier" in the entry for the CELL UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS; and

2>
clear that entry.

1>
in case of a GRA Update procedure:

2>
set the IE "RRC Transaction Identifier" in any response message transmitted below to the value of "RRC transaction identifier" in the entry for the GRA UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS; and

2>
clear that entry;

1>
if the variable PDCP_SN_INFO is non-empty:

2>
include the IE "RB with PDCP Information List" in any response message transmitted below and set it to the value of the variable PDCP_SN_INFO;

1>
if the received CELL UPDATE CONFIRM or GRA UPDATE CONFIRM message included the structure "Downlink Counter Synchronisation Info":




2>
re-establish SRB2;
2>
for the downlink and the uplink, apply the ciphering configuration as follows:

3> if the received re-configuation message included the IE “Ciphering Mode Info”:

4> use the ciphering configuration in the received message when transmitting the response message;

3>
if the ciphering configuration for SRB2 from a previously received SECURITY MODE COMMAND has not yet been applied because of the activation times not having been reached:

4>
if the previous SECURITY MODE COMMAND was received due to new keys being received:

5>
consider the new ciphering configuration to include the received new keys; 

4>
if the ciphering configuration for SRB2 from a previously received SECURITY MODE COMMAND has not yet been applied because of the corresponding activation times not having been reached and the previous SECURITY MODE COMMAND caused a change in LATEST_CONFIGURED_CN_DOMAIN:

5>
consider the new ciphering configuration to include the keys associated with the LATEST_CONFIGURED_CN_DOMAIN;

4>
apply the new ciphering configuration immediately following RLC re-establishment.

3>
else:

4>
continue using the current ciphering configuration;
2>
set the new uplink and downlink HFN of SRB2 to MAX(uplink HFN of SRB2, downlink HFN of SRB2);

2>
increment by one the downlink and uplink HFN values for SRB2;
2>
calculate the START value according to sub-clause 7.18;

2>
include the calculated START values for each CN domain in the IE "START List" in the structure "Uplink Counter Synchronisation Info" in any response message transmitted below;

2>
if the cell reselection from UTRAN is performed :

3>
set the 20 most significant bits of the uplink and downlink HFN component of COUNT-C of SRB2 to MAX(uplink HFNU, downlink HFNU) where HFNU is the HFN component of COUNT-C of SRB2 in UTRAN;

3>
set the remaining bits of the uplink and downlink HFN component of COUNT-C of SRB2 equal to zero;

3>
calculate the START value according to sub-clause 7.18;

3> include the calculated START values for each CN domain in the IE "START list" in the GERAN MOBILITY INFORMATION CONFIRM message;

3>
set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the corresponding UTRAN variable ;

3>
set the variable MS_CAPABILITY_TRANSFERRED equal to the corresponding UTRAN variable ;

3> set the variable ESTABLISHED_RABS equal to the corresponding UTRAN variable ;

3>
set the variable ESTABLISHED_SIGNALLING_CONNECTIONS equal to the corresponding UTRAN variable ;

3>
set the variable CIPHERING_STATUS equal to the corresponding UTRAN variable;

3> set the variable START_THRESHOLD equal to the corresponding UTRAN variable ;

3>
set the variable START_VALUE_TO_TRANSMIT equal to the corresponding UTRAN variable;

3>
set IE “Status” for the ciphering status in the the variable SECURITY_MODIFICATION equal to the corresponding UTRAN variable;

3>
set IE “Status” for the integrity protection in the variable INTEGRITY_PROTECTION_INFO equal to the corresponding UTRAN variable;

1>
transmit a response message as specified in sub-clause 7.8.1.6;

1>
if the IE "Integrity Protection Mode Info" was present in the CELL UPDATE CONFIRM or GRA UPDATE CONFIRM message:

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer SRB2 from and including the transmitted response message;

1>
if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE CONFIRM message in case of a cell update procedure:

2>
set the variable ORDERED_RECONFIGURATION to FALSE;

1>
clear the variable PDCP_SN_INFO;

1>
when the response message transmitted per sub-clause 7.8.1.6 to the GERAN has been confirmed by RLC:

2>
if the CELL UPDATE CONFIRM / GRA UPDATE CONFIRM message contained the IE "Ciphering Mode Info":

3>
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

3>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

3>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
if the CELL UPDATE CONFIRM / GRA UPDATE CONFIRM message contained the IE "Integrity Protection Mode Info":

3>
allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

3>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

1>
in case of a Cell Update procedure:

2>
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

1>
in case of a GRA update procedure:

2>
clear the entry for the GRA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

1>
set the variable CELL_UPDATE_STARTED to FALSE;

1>
clear the variable SECURITY_MODIFICATION.

The procedure ends.

**** NEXT MODIFIED SECTION ****

7.8.3.3
Reception of GERAN MOBILITY INFORMATION message by the MS

When the MS receives a GERAN MOBILITY INFORMATION message, it shall:

1>
act on received information elements as specified in sub-clause 7.19;

1>
if the IE "MS Timers and Constants in Connected Mode" is present:

2>
store the values of the IE "MS Timers and Constants in Connected Mode" in the variable TIMERS_AND_CONSTANTS, replacing any previously stored value for each timer and constant; and

2>
for each updated timer value:

3>
start using the new value next time the timer is started;

NOTE:
If a new value of timer T305 is included in the IE "MS Timers and constants in connected mode", and the old value of timer T305 is "infinity", the MS will not use the new value of the timer T305 until the next cell reselection.

2>
for each updated constant value:

3>
start using the new value directly;

1>
set the IE "RRC Transaction Identifier" in the GERAN MOBILITY INFORMATION CONFIRM message to the value of "RRC transaction identifier" in the entry for the GERAN MOBILITY INFORMATION message in the table "Accepted transactions" in the variable TRANSACTIONS; and

1>
clear that entry;

1>
if the GERAN MOBILITY INFORMATION message contained the IE "Ciphering Mode Info" or contained the IE "Integrity Protection Mode Info":

2>
set the IE “Status” in the variable SECURITY_MODIFICATION for all the CN domains in the variable SECURITY_MODIFICATION to “Affected”;

1>
if the GERAN MOBILITY INFORMATION message contained the IE "Ciphering Mode Info":

2>
include the IE "Radio Bearer Uplink Ciphering Activation Time Info" in the GERAN MOBILITY INFORMATION CONFIRM message and set to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

1>
if the variable PDCP_SN_INFO is non-empty:

2>
include the IE "RB with PDCP Information List" in the GERAN MOBILITY INFORMATION CONFIRM message and set it to the value of the variable PDCP_SN_INFO;

1>
if the received GERAN MOBILITY INFORMATION message included the structure "Downlink Counter Synchronisation Info":




2>
re-establish SRB2;
2>
for the downlink and the uplink, apply the ciphering configuration as follows:

3> if the received re-configuation message included the IE “Ciphering Mode Info”:

4> use the ciphering configuration in the received message when transmitting the response message;

3>
if the ciphering configuration for SRB2 from a previously received SECURITY MODE COMMAND has not yet been applied because of the activation times not having been reached:

4>
if the previous SECURITY MODE COMMAND was received due to new keys being received:

5>
consider the new ciphering configuration to include the received new keys; 

4>
if the ciphering configuration for SRB2 from a previously received SECURITY MODE COMMAND has not yet been applied because of the corresponding activation times not having been reached and the previous SECURITY MODE COMMAND caused a change in LATEST_CONFIGURED_CN_DOMAIN:

5>
consider the new ciphering configuration to include the keys associated with the LATEST_CONFIGURED_CN_DOMAIN;

4>
apply the new ciphering configuration immediately following RLC re-establishment.

3>
else:

4>
continue using the current ciphering configuration;
2>
set the new uplink and downlink HFN of SRB2 to MAX (uplink HFN of SRB2, downlink HFN of SRB2) + 1;

2>
increment by one the downlink and uplink HFN values for SRB2;
2>
calculate the START value according to sub-clause 7.18;

2>
include the calculated START values for each CN domain in the IE "START List" in the structure "Uplink Counter Synchronisation Info" in the GERAN MOBILITY INFORMATION CONFIRM message;

1>
transmit a GERAN MOBILITY INFORMATION CONFIRM message on the uplink SRB2;

1>
if the IE "Integrity Protection Mode Info" was present in the GERAN MOBILITY INFORMATION message:

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer SRB2 from and including the transmitted GERAN MOBILITY INFORMATION CONFIRM message;

1>
if the structure "Downlink Counter Synchronisation Info" was included in the received GERAN MOBILITY INFORMATION message:

2>
when RLC has confirmed the successful transmission of the response message:

3>
re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all the HFN component of the respective COUNT-C values to the START value included in the response message for the corresponding CN domain;

3>
re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of all the HFN component of the respective COUNT-C values to the START value included in the response message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN;

3>
set the remaining bits of the HFN component of the COUNT-C values of all UM RLC entities to zero;

3>
set the remaining bits of the HFN component of the COUNT-C values of all AM RLC entities to zero, for those bearers to which RLC entitie where re-established;

3>

if the IE "PDCP Context Relocation Info" is not present:

4>
re-initialise the PDCP header compression entities of each radio bearer in the variable ESTABLISHED_RABS as specified in 3GPP TS 25.323;

3>

if the IE "PDCP Context Relocation Info" is present:

4>
perform the actions as specified in 7.19.

1>
if the variable PDCP_SN_INFO is empty; and

2>
if the GERAN MOBILITY INFORMATION message contained the IE "Ciphering Mode Info":

3>
when RLC has confirmed the successful transmission of the GERAN MOBILITY INFORMATION CONFIRM message, perform the actions below;

2>
if the GERAN MOBILITY INFORMATION message did not contain the IE " Ciphering Mode Info ":

3>
when RLC has been requested to transmit the GERAN MOBILITY INFORMATION CONFIRM message, perform the actions below;

1>
if the variable PDCP_SN_INFO is non-empty:

2>
when RLC has confirmed the successful transmission of the GERAN MOBILITY INFORMATION CONFIRM message:

3>
for each radio bearer in the variable PDCP_SN_INFO:

4>
if the IE "RB Started" in the variable ESTABLISHED_RABS is set to "started":

4>
configure the RLC entity for that radio bearer to "continue";

3>
clear the variable PDCP_SN_INFO;

1>
if the GERAN MOBILITY INFORMATION message contained the IE " Ciphering Mode Info ":

2>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

2>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

1>
if the GERAN MOBILITY INFORMATION message contained the IE "Integrity Protection Mode Info":

2>
allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

2>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
clear the variable SECURITY_MODIFICATION.

The procedure ends.

7.19.4.4
Ciphering mode info

The IE "Ciphering Mode Info" defines the new ciphering configuration. At any given time, the MS needs to store at most two different ciphering configurations (keyset and algorithm) per CN domain at any given time in total for all radio bearers, and three configurations in total for all signalling radio bearers.

If the IE "Ciphering Mode Info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE, the MS shall:

1>
ignore this attempt to change the ciphering configuration; and

1>
set the variable INCOMPATIBLE_SECURITY_CONFIGURATION to TRUE.

If the IE "Ciphering Mode Info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE, the MS shall:
1>
if none of the IE "Status" in the variable CIPHERING STATUS has the value "Started", and this IE "Ciphering Mode Info" was included in a message that is not the message SECURITY MODE COMMAND message; or

1>
if the IE "Ciphering Mode Info" was received in the message SECURITY MODE COMMAND message and there does not exist exactly one ciphering activation time in the IE “Radio Bearer Downlink Ciphering Activation Time Info” for each established RLC-AM and RLC-UM radio bearers included in the IE “RB Information” in the ESTABLISHED_RABS for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN; or

1>
if the IE "Ciphering Mode Info" was received in the message SECURITY MODE COMMAND message and the IE "Ciphering Activation Time for DBPSCH" is not included in the message, and there exist radio bearers using RLC-TM according to the IE "RB Information" in the IE "ESTABLISHED_RABS" for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN; or

1>
if the IE "Ciphering Mode Info" was received in the message SECURITY MODE COMMAND message and there does not exist excactly one ciphering activation time in the IE “Radio Bearer Downlink Ciphering Activation Time Info” for each established signalling radio bearer included in the IE “Signalling Radio Bearer Information” in the ESTABLISHED-RABS;

2>
ignore this attempt to change the ciphering configuration;

2>
set the variable INVALID_CONFIGURATION to TRUE;

2>
perform the actions as specified in sub-clause 7.16.1.2.6;

If the IE "Ciphering Mode Info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE, the MS shall:

1>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to TRUE;

1>
set the IE "Status" in the variable CIPHERING_STATUS of the the CN domains for which the IE “Status” of the variable SECURITY_MODIFICATION is set to “Affected” to "Started";

1>
apply the new ciphering configuration in the lower layers for all RBs that belong to a CN domain for which the IE “Status” of the variable SECURITY_MODIFICATION is set to “Affected” and all signalling radio bearers:

2>
using the ciphering algorithm (UEA [3GPP TS 33.102]) indicated by the IE "Ciphering Algorithm" as part of the new ciphering configuration;

2>
for each radio bearer that belongs to a CN domain for which the IE “Status” of the variable SECURITY_MODIFICATION is set to “Affected” and all signalling radio bearers:

3>
use the value of the IE "RB Identity" in the variable ESTABLISHED_RABS minus one as the value of BEARER (see 3GPP TS 33.102) in the ciphering algorithm;

1>
for the downlink and the uplink, the new ciphering configuration shall be applied as follows:

2>
if the ciphering configuration for a radio bearer or signalling radio bearer from a previously received SECURITY MODE COMMAND message has not yet been applied because of the corresponding activaton times not having been reached and the current received message includes the IE "Downlink Counter Synchronization Info" or the current received message is a RADIO BEARER RECONFIGURATION message and includes the IE "New G-RNTI":

3>
if the previous SECURITY MODE COMMAND message was received due to new keys being received:

4>
consider the new ciphering configuration to include the received new keys; 
3>
else if the previous SECURITY MODE COMMAND caused a change in LATEST_CONFIGURED_CN_DOMAIN
4>
consider the new ciphering configuration to include the keys associated with the LATEST_CONFIGURED_CN_DOMAIN; 
2>
 apply the new ciphering configuration in uplink and downlink immediately following RLC re-establishment.



2>
if the IE "Ciphering Activation Time for DBPSCH" is present in the IE "Ciphering Mode Info" and the MS was in Cell_Dedicated state prior to this procedure:
3>
for radio bearers using RLC-TM:

4>
apply the old ciphering configuration for the TDMA frame number less than the number indicated by the IE "COUNT-C activation time" in the IE "Ciphering Activation Time for DBPSCH";

4>
apply the new ciphering configuration for the TDMA frame number greater than or equal to the number indicated in IE "Ciphering Activation Time for DBPSCH";

2>
if the IE "Radio Bearer Downlink Ciphering Activation Time Info" is present:
3>
apply the following procedure for each radio bearer and signalling radio bearers using RLC-AM or RLC-UM indicated by the IE "RB Identity":

4>
suspend uplink transmission on the radio bearer or the signalling radio bearer (except for the SRB where the response message is transmitted) according to the following:

5>
do not transmit RLC PDUs with sequence number greater than or equal to the uplink activation time, where the uplink activation time is seclected according to the rules below;

4>
select an "RLC sequence number" at which (activation) time the new ciphering configuration shall be applied in uplink for that radio bearer according to the following:
5>
consider an ciphering activation time in uplink to be pending until the RLC sequence number of the next RLC PDU to be transmitted for the first time is equal to or larger than the selected activation time;

5>
for each radio bearer and signalling radio bearer that has no pending ciphering activation time in the uplink as set by a previous procedure changing the security configuration:
6>
set a suitable value that would ensure a minimised delay in the change to the latest ciphering configuration;

5>
for each radio bearer and signalling radio bearer that has a pending ciphering activation time in uplink as set by a previous procedure changing the security configuration:

6>
for radio bearers and signalling radio bearers except SRB2, set the same value as the pending ciphering activation time;

4>
store the selected "RLC send sequence number" for that radio bearer in the entry for the radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

4>
switch to the new ciphering configuration according to the following:

5>
use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number smaller than the corresponding RLC sequence number indicated in the IE "Radio Bearer Uplink Ciphering Activation Time Info" sent to GERAN and the received IE "Radio Bearer Downlink Ciphering Activation Time Info" received from GERAN, respectively;

5>
use the new ciphering configuration for the transmitted and received RLC PDUs with RLC sequence numbers greater than or equal to the corresponding RLC sequence number indicated in the IE "Radio Bearer Uplink Ciphering Activation Time Info" sent to GERAN and in the received IE "Radio Bearer Downlink Ciphering Activation Time Info" received from GERAN, respectively;

5>
for a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio Bearer Downlink Ciphering Activation Time Info" falls below the RLC receiving window and the RLC sequence number indicated in the IE "Radio Bearer Uplink Ciphering Activation Time Info" falls below the RLC transmission window, the MS may release the old ciphering configuration for that radio bearer;

5>
if an RLC reset or re-establishment occurs before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration both in uplink and downlink immediately after the RLC reset or RLC re-establishment.

If the IE "Ciphering Mode Info" is not present, the MS shall:

1>
for the downlink and the uplink, apply the ciphering configuration as follows:

2>
if the ciphering configuration for a AM or UM radio bearer or signalling radio bearer from a previously received SECURITY MODE COMMAND has not yet been applied because of the corresponding activation times not having been reached and the current received message includes the IE "DL Counter Synch Info" or the current received message is a RADIO BEARER RECONFIGURATION message and includes the IE "New G-RNTI":

3>
if the previous SECURITY MODE COMMAND was received due to new keys being received:

4>
consider the ciphering configuration to include the received new keys; 

3>
else if the previous SECURITY MODE COMMAND caused a change in LATEST_CONFIGURED_CN_DOMAIN:

4>
consider the ciphering configuration to include the keys associated with the LATEST_CONFIGURED_CN_DOMAIN;

3> apply the ciphering configuration in uplink and downlink immediately following RLC re-establishment;

2> else:
3>
not change the ciphering configuration.

**** NEXT MODIFIED SECTION ****

7.19.4.5.3
Integrity Protection Re-configuration for SBSS Relocation

The MS shall:

1>
if IE "Integrity Protection Mode Command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" and this IE was not included SECURITY MODE COMMAND:

NOTE:
This case is used in SBSS relocation

2>
perform integrity protection on the received message, applying the new integrity protection configuration, as described in sub-clause 7.18.5 by:

3>
using the algorithm (UIA [3GPP TS 33.102]) indicated by the IE "Integrity Protection Algorithm" contained in the IE "Integrity Protection Mode Info";

3>
using the IE "Integrity Protection Initialisation Number", contained in the IE "Integrity Protection Mode Info" as the value of FRESH [3GPP TS 33.102];

2>
 let SRBm be the signalling radio bearer where the reconfiguration message was received and let SRBn be the signalling radio bearer where the response message is transmitted;

2>
for the downlink, for each signalling radio bearer, if for the signalling radio bearer, a security configuration triggered by a previous SECURITY MODE COMMAND message has not yet been applied, due to the activation time for the signalling radio bearer not having been reached:

3>
set "Down link RRC Message sequence number" for this signalling radio bearer in the variable INTEGRITY_PROTECTION_INFO to (activation time - 1), where the activation time is the corresponding activation time for this signalling radio bearer;:

3>
if the previous SECURITY MODE COMMAND message was received due to new keys being received:

4>
consider the new integrity protectioon configuration to include the received new keys ;

3>
else if the previous SECURITY MODE COMMAND caused a change in LATEST_CONFIGURED_CN_DOMAIN:
4>
consider the new Integrity Protection configuration to include the keys associated with the LATEST_CONFIGURED_CN_DOMAIN associated with the previously received SECURITY MODE COMMAND message;

2>
start applying the new integrity protection configuration in the downlink for each signalling radio bearer in the variable ESTABLISHED_RABS except RBm at the next received RRC message for the corresponding signalling radio bearer;

2>
start applying the new integrity protection configuration in the downlink for signalling radio bearer RBm from and including the received configuration message;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer RBn from and including the transmitted response message;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearers other than RBn from the first message onwards.

**** NEXT MODIFIED SECTION ****

7.19.4.5.4
Integrity Protection modification in case of new keys or initialisation of signalling connection

The MS shall:

1>
if IE "Integrity Protection Mode Command" has the value "modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" and this IE was included SECURITY_MODE_COMMAND:

2>
store the (oldest currently used) integrity protection configuration until activation times have elapsed for the new integrity protection configuration to be applied on all signalling radio bearers;

2>
start applying the new integrity protection configuration in the downlink at the RRC sequence number, for each radio bearer n, indicated by the entry for radio bearer n in the "RRC message sequence number list" in the IE "Downlink Integrity Protection Activation Info", included in the IE "Integrity Protection Mode Info";

2>
perform integrity protection on the received message, applying the new integrity protection configuration, as described in sub-clause 7.18.5;

3>
if present, use the algorithm indicated by the IE "Integrity Protection Algorithm" (UIA [3GPP TS 33.102]);

2>
set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the following:

3>
for each established signalling radio bearer, stored in the variable ESTABLISHED_RABS:

4>
select a value of the RRC sequence number at which (activation) time the new integrity protection configuration shall be applied in uplink for that signalling radio bearer according to the following:

5>
for each signalling radio bearer:

6>
set the activation time for the new integrity protection configuration to the next RRC SN

4>
prohibit the transmission of RRC messages on all signalling radio bearers, except for SRB2, with RRC SN greater than or equal to the value in the “RRC message sequence number list” for the signalling radio bearer in the IE “Uplink Integrity Protection Activation Info” of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
start applying the new integrity protection configuration in the uplink at the RRC sequence number, for each SRBn, except for signalling radio bearer SRB2, indicated by the entry for radio bearer n in the "RRC message sequence number list" in the IE "Uplink Integrity Protection Activation Info", included in the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
start applying the new integrity protection configuration in the uplink at the RRC sequence number for signalling radio bearer SRB2, as specified for the procedure initiating the integrity protection reconfiguration;

2>
start applying the new integrity protection configuration in the downlink at the RRC sequence number, for each SRBn, except for signalling radio bearer SRB2, indicated by the entry for signalling radio bearer n in the "RRC Message Sequence Number List" in the IE "Downlink Integrity Protection Activation Info".

NOTE:
For signalling radio bearers that have a pending activation time as set for integrity protection by a previous procedure changing the integrity protection configuration, the GERAN shall set this value in IE "Downlink Integrity Protection Activation Info".

2>
start applying the new integrity protection configuration in the downlink at the RRC sequence number for signalling radio bearer SRB2, as specified for the procedure initiating the integrity protection reconfiguration.

**** NEXT MODIFIED SECTION ****

11.2.3
RRC Security Information, from GERAN Iu mode/UTRAN to GERAN Iu mode
This IE contains security information required for continued communication between the MS and GERAN after a handover or SRNS/SBSS relocation

Direction: source:
BSC/RNC (target BSC
Table 11.2.3.1: GERAN Iu or UTRAN Security Info information elements
	< GERAN Iu or UTRAN Security Info IE >::=


{



< Ciphering status for each CN domain : bit (2) >




{
< CN domain identity : < CN domain identity > >





< Ciphering Status : bit (1) > }*(1+val(Ciphering status for each CN domain))



< Latest configured CN Domain : bit (2) >



< Ciphering info for transparent RB : bit (2) >




{
< CN domain identity : < CN domain identity > >





< MAC-HFN : bit (11) > } *(1+val(Ciphering info for transparent RB))



< Ciphering info for non-transparent RB : bit (5) >




{
< RB Id : < RB Identity IE > >





< DL HFN : < RLC HFN IE > >





< UL HFN : < RLC HFN IE > > }*(1+val(Ciphering info for non-transparent RB))



{
< Integrity Protection status : 1 >






{
< SRB-Id : bit (2) >






< UL RRC HFN : bit (28) >






< DL RRC HFN : bit (28) >






< Uplink RRC Message Sequence number : bit (4) > 





< Downlink RRC Message Sequence number : bit (4) > }*4



|
< Integrity Protection status : 0 > }


!
< Content part error : bit (*) = < no string > > } ;


Table 11.2.3.2: GERAN Iu or UTRAN Security Info information element details
	Ciphering status for each CN domain (2 bit field)
This field is the binary representation of the number of repeated groups of fields and IEs. Range : 0 to maxCNdomains-1.

	CN Domain Identity
This IE is defined in sub-clause 9.3.115. 

	Ciphering status (1 bit field)
This field indicates the ciphering status of the indicated CN Domain. 
Bit
1
0
Ciphering not started
1
Ciphering started

	Last Configuered CN Domain (2 bit field)
This field indicates the last configured CN Domain. This field is encoded as the CN Domain Identity in sub-clause 9.3.15

	Ciphering info for transparent RB (2 bit field)
This field is the binary representation of the number of instances of ciphering info which is provided for transparent mode RLC RBs. Range : 0 to maxCNDomains-1.

	MAC-HFN (11 bit field)
This field contains the MAC-HFN. The MAC-HFN is defined as the 11 MSB of the COUNT-C value.

	Ciphering info for non-transparent RB (5 bit field)
This field is the binary representation of the number of non-transparent mode RLC RBs for which ciphering info is provided. Range : 0 to maxRB-1. 


	DL HFN / UL HFN
The RLC HFN IE is defined in 9.3.92.

	Integrity Protection status (1 bit field)
This field indicates the status of integrity protection in the current cell. The field is encoded: 
Bit
1
0
Integrity Protection not started
1
Integrity Protection started.

	SRB-Id (2 bit field)
This field defines the SRB Id for which the following integrity protection information applies:

bit

2 1

0 0
SRB1

0 1
SRB2

1 0
SRB3

1 1
SRB4.



	UL / DL RRC HFN (28 bit field)
This field contains the RRC HFN in the indicated direction. For each SRB, in case the activation times for the next Integrity Protection configuration to be applied on this SRB have already been reached, this IE corresponds to the last value used. Else this value corresponds to the value the source would have initalized the HFN to at the activation time. Increment of HFN due to RRC SN roll over is taken care of by target based on the value sent by the source

	Uplink RRC Message Sequence Number (4 bit field)
This field is the binary representation of the RRC Sequence number for the indicated SRB. For each SRB, this IE corresponds to the last value received or in case the activation time was not reached for a configuration the value equals (activation time -1). Range 0-15.

	Downlink RRC Message Sequence Number (4 bit field)
This field is the binary representation of the RRC Sequence number for the indicated SRB. For each SRB, this IE corresponds to the last value used or in case the activation time was not reached for a configuration, to the value (activation time -1). In particular, for SRB2, this IE should not take into account the RRC message that will trigger the relocation Range 0-15.
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