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13.4.3
Ciphering of RLC/MAC control messages

The following RLC/MAC control messages may be ciphered:

-
PACKET RESOURCE REQUEST, PACKET UPLINK ASSIGNMENT, MULTIPLE TBF UPLINK ASSIGNMENT, PACKET DOWNLINK ASSIGNMENT, MULTIPLE TBF DOWNLINK ASSIGNMENT, PACKET DBPSCH ASSIGNMENT, PACKET UPLINK ACK/NACK, PACKET DBPSCH UPLINK ACK/NACK, PACKET DOWNLINK ACK/NACK, EGPRS PACKET DOWNLINK ACK/NACK, PACKET DBPSCH DOWNLINK ACK/NACK, PACKET TIMESLOT RECONFIGURE, MULTIPLE TBF TIMESLOT RECONFIGURE, PACKET TBF RELEASE and PACKET CELL CHANGE ORDER, PHYSICAL INFORMATION.

NOTE 1:
This list should be updated according to the RLC/MAC development i.e. if new messages are created or if some of the messages in this list are no more applicable to Iu mode. The list of Fields and IEs in the table below will also be updated according to the RLC/MAC development.

Within these messages, all CSN-1 syntax bits shall be kept unciphered. Furthermore, the ciphering of these messages shall obey the rules given in table 13.4.

NOTE 2:
An informative annex will be introduced to illustrate an example of ciphering of an RLC/MAC control message.

Table 13.4: Ciphering of RLC/MAC control messages

	RLC/MAC Control Message
	Direction
	Fields and IEs that shall be kept unciphered

	Packet Resource Request
	Uplink
	Message type, GLOBAL_TFI,

Length of MS RA capabilities, Length

	Packet Uplink Assignment
	Downlink
	Message type, PAGE_MODE, PERSISTENCE_LEVEL, GLOBAL_TFI, TLLI/G-RNTI, G-RNTI extension, TQI, Length of MA Frequency List contents, MA_LENGTH

	Multiple TBF Uplink Assignment
	Downlink
	Message type, PAGE_MODE, PERSISTENCE_LEVEL, GLOBAL_TFI, TLLI/G-RNTI, G-RNTI extension

	Packet Downlink Assignment
	Downlink
	Message type, PAGE_MODE, PERSISTENCE_LEVEL, GLOBAL_TFI, TLLI/G-RNTI, G-RNTI extension,

Length of MA Frequency List contents, MA_LENGTH

	Multiple TBF Downlink Assignment
	Downlink
	Message type, PAGE_MODE, PERSISTENCE_LEVEL, GLOBAL_TFI, TLLI/G-RNTI, G-RNTI extension

	Packet DBPSCH Assignment
	Downlink
	Message type, PAGE_MODE, PERSISTENCE_LEVEL, GLOBAL_TFI, G-RNTI

	Packet Uplink Ack/Nack
	Downlink
	Message type, PAGE_MODE, UPLINK_TFI, CONTENTION_RESOLUTION_ G-RNTI, G-RNTI extension,

Extension length, COMPRESSED_BITMAP_LENGTH 

	Packet DBPSCH Uplink Ack/Nack
	Downlink
	Message type, RBId

	Packet Downlink Ack/Nack
	Uplink
	Message type, DOWNLINK_TFI

	EGPRS Packet Downlink Ack/Nack
	Uplink
	Message type, DOWNLINK_TFI,

Extension length, COMPRESSED_BITMAP_LENGTH

	Packet DBPSCH Downlink Ack/Nack
	Uplink
	Message type, RBId

	Packet Timeslot Reconfigure
	Downlink
	Message type, PAGE_MODE, GLOBAL_TFI, 
Length of MA Frequency List contents, MA_LENGTH 

	Multiple TBF Timeslot Reconfigure
	Downlink
	Message type, PAGE_MODE, GLOBAL_TFI

	Packet TBF Release
	Downlink
	Message type, PAGE_MODE, GLOBAL_TFI

	Packet Cell Change Order
	Downlink
	Message type, PAGE_MODE, GLOBAL_TFI, TLLI/G-RNTI, G-RNTI extension,

NR_OF_REMOVED_FREQ, NR_OF_FREQUENCIES, FREQ_DIFF_LENGTH

	Physical Information
	Downlink
	Message type
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