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Adhoc report on A/Gb evolution, GP-021657

1. Overall Description:

On the last TSG GERAN #9 meeting work items have been presented proposing to evolve the Gb interface to provide enhancements to support streaming services and even further to allow conversational services. The work items were proposing different features to allow the provision and efficient support of all QoS classes over the Gb interface.

TSG GERAN #9 decided to perform a feasibility study targeting completion in TSG GERAN #10, which was prolonged until TSG GERAN #11. The study shall investigate the feasibility and impact of enhancingA/Gb mode. As a first step a TSG GERAN ad hoc meeting has been held in June discussing the different areas identified. 

TSG GERAN wants to inform TSG SA 3 about the ongoing activities and has attached the outcome of the ad hoc as well as the first draft of the feasibility study.

As a part of the mentioned feasibility study, TSG GERAN has started to consider security enhancements within the A/Gb mode evolution. With regards to the requirements and guidelines upon which the evolution of A/Gb mode is to be based, particularly support of IMS, it needs to be clarified whether or not 3G security requirements as defined for UTRAN have to be applied. It is not clear whether integrity protection should be supported when introducing A/Gb mode enhancements. Initial considerations on support of integrity protection have been provided in section 5.10 of the attached draft of the feasibility study. No specific considerations on ciphering have been made yet. However, in the context of support of conversational services, it has been proposed to investigate whether moving ciphering in the PS domain from LLC to lower layers (e.g. from the SGSN to the BSC) would be beneficial.

In addition, TSG GERAN believes that any enhancements to A/Gb mode security need to take the impact on the existing legacy equipment into account.

2. Actions:

TSG GERAN kindly requests TSG SA3 to review the feasibility study, particularly section 4.4 (Security requirements and guidelines) and section 5.10 (integrity protection).

TSG GERAN would also like to ask TSG SA3 the following questions:

Q1:
Is there a requirement, from TSG SA3 point of view, to enhance the level of security currently offered by GERAN A/Gb mode?

If the answer to question 1 is positive,

Q2:
What level of security should GERAN A/Gb mode need to be enhanced to?

Q3:
Should A/Gb mode support Integrity Protection?

Q4:
If the answer to Q3 is positive, what messages would need to be integrity protected and which messages should be integrity protected (e.g. those involved in Radio Resource control, Mobility Management, Call Control, Session Management)?

Q5:
Are the answers to Q1 to Q4 the same for both CS and PS domains or can the level of security be different for each domain?

· In addition, TSG GERAN would appreciate any help from TSG SA WG3 on the analysis of the system impact (terminal, RAN and CN) of such enhancements.

3. Date of Next GERAN Meetings:

GERAN #11
26th – 30th August 2002

GERAN #12
18th – 22nd November 2002

