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It is understood that an error was recently identified in the GERAN specifications which has the potential to cause some undesirable effects when GPRS terminals roam to networks where encryption is not turned on. Essentially, it may happen that at the beginning of an uplink data transfer, a downlink LLC frame intended for another terminal could be received. The exact probability of this happening is linked to many factors and it is hence difficult to assess. However, it is understood that the probability of this event is quite small.

If the network has turned on encryption and a CRC was applied to the LLC frame before it was encrypted as specified in 04.64, then a terminal will not be able to successfully decrypt data that was intended for another terminal and the frame will be discarded. However, if the network has not turned on encryption, then it may happen that the other terminal may accept the plaintext data. Furthermore, it is possible that enough downlink LLC frames will arrive at the wrong destination so that the application on the wrong terminal may be able to interpret the data. 

It is understood that corrective CRs have already been presented in 3GPP GERAN and that it is being discussed whether or not these CRs should be applied to R97. It is further understood that some manufacturers may be reluctant to accept this late change to the R97 specifications. Unfortunately it cannot be guaranteed that all GPRS networks always have encryption switched on (even though it is strongly recommended since it provides protection against both channel hijack as well as user traffic eavesdropping). Therefore, there is a security requirement to apply the corrective CRs to the earliest release of the GPRS specifications to minimise the number of terminals that are susceptible to this effect. Based on this I urge GERAN to approve the corrective CRs to all releases of the GPRS specification and in particular to the R97 specifications. 

Although this letter has been distributed to the S3 mailing list for information, due to the S3 meeting schedule, it has not been possible to approve a formal liaison statement to GERAN. However, if the issue has not already been resolved in GERAN, I intend to raise it at the next S3 meeting (S3#17: 27 February - 2 March). 
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