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S3 would like to inform TSG GERAN and its subgroups that the work on technical details on the work item of GERAN security has begun in S3.

The best progress has been achieved on the ciphering feature. The S3 working assumptions can be found in the attached Tdoc S3-000455. TSG GERAN may base their stage 3 specification work on these working assumptions.

As regards integrity protection, the working assumption of S3 is to introduce it into GERAN in a form which is similar to the respective UTRAN mechanism. However, the details have not been elaborated yet. At the moment, we can only refer to the relevant part in TS 33.102. In brief, integrity protection mechanism adds a 32-bit cryptographic checksum to each RRC signalling message, with a few exceptions which are listed in TS 33.102.

As regards authentication and (ciphering/integrity) key agreement, the mechanism would be exactly the same for UTRAN and GERAN because it is executed on higher layers between USIM, SGSN (resp. VLR) and AuC.

Furthermore, S3 would like to point out that there are messages sent over Iu interface which are essential for security of 3GPP systems (e.g. SECURITY MODE COMMAND including keys). This is a strong argument in favor of introducing both Iu-CS and Iu-PS interfaces into GERAN architecture. 
