Page 1



3GPP TSG-CT WG1 Meeting #101
C1-165357
Reno, NV (USA), 14-18 November 2016











was C1-164944
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	24.302
	CR
	0594
	rev
	1
	Current version:
	14.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Request IMEI from UE with unauthenticated IMSI via untrusted WLAN

	
	

	Source to WG:
	ZTE

	Source to TSG:
	C1

	
	

	Work item code:
	SEW2-CT
	
	Date:
	2016-11-17

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-14

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	For UICC-less UE, the UE will construct a NAI based on IMSI as user identifier in the beginning of the authentication procedure. If the ePDG supports emergency services over WLAN and if local policies in the ePDG allows unauthenticated emergency sessions, the ePDG shall request the IMEI from the UE and include the IMEI in the subsequent Authentication and Authorization Request message to the 3GPP AAA server.
The procedure of request IMEI from the UE above needs to be specified in the mobile identity signalling procedure of current specification.
Another thing is only when the UE does not have an IMSI, the UE will set IMEI in the IDi payload for emergency session request. This should be distinguished with unauthenticated IMSI case.

	
	

	Summary of change:
	· Clarify the procedure of 7.2.6 Mobile identity signaling is applied to emergency case.

· replace “unauthenticated IMSI” with “unauthenticated UE”.

	
	

	Consequences if not approved:
	Incomplete specification.

	
	

	Clauses affected:
	7.2.6, 7.4.4

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


***** First change *****
7.2.6
Mobile identity signaling

During the IKEv2 authentication and security association establishment, if the UE:

-
receives IKE_AUTH response message from ePDG containing a Notify payload with the DEVICE_IDENTITY Notify Message Type and the Identity Type field of the DEVICE_IDENTITY Notify payload is set to either 'IMEI' or 'IMEISV' and the Identity Value field is empty;

-
successfully authenticates the network or requests emergency session; and 

-
has Mobile Equipment Identity IMEI or IMEISV available,

the UE shall include the DEVICE_IDENTITY Notify payload in the new IKE_AUTH request message.

At any time after successful tunnel establishment, if the UE:

-
receives INFORMATIONAL request message from ePDG containing a Notify payload with the DEVICE_IDENTITY Notify Message Type and the Identity Type field of the DEVICE_IDENTITY Notify payload is set to either 'IMEI' or 'IMEISV' and the Identity Value field is empty; and

-
has the UE's Mobile Equipment Identity IMEI or IMEISV available,

the UE shall send INFORMATIONAL response containing a  DEVICE_IDENTITY Notify payload.

The UE shall set the DEVICE_IDENTITY as follows:

-
if IMEISV is available, the UE shall include IMEISV in the DEVICE_IDENTITY Notify payload. The Identity Type field of the DEVICE_IDENTITY Notify payload shall be set to 'IMEISV': and
-
if IMEI is available and IMEISV is not available, the UE shall include IMEI in the DEVICE_IDENTITY attribute. The Identity Type field of the DEVICE_IDENTITY Notify payload shall be set to 'IMEI'.
The detailed coding of the DEVICE_IDENTITY Notify payload is described in subclause 8.2.9.2.

***** Second change *****
7.4.4
Emergency session establishment

If the "IDr" payload containing the string "EMERGENCY", using capital letters only, in the Identification Data is included in the IKE_AUTH request message from the UE, the ePDG shall:

-
handle the session establishment as an emergency session establishment;

-
in the IKE_AUTH response message, the ePDG shall not include the APN in the "IDr" payload; and

-
ignore the fact that the "EMERGENCY" string does not comply with the ID_FQDN ID Type, as described in IETF RFC 5996 [28].
In addition, if the UE's IMEI is used as the User Identity in the IDi payload of the IKE_AUTH request message and:

-
if the ePDG is configured to support emergency services from unauthenticated UE and the local policies and regulations allow unauthenticated emergency sessions, the ePDG forwards the EAP payload received from the UE to the 3GPP AAA Server serving the specific domain indicated in the realm part of NAI in the IDr payload; or
-
if the ePDG is not configured to support emergency services from unauthenticated UE or if the local policies and regulations do not allow unauthenticated emergency sessions, the ePDG shall reject the emergency services request from the UE.

Editor's note (WID: SEW2-CT, CR#0567): The definition of unauthenticated IMSI is outstanding.
***** End of changes *****
