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*** 2nd Change ***
3.2
Abbreviations

For the purpose of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply:

ADC
Application Detection and Control

AF
Application Function

AS
Application Server

ASP
Application Service Provider

AVP
Attribute Value Pair

CRF
Charging Rules Function

DRMP
Diameter Routing Message Priority
DSCP
Differentiated Services Code Point

GCS
Group Communication Service

GCS AS
Group Communication Service Application Server

IP-CAN
IP Connectivity Access Network
MPS
Multimedia Priority Service
PCC
Policy and Charging Control

PCEF
Policy and Charging Enforcement Function

PCRF
Policy and Charging Rule Function

PDF
Policy Decision Function

P-CSCF
Proxy-Call Session Control Function
PSAP
Public Safety Answering Point
RCAF
RAN Congestion Awareness Function

QoS
Quality of Service

SCEF
Service Capability Exposure Function

SCS
Service Capability Server

SDF
Service Data Flow

SPR
Subscriber Profile Repository

TDF
Traffic Detection Function
UDC
User Data Convergence
UE
User Equipment
UDR
User Data Repository

XML
Extensible Markup Language
*** 3rd Change ***
4.3.1
AF

The AF is an element offering applications that require the Policy and Charging Control of traffic plane resources (e.g. UM3GPP TS PS domain/GPRS domain resources). One example of an application function is the P-CSCF. The AF shall use the Rx reference point to provide session information to the PCRF.
NOTE:
The AFs may be deployed by the same operator offering the IP-CAN or may be provided by external third party service provider.
*** 4th Change ***
4.4.1
Initial Provisioning of Session Information

When a new AF session is being established and media information for this AF session is available at the AF and the related media require PCC supervision, the AF shall open an Rx Diameter session with the PCRF for the AF session using an AA-Request command, unless an Rx session has already been established for the AF session (e.g. as per clause 4.4.6.7). If an Rx Diameter session already exists for the AF session, the AF uses the existing Rx Diameter session. The AF shall provide the full IP address of the UE using either Framed-IP-Address AVP or Framed-Ipv6-Prefix AVP, and the corresponding Service Information within Media-Component-Description AVP(s). The AF shall not include circuit-switched bearer related media in the service information sent to the PCRF. The AF shall indicate to the PCRF as part of the Media-Component-Description whether the media IP flow(s) should be enabled or disabled with the Flow-Status AVP.

NOTE 1:
The AF does not need to open an Rx Diameter session with the PCRF, if the SDP payload is only proposing to use a circuit-switched bearer (i.e. "c=" line set to "PSTN" and an "m=" line set to "PSTN", refer to 3GPP TS 24.292 [26]).

NOTE 2:
The Rx Diameter session used for an AF session is different from the Rx Diameter session possibly used for the notifications of the status of the AF signalling transmission path. A new Rx Diameter session is established for each new AF session.
The AF may include the AF-Application-Identifier AVP into the AA-Request in order to indicate the particular service that the AF session belongs to. This AVP can be provided at both AF session level, and Media-Component-Description level. When provided at both levels, the AF-Application Identifier provided within the Media-Component-Description AVP will have precedence.

The AF may include the AF-Charging-Identifier AVP into the AA-Request for charging correlation purposes. The AF may also include the Specific-Action AVP to request notification for certain user plane events, e.g. bearer termination.

The AF may include the Service-URN AVP in order to indicate that the new AF session relates to emergency traffic and additionally it may include the AF-Requested-Data AVP to indicate the information required by the AF. If the PCRF receives the Service-URN AVP indicating an emergency session, the PCRF may apply special policies, for instance prioritising service flows relating to the new AF session or allowing these service flows free of charge. If the Service-URN AVP indicates that the new AF session relates to emergency traffic and the AF-Requested-Data AVP is received, the PCRF shall provide the requested available user information as part of the AA-Answer command.

The AF may include the MPS-Identifier AVP in order to indicate that the new AF session relates to an MPS session. If the PCRF receives the MPS-Identifier AVP indicating an MPS session, the PCRF may take specific actions on the corresponding IP-CAN to ensure that the MPS session is prioritized as specified in 3GPP TS 29.212 [8]. For Multimedia Priority Sevice handling, see Annex A.9. 
The AF may include the MCPTT-Identifier AVP in order to indicate that the new AF session relates to an MCPTT session with priority call. If the PCRF receives the MCPTT-Identifier AVP related to that MCPTT session, the PCRF may take specific actions on the corresponding IP-CAN to ensure that the MCPTT session is prioritized. For the handling of MCPTT session with priority call, see Annex A.13.
The AF may include the Priority-Sharing-Indicator AVP set to PRIORITY_SHARING_ENABLED within the Media-Component-Description AVP in order to indicate to the PCRF that the related media flow is allowed to use the same  Allocation and Retention Priority (ARP) as media flows of the same media type belonging to other AF sessions as described in subclause 4.4.8.
The AF may include the Sharing-Key-UL and/or Sharing-Key-DL AVP within the Media-Component-Description AVP in order to indicate that the related media of the new AF session may share resources with other media components in the related direction that include the same value for the Sharing-Key-UL AVP and/or Sharing-Key-DL AVP.

When the AF is a GCS AS, it may include the GCS-Identifier AVP at command level and Reservation-Priority AVP at command level or media component level in order to indicate that the new AF session relates to a prioritized Group Communication session. Based on this information, the PCRF may take specific actions on the corresponding IP-CAN to ensure that the Group Communication session is prioritized as specified in 3GPP TS 29.212 [8].

If the AF provides service information that has been fully negotiated (e.g. based on the SDP answer), the AF may include the Service-Info-Status AVP set to FINAL_SERVICE_INFORMATION. In this case the PCRF shall authorize the session and provision the corresponding PCC/QoS rules to the PCEF/BBERF.

The AF may additionally provide preliminary service information not fully negotiated yet (e.g. based on the SDP offer) at an earlier stage. To do so, the AF shall include the Service-Info-Status AVP with the value set to PRELIMINARY SERVICE INFORMATION. Upon receipt of such preliminary service information, the PCRF shall perform an early authorization check of the service information. For GPRS, the PCRF shall not provision PCC rules towards the PCEF unsolicitedly. However, the PCRF may authorize a PCC/QoS rule request received from the PCEF/BBERF as per 3GPP TS 29.212 [8]. Further, if the AF requests the PCRF to report the access network information together with preliminary service information, the PCRF shall immediately configure the PCEF (or BBERF) to provide the access network information.
For sponsored data connectivity and if SponsoredConnectivity is supported, the AF shall provide the application service provider identity and the sponsor identity to the PCRF byincluding the Application-Service-Provider-Identity AVP and the Sponsor-Identity AVP in the Sponsored-Connectivity-Data AVP in the AA-Request. Additionally if SponsorChange is supported the AF shall provide an indication whether to enable or not enable sponsored data connectivity to the PCRF by including the Sponsoring-Action AVP set to the applicable value.
NOTE 3:
The relationship between the AF and Sponsor is out of scope of this specification. A single AF can serve multiple ASPs and multiple sponsors, An ASP can also be a sponsor.
To support the usage monitoring of sponsored data connectivity, the AF may also include the Granted-Service-Unit AVP in the Sponsored-Connectivity-Data AVP and the Specific-Action AVP set to the value USAGE_REPORT in the AA-Request to request notification when the usage threshold has been reached.
NOTE 4:
If the AF is in the user plane, the AF can handle the usage monitoring and therefore it is not required to provide a usage threshold to the PCRF as part of the sponsored data connectivity information.
When SponsoredConnectivity is supported or when SponsorChange is supported and the AF indicated to enable sponsored data connectivity, the following procedures apply:

-
If the UE is roaming with the visited access case and the AF is located in the HPLMN or roaming with the home routed case and operator policies do not allow accessing the sponsored data connectivity with this roaming case, the H-PCRF shall reject the service request indicating UNAUTHORIZED_SPONSORED_DATA_CONNECTIVITY to the AF.

-
If the UE is roaming with the visited access case and the AF is located in the VPLMN, the V-PCRF shall reject the service request indicating UNAUTHORIZED_SPONSORED_DATA_CONNECTIVITY to the AF.

When SponsoredConnectivity is supported or when SponsorChange is supported and the AF indicated to enable sponsored data connectivity, if the UE is in the non-roaming case or roaming with the home routed case and the operator policies allow accessing the sponsored data connectivity with this roaming case, the following procedures apply:
-
If the PCEF/TDF does not support sponsored connectivity and the required reporting level for that service indicates a sponsored connectivity level according to 3GPP TS 29.212 [8], then the PCRF shall reject the request indicating REQUESTED_SERVICE_NOT_AUTHORIZED.

-
If the PCEF/TDF supports sponsored data connectivity feature or the required reporting level is different from sponsored connectivity level as described in 3GPP TS 29.212 [8], then the PCRF, based on operator policies, shall check whether it is required to validate the sponsored connectivity data. If it is required, it shall perform the authorizations based on sponsored data connectivity profiles. If the authorization fails, the PCRF responds to the AF with an AA-Answer including the Experimental-Result-Code AVP set to the value UNAUTHORIZED_SPONSORED_DATA_CONNECTIVITY. The profile may include a list of Application Service Providers and their applications per sponsor.
NOTE 5:
If the AF is in the operator’s network and is based on the OSA/Parlay-X GW, the PCRF is not required to verify that a trust relationship exists between the operator and the sponsors.
When the PCRF receives an initial AA-Request from the AF, the PCRF shall perform session binding as described in 3GPP TS 29.213 [9]. To allow the PCRF to identify the IP-CAN session for which this request applies, the AF shall provide either the Framed-IP-Address or the Framed-Ipv6-Prefix containing the full IP address applicable to an IP flow or IP flows towards the UE. In case of private IP address being used, the AF may provide PDN information if available in the Called-Station-Id AVP for session binding. The AF may provide the domain identity in the IP-Domain-Id AVP for session binding.
NOTE 6:
The IP-Domain-Id AVP is helpful in the following scenario: Within a PLMN, there are several separate IP address domains, with PCEF(s) that allocate Ipv4 IP addresses out of the same private address range to UEs. The same IP address can thus be allocated to UEs served by PCEFs in different address domains. If one PCRF controls several PCEFs in different IP address domains, the UE IP address is thus not sufficient for the session binding. An AF can serve UEs in different IP address domains, either by having direct IP interfaces to those domains, or by having interconnections via NATs in the user plane between PCEFs and the AF. If a NAT is used, the AF obtains the IP address allocated to the UE via application level signalling and supplies it for the session binding as Framed-IP-Address to the PCRF. The AF supplies an IP-Domain-Id value denoting the IP address domain behind the NAT in addition. The AF can derive the appropriate value from the source address (allocated by the NAT) of incoming user plane packets. The value provided in the IP-Domain-Id AVP is operator configurable.
NOTE 7:
When the scenario described in NOTE 6 applies and the AF is a P-CSCF it is assumed that the P-CSCF has direct IP interfaces to the different IP address domains and that no NAT is located between P-GW and P-CSCF. How a non-IMS AF obtains the UE private IP address to be provided to the PCRF is out of scope of the present release; it is unspecified how to support applications that use a protocol that does not retain the original UE’s private IP address.
If the PCRF fails in executing session binding, the PCRF responds to the AF with an AA-Answer including the Experimental-Result-Code AVP set to the value IP-CAN_SESSION_NOT_AVAILABLE. Further details on how the PCRF identifies suitable IP-CAN sessions can be found in the binding mechanism described in 3GPP TS 29.213 [9].

If the request contains Media-Component-Description Attribute-Value Pair(s) (AVP(s)) the PCRF shall store the received Service Information. The PCRF shall process the received Service Information according to the operator policy and may decide whether the request is accepted or not. The PCRF may take the priority information within the Reservation-Priority AVP into account when making this decision.
For an IP-CAN session associated to a dedicated APN for the purpose of offering services to remote UEs via a ProSe UE-to-network relay UE, as defined in 3GPP TS 23.303 [46], the PCRF shall validate the service information based on the service/roaming agreement and the operator policies related to that PDN information.

NOTE 8:
The PCRF is not required to be aware of the remote UE.

If the service information provided in the AA-Request command is rejected (e.g. the subscribed guaranteed bandwidth for a particular user is exceeded), the PCRF shall indicate in the AA-Answer command the cause for the rejection with the Experimental-Result-Code AVP set to the value REQUESTED_SERVICE_NOT_AUTHORIZED. If the service information provided in the AA-Request command is rejected by the PCRF due to a temporary condition in the network (e.g. the user plane in the cell the user is located is congested), the PCRF may indicate in the AA-Answer the cause for the rejection with the Experimental-Result-Code AVP set to the value REQUESTED_SERVICE_TEMPORARILY_NOT_AUTHORIZED (4261). The PCRF may also provide a retry-interval within the Retry-Interval AVP in the AA-Answer command to the AF. When the AF receives the re-try interval within the Retry-Interval AVP, the AF shall not send the same service information to the PCRF again (for the same IP-CAN session) until the re-try interval has elapsed. The PCRF may additionally provide the acceptable bandwidth within the Acceptable-Service-Info AVP in AA-Answer command.
NOTE 9:
How the PCRF derives the re-try interval is up to implementation.
To allow the PCRF and PCEF to perform PCC rule authorization and bearer binding for the described service IP flows, the AF shall supply both source and destination IP addresses and port numbers within the Flow-Description AVP, if such information is available.
NOTE 10:
In SDP source port information is usually not available.

The AF may specify the ToS‑Traffic‑Class AVP for the described service data flows together with the Flow‑Description AVP.

NOTE 11:
The ToS-Traffic-Class AVP can be useful when another packet filter attribute is needed to differentiate between flows. For example, (when EPS bearers are used for group communication services) flows encapsulated and encrypted by a tunneling protocol and thus having their IP five-tuple attributes obscured can be differentiated by the Type of Service (or Traffic Class) value of the outer header.

NOTE 12:
The use of ToS‑Traffic‑Class AVP by the AF assumes that no DSCP re-marking is applied from the application to the PGW.

The AF may specify the Reservation-Priority AVP at request level in the AA-Request in order to assign a priority to the AF Session as well as specify the Reservation-Priority AVP at the media-component-description AVP level to assign a priority to the IP flow. The presence of the Reservation-Priority in both levels does not constitute a conflict as they each represent different types of priority. Specifically the Reservation-Priority at the AA-Request level provides the relative priority for a session while the Reservation-Priority at the media-component-description level provides the relative priority for an IP flow within a session. If the Reservation-Priority AVP is not specified the requested priority is DEFAULT (0).

The AF may request notifications of specific IP-CAN session events through the usage of the Specific-Action AVP in the AA-Request command. The PCRF shall make sure to inform the AF of the requested notifications in the event that they take place.
The AF may include the Rx-Request-Type AVP set to INITIAL_REQUEST in the AAR.
The AF may include a Reference Id within the Reference-Id AVP related to a transfer policy negotiated for background data transfer via the Nt reference point as described in 3GPP TS 29.154 [47]. The PCRF shall retrieve the corresponding transfer policy from the SPR based on the Reference Id. If the PCRF can not retrieve the transfer policy, the PCRF shall include in the AA-Answer the Service-Authorization-Info AVP with the bit 0 set to indicate that the transfer policy is unknown. If the time window of the received transfer policy has expired, the PCRF shall include in the AA-Answer the Service-Authorization-Info AVP with the bit 1set to indicate that the transfer policy has expired. Otherwise, if the time window of the received transfer policy has not yet occurred, the PCRF shall include in the AA-Answer the Service-Authorization-Info AVP with the bit 2 set to indicate that the time window of the transfer policy has not yet occurred.
NOTE 13:
In the case that the PCRF can not retrieve the transfer policy or the transfer policy expired, the PCRF makes the decision without considering the transfer policy.
The PCRF shall check whether the received Service Information requires PCC/QoS Rules to be created and provisioned and/or authorized QoS to be provisioned as specified in 3GPP TS 29.213 [9]. Provisioning of PCC/QoS Rules and Authorized QoS to the PCEF/BBERF shall be carried out as specified at 3GPP TS 29.212 [8].

If the Sharing-Key-UL AVP and/or Sharing-Key-DL AVP are provided within the Media-Component-Description AVP, the PCRF may apply the mechanisms for resource sharing as specified at 3GPP TS 29.212 [8].

The PCRF shall reply with an AA-Answer to the AF. The acknowledgement towards the AF should take place before or in parallel with any required PCC Rule provisioning towards the PCEF and shall include the Access‑Network-Charging-Identifier(s) and may include the Access-Network-Charging-Address AVP, if they are available. The AA-Answer message shall also include the AN-GW-Address AVP, if the PCRF has previously requested to be updated with this information in the PCEF. The AA-Answer message shall also include the PLMN identifier within the 3GPP-SGSN-MCC-MNC AVP if the PCRF has previously requested to be updated with this information in the PCEF/BBERF. The AA-Answer message shall also include the IP-CAN-Type AVP. if the PCRF has previously requested to be updated with this information in the PCEF/BBERF. In that case, the AA-Answer message shall also include the RAT type information within the RAT-Type AVP and AN-Trusted AVP when applicable for the specific IP-CAN Type. In addition, if IP flow mobility applies to service data flows as specified in 3GPP TS 29.212 [8], such that a subset of the flows within the AF session are affected, the PCRF shall also include IP-CAN-type and RAT type information (if applicable) to IP flow mobility related flows, if such information is available. The IP flow mobility affected service data flows are included within the Flows AVP at command level. If the PCRF needs to terminate the Rx session before it has sent the AA Answer, the PCRF shall send the AA Answer immediately and before the AS Request.

The behaviour when the AF does not receive the AA Answer, or when it arrives after the internal timer waiting for it has expired, or when it arrives with an indication different than DIAMETER_SUCCESS, are outside the scope of this specification and based on operator policy.
If the PCRF fails in installing PCC/QoS rules based on the provided service information due to resource allocation failure as specified in 3GPP TS 29.212 [8] and if requested by the AF, the PCRF shall send an RAR command to the AF with the Specific-Action AVP set to the value INDICATION_OF_FAILED_RESOURCES_ALLOCATION to report the resource allocation failure. The AF shall send an RAA command to acknowledge the RAR command.
* * * 5th Change * * * *
5.3
Rx specific AVPs

5.3.0
General

Table 5.3.0.1 describes the Diameter AVPs defined for the Rx interface protocol, their AVP Code values, types, possible flag values, whether or not the AVP may be encrypted and which supported feature the AVP is applicable to. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415).

NOTE:
Most of these AVPs have already been defined in 3GPP TS 29.209 [5] for Rel-6. Their definition is based on the one used for Rel-6 with some possible modifications to be applied to the Rel-7 protocols.

Table 5.3.0.1: Rx specific Diameter AVPs

	
	AVP Flag rules (Note 1)
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type (Note 2)
	Must
	May
	Should not
	Must not
	May Encr.
	Applicability

(Note 3)

	Abort-Cause
	500
	5.3.1
	Enumerated
	M,V
	P
	
	
	Y
	

	Access-Network-Charging-Address
	501
	5.3.2
	Address
	M,V
	P
	
	
	Y
	

	Access-Network-Charging-Identifier
	502
	5.3.3
	Grouped
	M,V
	P
	
	
	Y
	

	Access-Network-Charging-Identifier-Value
	503
	5.3.4
	OctetString
	M,V
	P
	
	
	Y
	

	Acceptable-Service-Info
	526
	5.3.24
	Grouped
	M,V
	P
	
	
	Y
	

	AF-Application-Identifier
	504
	5.3.5
	OctetString
	M,V
	P
	
	
	Y
	

	AF-Charging-Identifier
	505
	5.3.6
	OctetString
	M,V
	P
	
	
	Y
	

	AF-Requested-Data
	Xxx
	5.3.xxx
	Unsigned32
	V
	P
	
	M
	Y
	

	AF-Signalling-Protocol
	529
	5.3.26
	Enumerated
	V
	P
	
	M
	Y
	ProvAFsignalFlow

	Application-Service-Provider-Identity
	532
	5.3.29
	UTF8String
	V
	P
	
	M
	Y
	SponsoredConnectivity

	Codec-Data 
	524
	5.3.7
	OctetString
	M,V
	P
	
	
	Y
	

	Flow-Description
	507
	5.3.8
	IPFilterRule
	M,V
	P
	
	
	Y
	

	Flow-Number
	509
	5.3.9
	Unsigned32
	M,V
	P
	
	
	Y
	

	Flows
	510
	5.3.10
	Grouped
	M,V
	P
	
	
	Y
	

	Flow-Status
	511
	5.3.11
	Enumerated
	M,V
	P
	
	
	Y
	

	Flow-Usage
	512
	5.3.12
	Enumerated
	M,V
	P
	
	
	Y
	

	GCS-Identifier
	538
	5.3.36
	OctetString
	V
	P
	
	M
	Y
	GroupComService

	IP-Domain-Id
	537
	5.3.35
	OctetString
	V
	P
	
	M
	Y
	

	Max-Requested-Bandwidth-DL
	515
	5.3.14
	Unsigned32
	M,V
	P
	
	
	Y
	

	Max-Requested-Bandwidth-UL
	516
	5.3.15
	Unsigned32
	M,V
	P
	
	
	Y
	

	Max-Supported-Bandwidth-DL
	543
	5.3.41
	Unsigned32
	V
	P
	
	M
	Y
	E2EQOSMTSI

	Max-Supported-Bandwidth-UL
	544
	5.3.42
	Unsigned32
	V
	P
	
	M
	Y
	E2EQOSMTSI

	MCPTT-Identifier
	547
	5.3.45
	OctetString
	V
	P
	
	M
	Y
	MCPTT

	Media-Component-Description
	517
	5.3.16
	Grouped
	M,V
	P
	
	
	Y
	

	Media-Component-Number
	518
	5.3.17
	Unsigned32
	M,V
	P
	
	
	Y
	

	Media-Component-Status
	549
	5.3.48
	Unsigned32
	V
	P
	
	M
	Y
	

	Media-Sub-Component
	519
	5.3.18
	Grouped
	M,V
	P
	
	
	Y
	

	Media-Type
	520
	5.3.19
	Enumerated
	M,V
	P
	
	
	Y
	

	MPS-Identifier
	528
	5.3.30
	OctetString
	V
	P
	
	M
	Y
	Rel10

	Min-Desired-Bandwidth-DL
	545
	5.3.43
	Unsigned32
	V
	P
	
	M
	
	E2EQOSMTSI

	Min-Desired-Bandwidth-UL
	546
	5.3.44
	Unsigned32
	V
	P
	
	M
	
	E2EQOSMTSI

	Min-Requested-Bandwidth-DL
	534
	5.3.32
	Unsigned32
	V
	P
	
	M
	Y
	Rel10

	Min-Requested-Bandwidth-UL
	535
	5.3.33
	Unsigned32
	V
	P
	
	M
	Y
	Rel10

	Priority-Sharing-Indicator
	550
	5.3.47
	Enumerated
	V
	P
	
	M
	Y
	PrioritySharing

	RR-Bandwidth
	521
	5.3.20
	Unsigned32
	M,V
	P
	
	
	Y
	

	RS-Bandwidth
	522
	5.3.21
	Unsigned32
	M,V
	P
	
	
	Y
	

	Service-Authorization-Info
	548
	5.3.46
	Unsigned32
	V
	P
	
	M
	Y
	

	Service-URN
	525
	5.3.23
	OctetString
	M,V
	P
	
	
	Y
	

	Service-Info-Status
	527
	5.3.25
	Enumerated
	M,V
	P
	
	
	Y
	

	Sharing-Key-DL
	539
	5.3.37
	Unsigned32
	V
	P
	
	M
	Y
	ResShare

	Sharing-Key-UL
	540
	5.3.38
	Unsigned32
	V
	P
	
	M
	Y
	ResShare

	Specific-Action
	513
	5.3.13
	Enumerated
	M,V
	P
	
	
	Y
	

	SIP-Forking-Indication
	523
	5.3.22
	Enumerated
	M,V
	P
	
	
	Y
	

	Sponsor-Identity
	531
	5.3.28
	UTF8String
	V
	P
	
	M
	Y
	SponsoredConnectivity

	Sponsored-Connectivity-Data (NOTE 4)
	530
	5.3.27
	Grouped
	V
	P
	
	M
	Y
	SponsoredConnectivity
SCTimeBasedUM

	Sponsoring-Action
	542
	5.3.40
	Enumerated
	V
	P
	
	M
	Y
	SponsorChange

	Required-Access-Info
	536
	5.3.34
	Enumerated
	V
	P
	
	M
	Y
	NetLoc

	Rx-Request-Type
	533
	5.3.31
	Enumerated
	V
	P
	
	M
	Y
	

	Retry-Interval
	541
	5.3.39
	Unsigned32
	V
	P
	
	M
	Y
	DeferredService

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [10].

NOTE 2:
The value types are defined in IETF RFC 3588 [10].
NOTE 3:
AVPs marked with a supported feature (e.g. "ProvAFsignalFlow", "SponsoredConnectivity", "Rel10" or "NetLoc") are applicable as described in subclause 5.4.1
NOTE 4:
Volume Usage monitoring control functionality is applicable for SponsoredConnectivity supported feature. Time Based Usage monitoring control is applicable for SCTimeBasedUM supported feature.


* * * 6th Change * * * *
5.3.xxx AF-Requested-Data AVP

The AF-Requested-Data AVP (AVP code xxxx) is of type Unsigned32 and indicates the information that the AF requested to be exposed, it shall contain a bit mask. The bit 0 shall be the least significant bit. For example, to get the value of bit 0, a bit mask of 0x0001 should be used. The meaning of the bits shall be as defined below:

Table 5.3.xxx.1: AF-Requested-Data
	Bit
	Name
	Description

	0
	EPC-level identities required
	This bit, when set, indicates that the AF requests the PCRF to provide the EPC-level identities (MSISDN, IMSI, IMEI(SV)) available for that IP-CAN session. 


* * * 7th Change * * * *
5.4
Rx re-used AVPs

5.4.0
General

Table 5.4.0.1 lists the Diameter AVPs re-used by the Rx reference point from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their usage within the Rx reference point. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 5.4.0.1, but they are re-used for the Rx protocol. Unless otherwise stated, re-used AVPs shall maintain their ‘M’, ‘P’ and ‘V’ flag settings. Where 3GPP Radius VSAs are re-used, unless otherwise stated, they shall be translated to Diameter AVPs as described in RFC 4005 [12] with the exception that the ‘M’ flag shall be set and the ‘P’ flag may be set.
Table 5.4.0.1: Rx re-used Diameter AVPs

	Attribute Name
	Reference
	Comments
	Applicability (notes 1, 2)

	3GPP-MS-TimeZone
	3GPP TS 29.061 [34]
	Indicates the offset between universal time and local time in steps of 15 minutes of where the MS currently resides.
This AVP shall have the 'M' bit cleared.
	NetLoc
RAN-NAS-Cause

	3GPP-SGSN-MCC-MNC
	3GPP TS 29.061 [34]
	Indicates the serving core network operator ID. For GPRS accesses the MCC and the MNC of the SGSN.
For EPS the MCC and the MNC provided by the SGW or TWAG.
This AVP shall have the 'M' bit cleared.
	NetLoc, Netloc-Trusted-WLAN

RAN-NAS-Cause

	3GPP-User-Location-Info
	3GPP TS 29.061 [34]
	Indicates details of where the UE is currently located (e.g. SAI or CGI), Coding shall be done as defined in 3GPP TS 29.274 [33].

This AVP shall have the 'M' bit cleared.
	NetLoc
RAN-NAS-Cause

	AN-GW-Address
	3GPP TS 29.212 [8]
	Carries the IP address of the ePDG used as IPSec tunnel endpoint with the UE.
This AVP shall have the ‘M’ bit cleared.
	

	AN-Trusted
	3GPP TS 29.273 [39]
	Indicates whether the access network is trusted or untrusted for the Non-3GPP access network. This AVP shall have the 'M' bit cleared.
	

	Called-Station-Id
	IETF RFC 4005 [12]
	The PDN the user is connected to. For GPRS and EPS the APN. When used to contain the APN, the APN is composed of the APN Network Identifier only, or the APN Network Identifier and the APN Operator Identifier as specified in TS 23.003 [38], clause 9.1. The inclusion of the APN Operator Identifier can be configurable.
	Rel8

	DRMP
	IETF draft-ietf-dime-drmp [43]
	Allows Diameter endpoints to indicate the relative priority of Diameter transactions.
	

	Final-Unit-Action
	IETF RFC 4006 [14]
	The action applied by the PCEF when the user’s account cannot cover the service cost.
	Rel8

	Framed-IP-Address
	IETF RFC 4005 [12]
	The valid routable Ipv4 address that is applicable for the IP Flows towards the UE at the PCEF. The PCRF shall use this address to identify the correct IP‑CAN session (session binding). For example, the IP address may actually be that of the network interface of a NAT device between the UE and the GW. The values

0xFFFFFFFF and 0xFFFFFFFE are not applicable as described in RFC 4005 [12].
	

	Framed-Ipv6-Prefix
	IETF RFC 4005 [12]
	A valid full Ipv6 address that is applicable to an IP flow or IP flows towards the UE at the PCEF. The PCRF shall use this address to identify the correct IP-CAN session (session binding, refer to TS 29.213 [9]). For example, the IP address may actually be that of the network interface of a NAT device between the UE and the GW.

The encoding of the value within this Octet String type AVP shall be as defined in RFC 3162 [20], clause 2.3. The "Reserved", "Prefix-Length" and "Prefix" fields shall be included in this order. The AF shall set the "Prefix Length" to 128 and encode the Ipv6 address of the UE within the "Prefix" field.
	

	Granted-Service-Unit (NOTE 3)
	IETF RFC 4006 [14]
	The volume and/or time thresholds for sponsored data connectivity. Only CC-Total-Octets, one of the CC-Input-Octets and CC-Output-Octets, or CC-Time AVPs are reused.

This AVP shall have the ‘M’ bit cleared.
	SponsoredConnectivity,

SCTimeBasedUM

	IP-CAN-Type
	3GPP TS 29.212 [8]
	IP-CAN type of the user.
	

	NetLoc-Access-Support
	3GPP TS 29.212 [8]
	Indicates the level of support for NetLoc procedures provided by the current access network.
	NetLoc

	OC-OLR
	IETF RFC 7683 [35]
	Contains the necessary information to convey an overload report
	

	OC-Supported-Features
	IETF RFC 7683 [35]
	Defines the support for the Diameter overload indication conveyence by the sending node
	

	RAN-NAS-Release-Cause
	3GPP TS 29.212 [8]
	Indicates RAN and/or NAS release cause code information. TWAN release cause code information or untrusted WLAN release cause code information.
	RAN-NAS-Cause

	RAT-Type
	3GPP TS 29.212 [8]
	Indicate which Radio Access Technology is currently serving the UE.
	Rel8

	Reference-Id
	3GPP TS 29.154 [47]
	Indicates the transfer policy stored in the SPR.
	

	Reservation-Priority
	3GPP TS 183.017 [15]
	The vendor-id shall be set to ETSI (13019) [15].

The support of this AVP shall be advertised in the capabilities exchange mechanisms (CER/CEA) by including the ETSI parameter in the Supported-Vendor-Id AVP. 
	

	Subscription-Id
	IETF RFC 4006 [14]
	The identification of the subscription (IMSI, MSISDN, etc.)
	

	Supported-Features
	3GPP TS 29.229 [25]
	If present, this AVP informs the destination host about the features that the origin host requires to successfully complete this command exchange.
	Rel8

	TCP-Source-Port
	3GPP TS 29.212 [8]
	Contains the TCP source port number in the case that a NAT and firewall are detected and the IKEv2 messages exchanged between the UE and the ePDG are transported using the firewall traversal tunnel as described in 3GPP TS 24.302 [50].This AVP shall have the ‘M’ bit cleared.
	NetLoc-Untrusted-WLAN

	TWAN-Identifier


	3GPP TS 29.061 [34]
	Indicates the UE location in a Trusted WLAN or Untrusted WLAN Access Network.
This AVP shall have the ‘M’ bit cleared.

	Netloc-Trusted-WLAN
RAN-NAS-Cause

NetLoc- Untrusted-WLAN

	ToS‑Traffic‑Class
	3GPP TS 29.212 [8]
	Indicates the DSCP code to be used for packet filter. The first octet contains the DSCP code and the second octet contains the mask field set to 11111100.
	DSCP

	UDP-Source-Port
	3GPP TS 29.212 [8]
	Contains the UDP source port number in the case that NAT is detected and the IKEv2 messages exchanged between the UE and the ePDG are encapsulated in the UDP messages according to IETF RFC 3948 [49].

This AVP shall have the ‘M’ bit cleared.
	NetLoc-Untrusted-WLAN

	UE-Local-IP-Address
	3GPP TS 29.212 [8]
	Indicates the local IP address of the UE.

This AVP shall have the ‘M’ bit cleared.
	NetLoc-Untrusted-WLAN

	Used-Service-Unit

(NOTE 3)
	IETF RFC 4006 [14]
	The measured volume and/or time for sponsored data connectivity. Only CC-Total-Octets, one of the CC-Input-Octets and CC-Output-Octets, or CC-Time AVPs are reused.

This AVP shall have the ‘M’ bit cleared.
	SponsoredConnectivity
SCTimeBasedUM

	User-Equipment-Info 
	IETF RFC 4006 [14]
	The identification and capabilities of the terminal (IMEISV, etc.)
When the User-Equipment-Info-Type is set to IMEISV(0), the value within the User-Equipment-Info-Value shall be a UTF-8 encoded decimal.
	

	User-Location-Info-Time
	3GPP TS 29.212 [8]
	Indicates the time the UE was last known to be in the location.
	NetLoc
RAN-NAS-Cause
NetLoc- Untrusted-WLAN

	NOTE 1:
AVPs marked with "Rel8" are applicable as described in clause 5.4.1.
NOTE 2:
AVPs marked with "SponsoredConnectivity" are applicable for sponsored data connectivity.
NOTE 3:
Volume Usage monitoring control functionality is applicable for SponsoredConnectivity supported feature. Time Based Usage monitoring control is applicable for SCTimeBasedUM supported feature.


* * * 8th Change * * * *
5.6.1
AA-Request (AAR) command

The AAR command, indicated by the Command-Code field set to 265 and the ‘R’ bit set in the Command Flags field, is sent by an AF to the PCRF in order to provide it with the Session Information.

Message Format:

<AA-Request> ::= < Diameter Header: 265, REQ, PXY >





 < Session-Id >




 [ DRMP ]




 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 [ Destination-Host ]




 [ IP-Domain-Id ]




 [ Auth-Session-State ]




 [ AF-Application-Identifier ]





*[ Media-Component-Description ]





 [ Service-Info-Status ]





 [ AF-Charging-Identifier ]





 [ SIP-Forking-Indication ]





*[ Specific-Action ]





*[ Subscription-Id ]





 [ OC-Supported-Features ]





*[ Supported-Features ]





 [ Reservation-Priority ]





 [ Framed-IP-Address ]





 [ Framed-Ipv6-Prefix ]





 [ Called-Station-Id ]




 [ Service-URN ]




 [ Sponsored-Connectivity-Data ]




 [ MPS-Identifier ]




 [ GCS-Identifier ]





 [ MCPTT-Identifier ]





 [ Rx-Request-Type ]




*[ Required-Access-Info ] 




 [ AF-Requested-Data ]




 [ Reference-Id ]




 [ Origin-State-Id ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]
* * * 9th Change * * * *
5.6.2
AA-Answer (AAA) command

The AAA command, indicated by the Command-Code field set to 265 and the ‘R’ bit cleared in the Command Flags field, is sent by the PCRF to the AF in response to the AAR command.

Message Format:

<AA-Answer> ::=  < Diameter Header: 265, PXY >





 < Session-Id >





 [ DRMP ]




 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





 [ Auth-Session-State ]





*[ Access-Network-Charging-Identifier ]





 [ Access-Network-Charging-Address ]





 [ Acceptable-Service-Info ]





 [ AN-GW-Address ]





 [ AN-Trusted ]




 [ Service-Authorization-Info ]





 [ IP-CAN-Type ]




 [ NetLoc-Access-Support ]




 [ RAT-Type ]




*[ Flows ]




 [ OC-Supported-Features ]





 [ OC-OLR ]





*[ Supported-Features ]




*[ Subscription-Id ]





 [ User-Equipment-Info ]




*[ Class ]





 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]




 [ Retry-Interval ]





 [ Origin-State-Id ]





*[ Redirect-Host ]





 [ Redirect-Host-Usage ]





 [ Redirect-Max-Cache-Time ]




*[ Proxy-Info ]





*[ AVP ]
* * * 10th Change * * * *

Annex A (normative):
IMS Related P-CSCF Procedures over Rx

A.1
Provision of Service Information at P-CSCF

The P-CSCF shall send service information to the PCRF upon every SIP message that includes an SDP answer payload for the purpose of authorizing the IP flows and the QoS resources required for a negotiated IMS session, unless the SDP payload only relates to a circuit-switched bearer (i.e. "c=" line set to "PSTN" and an "m=" line set to "PSTN", refer to 3GPP TS 24.292 [26]). The service information shall be derived both from the SDP offer and the SDP answer. This ensures that the PCRF receives proper information to perform media authorization for all possible IMS session set-up scenarios, and that the PCRF is also capable of handling session modifications. The P-CSCF may include the Service-Info-Status AVP with the value set to FINAL_SERVICE_INFORMATION.

Additionally, the P-CSCF may send service information to the PCRF when receiving a SIP message that includes an SDP offer payload for the purpose of performing an early bandwidth authorization check, or for enabling pre-authorization for a UE terminated IMS session establishment or modification with UE initiated resource reservation, or for the retrieval of network provided access network information (see clause A.10.2). The P-CSCF shall send service information to the PCRF when receiving a SIP message that includes an SDP offer payload when the IMS session is an MPS session that requires priority treatment. For a UE terminated session the P-CSCF may send the service information derived from the SDP offer when the SDP offer either does not include any preconditions information or includes preconditions information indicating that the local preconditions (i.e. the preconditions related to the remote peer) are already met. In this case, the P-CSCF shall derive the service information only from the SDP offer and shall include the Service-Info-Status AVP with the value set to PRELIMINARY SERVICE INFORMATION.

NOTE 1:
For a UE terminated session setup, when the SDP offer either does not include any preconditions information or includes preconditions information indicating that the local preconditions (i.e. the preconditions related to the remote peer) are already met, the terminating UE can request a resource modification prior to sending the SDP answer. Even if the IP address and port information in the session information derived from the SDP offer can be insufficient for PCC rule authorization, the policy to handle such UE initiated requests at the PCRF can take into account the fact that an IMS session establishment is ongoing, for instance in deciding whether to authorize the request and in selecting an appropriate charging key and a gating policy.

The P-CSCF shall derive Flow-Description AVP within the service information from the SDP as follows:

-
An uplink Flow-Description AVP shall be formed as follows: The destination address shall be taken from the SDP information received by the P-CSCF in downlink direction, while the source IP address may be formed from the address present in the SDP received by the P-CSCF in uplink direction (taking into account only the 64 bit prefix of the Ipv6 address) Source and destination ports shall be derived according to rules provided in 3GPP TS 29.213 [9] clause 6.2.

EXAMPLE 1:
Assuming UE A sends an SDP to UE B, the PCRF of UE B uses the address present in this SDP for the destination address of UE B’s uplink Flow-Description AVP, while the PCRF of the UE A uses the 64 bit prefix of the same address for the source address of UE A’s uplink Flow‑Description AVP. If the source address is not formed from the 64 bit prefix, the source address shall be wildcarded.

-
A downlink Flow-Description AVP shall be formed as follows: The destination address shall be taken from the SDP information received by the P-CSCF in uplink direction, while the source IP address may be formed (in order to reduce the possibilities of bearer misuse) from the destination address in the SDP received by the P-CSCF in downlink direction (taking into account only the 64 bit prefix of the Ipv6 address) Source and destination ports shall be derived according to rules provided in 3GPP TS 29.213 [9] clause 6.2.

EXAMPLE 2:
Assuming UE A sends an SDP to UE B, the PCRF of UE A uses the address present in this SDP for the destination address of UE A’s downlink Flow-Description AVP, while the PCRF of UE B uses the 64 bit prefix of the same address for the source address of UE B’s downlink Flow‑Description AVP. If the source address is not formed from the 64 bit prefix, the source address shall be wildcarded.

The P-CSCF shall derive the bandwidth information within the service information, from the "b=AS" SDP parameter and "a=bw-info" SDP parameter, if available and if the E2EMTSIQOS feature is supported. If "a=bw-info" is used for bandwidth derivation, the P-CSCF shall use the SDP attribute line that contains the bandwidth properties for the IP version used by the UE, as detailed in 3GPP TS 29.213 [9] clause 6.2. If the received "a=bw-info" SDP attribute line(s) contain only bandwidth properties for an IP version that is not used by the UE, the P-CSCF shall re-compute the bandwidth properties for the used IP version and use that value for the bandwidth derivation as defined in 3GPP TS 26.114 [36].

NOTE 2:
If no IP version is included for any of the "a=bw-info" SDP attribute lines related to a certain payload type and direction then IPv6 is assumed for all bandwidth properties related to the same direction and payload type, on all of the related "a=bw-info" SDP attribute lines, see clause 19 of 3GPP TS 26.114 [36].
If "a=bw-info" is used for bandwidth derivation  and it includes both known and unknown bandwidth properties, the P-CSCF shall only consider the known bandwidth properties to derive the bandwidth information and ignore the unknown ones. If the" a=bw-info" line is received with an unknown directionality, then the entire "a=bw-info" line shall be ignored.

 For the possibly associated RTCP IP flows, the P-CSCF shall use the SDP "b=RR" and "b=RS" parameters, if present, as specified in 3GPP TS 29.213 [9] clause 6.2. The "b=AS", "b=RR" and "b=RS" parameters in the SDP contain all the overhead coming from the IP-layer and the layers above, e.g. IP, UDP, RTP and RTCP payload, or IP, UDP and RTCP. 
For multiplexed RTP/RTCP flows (as negotiated using the"a=rtcp-mux" SDP attribute defined in IETF RFC 5761 [42], a P-CSCF supporting RTP/RTCP transport multiplexing shall derive the bandwidth information within the service information as specified in 3GPP TS 29.213 [9] subclause 6.2.

However, if service information is received containing the "b=TIAS" SDP parameter that corresponds to an SDP answer payload, and if the P-CSCF supports this parameter, the P-CSCF may derive the bandwidth from this parameter rather than from the "b=AS" SDP parameter, as detailed in 3GPP TS 29.213 [9] clause 6.2.

When available, the P-CSCF shall also indicate to PCRF, as a complement to the Service Information, the IMS Communication Service Identifier within the AF-Application-Identifier AVP. The originating P-CSCF shall take the IMS Communication Service Identifier value from the SIP response. The terminating P-CSCF shall take the IMS Communication Service Identifier value from the SIP request. Otherwise, the P-CSCF may not be able to provide an IMS Communication Service Identifier value to the PCRF. The format and specific headers where IMS communication service identifiers are transported within SIP are defined in 3GPP TS 24.229 [17].

NOTE 3:
In order to indicate the IMS Communication Service Identifier to the PCRF, the originating P-CSCF sets the AF-Application-Identifier AVP to the ICSI contained in the topmost occurance of the "+g.3gpp.icsi-ref" header field parameter of the Feature-Caps header field(s) of 18x or 2xx SIP response (Feature-Caps: *;+g.3gpp.icsi-ref=”urn%Aurn-7%A3gpp-service.ims.icsi.mmtel”) and the terminating P-CSCF sets the AF-Application-Identifier AVP to the ICSI of the P-Asserted-Service header information received in the SIP request (e.g. P-Asserted-Service: urn:urn-7:3gpp-service.ims.icsi.mmtel). Since the headers and the format of the ICSI can vary depending on the case, the PCRF has to be prepared to accept the complete ICSI information received in different formats, as described in subclause 7.2A.8.2 in 3GPP TS 24.229 [17].

Additionally, the P-CSCF may include the Sharing-Key-DL AVP and/or Sharing-Key-UL AVP within the Media-Component-Description AVP in order to indicate the PCRF that resource sharing should apply for the media components in the related direction with the same value for the Sharing-Key-DL AVP and/or Sharing-Key-UL AVP.
Additionally, if PrioritySharing feature is supported, the P-CSCF may provide the Priority-Sharing-Indicator AVP within the Media-Component-Description AVP as described in subclause 4.4.47. 

NOTE 4: 
The P-CSCF obtains this information from the Application Server as described in 3GPP TS 23.228 [16], subclause 5.4.7.9.
NOTE 5:
RTCP flows are not subject to resource sharing. This requirement cannot be met for multiplexed RTP/RTCP flows as in this case there is no mechanism in the current release to distinguish between RTP and RTCP flows.
If the Service-URN AVP does not include an emergency service URN, i.e. a top-level service type of "sos" as specified in IETF RFC 5031 [21] and possibly additional sub-service information on the type of the emergency service and the PCRF binds the IMS service session to an IP-CAN session established to an Emergency APN, the PCRF shall return an AAA command with Experimental-Result-Code AVP set to the value UNAUTHORIZED_NON_EMERGENCY_SESSION to the P-CSCF. Upon receiving an AAA with Experimental-Result-Code AVP set to the value UNAUTHORIZED_NON_EMERGENCY_SESSION the P-CSCF shall apply the procedures defined in 3GPP TS 24.229 [17].

NOTE 6:
The PCRF determines whether an IP-CAN session is established to an Emergency APN based on the information received over Gx and operator configuration.
If the AF-Requested-Data AVP is provided in the AA-Request command indicating "EPC-level Identities required", the PCRF shall provide the available user information for the IP-CAN session within the Subscription-Id AVP (s) and/or User-Equipment-Info AVP.

NOTE 7: 
The user information received within the User-Equipment-Info AVP and/or Subscription-Id AVP can be used to support authentication of roaming users in deployments with no IMS-level roaming interfaces or to support PSAP callback functionality for anonymous IMS emergency sessions. See 3GPP TS 23.167 [xx] for futher information.

The PCRF may decide not to authorize requested service information. The PCRF will indicate it to the P-CSCF by sending an AA-Answer with Experimental-Result-Code AVP set to the value REQUESTED_SERVICE_NOT_AUTHORIZED. Upon receiving an AA-Answer with Experimental-Result-Code AVP set to the value REQUESTED_SERVICE_NOT_AUTHORIZED the P-CSCF shall apply the procedures defined in 3GPP TS 24.229 [17].
* * * End of Changes * * * *
