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3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

None
3.3
Abbreviations

	3gpp
	3rd Generation Partnership Project

	3gpp2
	3rd Generation Partnership Project 2

	CE
	Consumer Electronics

	DLNA
	Digital Living Network Alliance

	DVD
	Digital Versatile Disc

	ETSI
	European Telecommunication Standards Isntitute

	GSMA
	GSM Association

	M2M
	Machine to Machine

	MP3
	MPEG Audio Layer-3

	NFC
	Near Field Communication

	OMA
	Open Mobile Alliance

	PAN
	Personal Area Network

	PN
	Personal Network

	PNE
	Personal Network Element

	PN GW
	Personal Network Gateway

	UWB
	Ultra Wide Band

	UPnP
	Universal Plug and Play

	WAN
	Wide Area Network

	
	

	
	


4. Introduction

We are at the beginning of a new era of computing and communication, one that will radically transform our enterprise and personal space.  This new era will be founded on three basic attributes:  increased device diversity, de-construction of the Internet into smaller and more user centric interfaces (Apps), and connection to the physical world.  The fabric which connects these new devices to communication systems and the physical world is known as Machine to Machine (M2M) communication. M2M communication services provide network connectivity to machines such as sensor devices, in contrast to traditional communications services that connect humans to content and to other humans.   M2M communications enable the monitoring and control of physically remote devices such as smart meters, health sensors and asset tracking tags.  The very large numbers of M2M devices that are expected to go online over the next few years (50 billion or more by some forecasts) represent a huge market opportunity for M2M device vendors, application providers and network operators.

The data traffic generated by M2M applications can be quite different than traffic from the human-centric applications for which today’s communication networks were designed.  M2M applications typically involve large numbers of devices, small amounts of data per device, heavy signaling loads, and high peak data traffic during events such as power outages and earthquakes. The unique characteristics of M2M applications and their data traffic have prompted a number of standards bodies to develop M2M-specific enhancements to their communications network standards.  

As a leading provider of enabler specifications for mobile data services, OMA can have an important role in developing specifications to facilitate the deployment of M2M applications in both fixed and mobile networks.   The purpose of this white paper, which has been written by the OMA Board of Directors M2M Task Force, is to make recommendations to the OMA Board on potential OMA technical activities in support of M2M applications.  These activities could include M2M-specific enhancements to existing OMA enablers and the development of new M2M enablers.  Once these recommendations have been agreed by the full Board, it may decide to communicate them to the OMA Technical Plenary.

The remainder of this white paper is organized as follows.  Section 5 surveys M2M standards activities in other standards bodies.  Section 6 identifies potential gaps in the M2M standards landscape described in Section 5 that could provide opportunities for M2M standards work in OMA.  Section 7 reviews existing OMA enablers and work items that could be used (possibly after some enhancement) in M2M applications, discusses potential new OMA M2M work items, and concludes with a set of recommendations to the OMA Board.

5. M2M Standardization Out of OMA
5.1 3GPP

3GPP has a very active set of work items on Machine Type Communications (MTC) that span nearly all of the 3GPP working groups.  The motivation for this work is that M2M applications are expected to require very large numbers of devices to be connected to the 3GPP network, and this network was not designed for typical M2M device traffic patterns, which often involve small and frequent data transmissions.  The MTC work has identified a number of network enhancements aimed at optimizing resource usage for M2M devices and preventing congestion and overload conditions from occurring.

The 3GPP SA1 (Requirements) working group recently completed work on the Service Requirements for Machine Type Communications Stage 1 specification (TS 22.368).  The requirements are grouped around a set of MTC Features, each of which consists of requirements for network optimization that are targeted at a specific type of MTC Device.  A given MTC Device can be subscribed to one or more MTC Features based upon the needs of the applications that communicate with it.  The MTC Features specified in TS 22.368 include the following:

· Low Mobility: Many MTC Devices are either stationary or move infrequently.  If the network knows this, it can limit the amount of mobility management signaling for such devices.

· Time Controlled: This MTC Feature is intended for devices that only need to access the network at predefined times, e.g. an e-Reader device that downloads a daily newspaper at the same time each day.

· Time Tolerant: MTC device communications are often not time-critical and can safely be delayed.  The network can defer communications with time-tolerant devices to off-peak periods to smooth out traffic loads and prevent overload conditions.

· Packet Switched (PS) Only: Many MTC Devices do not require circuit-switched voice services.  The network can make use of the information that an MTC Device is PS Only to optimize communication with the device.

· Small Data Transmissions: To preserve MTC Device battery life and network resources, the network should provide efficient means for sending small amounts of data (e.g., avoiding the signaling overhead of allocating a dedicated traffic channel).

· Mobile Originated Only: If an MTC Device is always the originator of any communication with the network, it is not necessary to keep track of the device’s serving area or to page the device, enabling optimized support of such devices.

· MTC Monitoring: MTC Devices are often deployed in public, unattended areas where they are vulnerable to tampering.  The MTC Monitoring feature enables the network to monitor the status of an MTC Device and disable it if tampering is detected.

· Secure Connection: This feature provides a secure connection between an MTC Device and the entity that it communicates with.

· Group Based MTC Features: This set of features is intended for optimized support of groups of MTC Devices belonging to the same user. It includes Group Based Policing (e.g. imposing a maximum total bit rate for the communications by devices in the group) and Group Based Addressing (assigning a group address to enable broadcast communications to the members of the group).

Because it will not be possible to complete the Stage 2 and Stage 3 specification work for all these MTC Features in the Release 10 time frame, 3GPP has agreed to prioritize the MTC work.  Features to be given highest priority for Release 10 are Overload Control (including features addressing radio, signaling and core network congestion), identifiers and addressing, subscription control, and security.

SA1 is also working on a technical report on alternatives to E.164 numbering for MTC devices.  The motivation for this work is that the large predicted numbers of M2M devices may exhaust the space of numbers and addresses (e.g. MSISDNs and IMSIs) that are used in the 3GPP network.  This technical report will explore alternative forms of MTC device identifiers and addresses (e.g. IPv6 addresses and SIP URIs) that would allow each MTC device to be assigned a unique address/identifier.

SA1 has recently approved a work item for the continuation of the MTC work into Release 11.  Topics covered in this work item include direct device-to-device communications, support for MTC Devices that serve as gateways, and co-located MTC Devices (i.e. groups of devices that always move together, such as tracking sensors attached to packages in the same truck).

The 3GPP SA2 (Architecture) working group is preparing a technical report on System Improvements for Machine Type Communications (TR 23.888).  SA2 is studying the architectural aspects of support for large numbers of MTC devices and proposing solutions to implement the MTC Features that SA1 has defined in TS 22.368.  The 3GPP SA3 (Security) working group will take responsibility for MTC security aspects, either by contributions to TR 23.888 or in a separate MTC security technical report.  SA3 has also completed TR 33.812, which concerns the security aspects of remote provisioning and change of subscription for MTC Devices.

The 3GPP RAN2 working group, which is responsible for radio layer 2 and 3 signaling, is working on a technical report on RAN Improvements for Machine Type Communications.  RAN2 has identified random access channel (RACH) congestion as its initial primary area of focus.  RACH congestion occurs when large numbers of MTC devices attempt to access the network at the same time.

The 3GPP GERAN (GSM/EDGE Radio Network) has started work on a technical report that is considering possible enhancements to the GSM/EDGE network to better support MTC Devices.  The 3GPP Core Networks and Terminals (CT) groups have recently approved a work item to look into necessary improvements to the 3GPP core network protocols for MTC.

5.2 3GPP2

3GPP2 recently began work on a Study for Machine to Machine (M2M) Communications for cdma2000 Wireless Networks (S.P0141).  The present scope of S.P0141 includes reducing the operational complexity associated with M2M communication services, simplifying the handling of M2M device groups, improving M2M device battery life, and promoting the deployment of new M2M applications through new network features.

The current version of S.P0141 proposes architectural enhancements such as an M2M communication model and adaptation protocol and a new M2M terminal class so that the network can distinguish M2M devices from the traditional human-to-human devices used for voice and data communication.  The document also discusses a number of potential M2M-related enhancements to the 3GPP2 radio network, including improved coverage, radio link reliability and transmission efficiency.  It is expected that the study in S.P0141 will be completed by the end of 2010, followed by specification work to implement the proposed enhancements.

The 3GPP2 Steering Committee (SC) has recently formed an M2M Numbering Ad Hoc group to consider issues related to M2M numbering and addressing schemes across different networks, including address and number exhaustion due to large numbers of M2M devices.  The M2M Numbering Ad Hoc group is coordinating with many other standards bodies so that an industry-wide solution to the M2M addressing and numbering problem can be found.
5.3 ETSI
The ETSI Technical Committee M2M was created in January 2009 and aims to provide an end-to-end view of Machine-to-Machine standardization. ETSI TC M2M will provide a set of Technical Specifications.  The work methodology is based on the following stepwise approach:
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Figure 1 -  ETSI M2M working approach
Several Technical Reports contain a collection of usecases. Requirements are derived from these usecases. Then a M2M Functional Architecture can be specified. As a last step, a Stage 3 specification is provided, possibly by reusing some already existing protocols.

In order to allow the support of a wide range of M2M Applications, he ETSI M2M Architecture  describes a set of Service Capabilities and provides an open interface to the M2M Applications in order to use these Service Capabilities.

These Service Capabilities are functions that can be shared by different M2M Applications. Currently the existing M2M technical solutions are fragmented and usually dedicated to a single application (e.g. fleet management, meter reading, …). The M2M Applications are rather following a vertical model in which each M2M Application has to fully develop some functions that have also to be developed by other M2M Applications. The ETSI TC M2M Approach will allow a mutualization of such functions in order to transform the vertical approach in a more horizontal one, as shown in the following figure:
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The set of Service Capabilities can be implemented in a M2M platform located in the Network Domain, but they can also be implemented in a M2M Device or M2M Gateway. As listed below, currently 11 Service Capabilities are defined: (in the acronyms the “x” means N for Network, G for Gateway, D for Device, depending on the location of the Service Capability).

· Application Enablement (xAE).

It is the single contact point for the M2M Application in the Service Capabilities layer. It hides the Service Capabilities topology. It exposes the functionalities implemented in the Service Capabilities layer via an interface called mIa.

· Generic Communication (xGC).

It provides transport session establishment and teardown along with security keys negotiation. It also provides encryption/integrity protection on data exchanged with the M2M Devices or M2M Gateways.

It provides unicast and multicast message delivery. 

· Reachability, Addressing and Repository (xRAR).

It handles the mapping between the Name of a M2M Device/Gateway and a set of information including routable network address, reachability status, planned wake-up time. It keeps this mapping table updated when a M2M Device/Gateway is becoming reachable. 

Upon request it provides addressing material and reachability status to the other capabilities.

· Communication Selection (xCS).

It provides network selection when the M2M Device/Gateway can be reached through several networks.

It provides alternative Network or Communication Service after a communication failure using a first selected Network or Communication Service.

· Remote Entity Management (xREM).

It provides Configuration Management functions on behalf of the M2M Application. 

It collects and stores Performance Management and Fault Management data on behalf of the M2M Application.

· SECurity (xSEC).

It perform M2M service layer registration through authentication and service key agreement and service key management.

It authenticates applications before providing service.

· History and Data Retention (xHDR).

It is an optional Capability that hides the history and data retention tasks from the M2M Applications. 

It can archive all transaction.

· Transaction Management (xTM).

It is an optional Capability to which Application Enablement Capability delegates the management of transactions.

· Compensation Broker (xCB).

It is an optional Capability to which Application Enablement Capability delegates Brokerage related to Compensation taking place between a Customer and a Vendor. (The Broker represents a trusted third party who will bill customers according to their expenditures committed towards vendors, and accordingly redeems the vendors for such amounts).

· Telco Operator Exposure (xTOE).

It is an optional Capability that makes accessible to Service Capabilities and M2M Applications some Operator’s non-M2M exposed services (e.g. SMS, USSD, Location).

· Interworking Proxy (xIP).

It is an optional Capability that provides interworking with devices not implementing the ETSI M2M standard and M2M Service Capabilities.

From this generic M2M Architecture, some specific Profiles will be proposed. As Smart Metering is considered as a major M2M Application, a Smart Metering Profile will be provided.

The ETSI M2M Release 1 is planned for completion at the end of 2010.

The ETSI M2M Release 1 will fully specify the 3 interfaces called mIa, mId, and dIa. These interfaces are represented on the following figure:
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Figure 3 - ETSI M2M Release 1
mIa is the interface between the Network Application and the M2M Service Capabilities. 

mId is the interface between the Service Capabilities included in the M2M Platform and the Service Capabilities included in the M2M Device or M2M Gateway. 

dIa is the interface between Application and Service Capabilities inside the M2M Device or M2M Gateway. 

The content of the Service Capabilities and the interactions between the Services Capabilities will not be standardized in the ETSI M2M Release 1.

In the Architecture TS the mIa interface is described by using the high-level functional REST style verbs (Create, Retrieve, Update, Delete, Subscribe, Notify) that allow to provide message flows in a protocol agnostic way.

5.4 GSMA

GSMA has embarked on an effort to develop a cross-industry consensus around a family of low-cost Embedded Modules and a set of guidelines for their use in M2M systems. The basic goal is to reduce industry fragmentation, to improve economies of scale, and to solve ancillary regulatory and business model issues.  However, the main focus of the effort is to define a set of radio modules that address operational issues, such as module design, radio interface, remote management, UICC provisioning and authentication, and basic elements costs. In addition to guidelines for the basic family of Embedded Modules, GSMA is all developing use-case definitions for each of the following priority verticals: 

· Automotive, 

· Consumer electronics, 

· m-Health 

· Smart Metering. 

Some of the topics include but are not limited to: 

· Discussion on reducing fragmentation and cost factors, such as embedded module designs and application development frameworks ( for example, developing a minimum set of AT command requirements or APIs)

· Value-chain and business model topics, for example, UICC form factor and profiles; Security and threats for Embedded Devices and modules both for general and vertical–specific applications

· Vertical sector and industry outreach, for example, module and device requirements for additional vertical segments; Guidance for device manufacturers on embedding modules into emerging devices.

· For Embedded Devices, provisioning needs to be automated, instant and involve no manual actions, e.g. pre-provisioning, initial provisioning/Bootstrapping, etc.
· Guidance is offered in managing the certification of Embedded Devices.e.g. Regulatory certification, Industry certification, Operator specific certification, etc.
· In Embedding module design, firmware update (i.e. by updating the module via the control interface by device.), remote diagnostic, local mode system diagnostic (where remote diagnostics is not possible) and guidelines regarding the radio interface (e.g. radio coexistence and radio power) are introduced.

In conjunction with developing a guideline for embedded modules, GSMA, through the security, roaming and fraud group, is looking at reducing or eliminating constraints in the areas of:

· Billing, Accounting and Roaming

· Security

· Fraud

by reviewing and updating mobile operator business processes in order to accelerate the adoption and use of wireless connectivity in a wide range of devices. Roaming is one of the key success factors for the GSM family of technologies, and it is critical that roaming support is available for EM devices.  

Specific requirements of vertical markets, such as automotive, utilities, mobile health, etc. will be covered by future project groups once they are formed.  GSM Association is very interested in coordinating its efforts with ETSI M2M work and any efforts put forth by OMA.
5.5 IEEE

IEEE 802.15.4 defines a standard for personal area networking over low-rate wireless.  It is currently maintained by the 802.15 working group within IEEE, and is the basis of many other application specifications including, ISA SP100.11, WirelessHART, and ZigBee.  It has most recently gained larger scale deployment in the Smart Energy space as part of the ZigBee Smart Energy 1.0 specification that has shipped 10 million devices since standardization in February 2008.  ZigBee Smart Energy 2.0 is being standardized using IETF protocols in 6lowpan, IPv6 over LowPower Wireless Personal Area Networking.

5.6 IETF

The Internet Engineering Task Force is working on a number of standards to connect the so-called internet of things, or M2M.  

5.6.1 6lowpan
6lowpan, an acronym for IPv6 over Low Power Wireless Personal Area Networking working group within the IETF that is labouring to define how IPv6 can be encapsulated and sent over IEEE 802.15.4 networks.  The base specification is defined in RFC 4944.

5.6.2 RoLL
RoLL is an an acronym for Routing over LowPower and Lossy Networks working group.  Their stated charter is Low power and Lossy networks (LLNs) are made up of many embedded devices with limited power, memory, and processing resources. They are interconnected by a variety of links, such as IEEE 802.15.4, Bluetooth, Low Power WiFi, wired or other low power PLC (Powerline Communication) links. LLNs are transitioning to an end-to-end IP-based solution to avoid the problem of non-interoperable networks interconnected by protocol translation gateways and proxies.
5.6.3 CoRE (Constrained RESTful Environments)
CoRE is an acronym for Constrained RESTful Environments. IETF charter for the group is to define a framework for a limited class of applications: those that deal with the manipulation of simple resources on constrained networks in general and in particular to monitor simple sensors, control actuators, and to manage devices.

As part of the framework for building these applications the group will define a Constrained Application Protocol (CoAP) for the manipulation of resources on a device. 
CoAP is a specialized RESTful transfer protocol for use with constrained networks and nodes for machine-to-machine applications such as smart energy and building automation. CoAP provides the REST Method/Response interaction model between application end-points, supports built-in resource discovery, and includes key web concepts such as URIs and content-types. CoAP has the following features:
· Constrained RESTful protocol fulfilling M2M requirements.
· A stateless HTTP mapping, allowing proxies to be built providing access to CoAP resources via HTTP in a uniform way or for HTTP simple interfaces to be realized alternatively over CoAP

· UDP binding with reliable unicast and best-effort multicast support

· Asynchronous transaction support

· Low header overhead and parsing complexity

· URI and Content-type support

· Built-in resource discovery
5.7 ITU-T
ITU-T Recommendations are defining elements in information and communication technology (ICT) infrastructure besides the M2M application. Several groups are studying the specification of M2M, such as SG11,SG13, SG16, and SG17.  ITU-T in the M2M/ubiquitous network of standardized focus on: general framework, identification, application and security.

Q.12/SG 11 handles NID and USN matters in terms of conformance and interoperability test standards. 

SG13: The study issues of the future network are: future network requirement, structure and implementation. Focus on the existing network of hot topics, including: IP based network, USN ubiquitous network, ID tag Services, network security /robustness , mobility , heterogeneity, Quality of Service (QoS), re-configurability, context-awareness, manageability and data-centric and so on.
Q.25/SG16: Generally USN has two study issues in M2M: how to transmit sensor data and how to process sensor data. USN middleware and application layer technologies correspond to how to process sensor data with taking consideration of services provisioning to end-users.

Study items to be considered include, but are not limited to:

· Analysis of service and functional requirements: requirements analysis is a starting point to extract service features, required functions, relevant attributes and attribute values from various USN applications and services 

· Architectural service framework: a reference framework is required to see overall architecture consisting of system and network configurations, data processing functionalities, and interface relationships due to heterogeneous application components. 

· Application profiling specifications: USN applications and services have vertical characteristics and each one may have unique requirements. Each type of USN application and service needs an application profile to define service features, processing functions, operation attributes, attribute values, etc 

· Sensor information description language: a variety of sensor information data needs to be described in a standardized way and machine-readable form 

· Middleware-relevant standards: a set of relevant standards need to be developed for such middleware functions, such as sensor information gathering, filtering by various policies and rules, data comparison and analysis, data mining, context modelling language, context-awareness processing, context-aware decision and estimation, integrated management of sensor information, service integration, audio and video data transmission, and reference middleware framework 

· Directory service standards: a set of relevant standards need to be developed to define a data structure for directory services, register and discovery USN services, etc 

· Sensor node identification scheme: a unique identifier needs to be assigned to each sensor node for management purposes 
SG17: Draft ITU-T X.usnsec-1 | ISO/IEC CD 29180 "Security framework for ubiquitous sensor networks" (Q.6/17). To provide secure e-commerce services using USN, service operators should consider the security threats to USN being described in this standard. Efficient security solutions to minimize the various types of threats should be deployed for e-commerce service built on USN. It is insufficient to protect e-commerce services and infrastructures against threats by technical mean only; 

5.8 TIA 

The TR-50 Smart Device Communications (SDC) committee is a recently formed Engineering Committee of the Telecommunications Industry Association (TIA). TIA is an SDO accredited by the American National Standards Institute (ANSI) and sponsors over 70 standards formulating groups in several technology areas, such as Mobile Communications Systems, Satellites, Premises Cabling and Mobile Private Radio. TIA is the North American Organizational Partner (OP) of 3GPP2. TR-50 held its first face-to-face meeting in February 2010.  The scope of TR-50’s work is the “monitoring and communication of events and information from intelligent/smart devices to other devices, applications or networks”.  The TR-50 specifications will target the application layer and will be independent of the underlying transport layer.  TR-50 will also specify APIs to expose the SDC functionality to applications running on smart devices and on network servers that remotely monitor and control the devices.  

Figure 1 illustrates an SDC protocol layering diagram that has been discussed in TR-50.  The figure includes a gateway device that provides wide-area connectivity for Smart Devices that may be equipped only with short-range connectivity.  The SDC protocol layer shown in green can execute over different transports by means of convergence or adaptation layers (the presence of applications on the gateway device is still under discussion).  
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Figure 4 - Proposed TR-50 SDC Protocol Layering Diagram
Functionality provided by the SDC layer could include support for intermittent communications (e.g. waking up and buffering data for sleeping devices), device- and network-initiated communications, and access to Smart Devices that are behind gateway devices.  TR-50 is also considering support for object-oriented domain information models, in which Smart Devices represent their data and functionality in the form of objects with data elements, events and alarms, and operations that can be invoked remotely by network applications.  Many SDC vertical application domains, including healthcare and industrial automation, have already standardized domain information models, and the SDC protocol layer could serve as a common transport for information model data in different application domains.

TR-50 has formed a single subcommittee, TR-50.1, which is responsible for Requirements and Architecture.  The initial task of TR-50.1 is to contact other standards bodies that have prepared SDC-related use cases in various vertical application domains, including Smart Grid, Automotive/Telematics, Healthcare and Industrial Automation.  TR-50.1 will derive requirements for the SDC protocol layer from these use cases.

6. Potential Gaps in End-to-End M2M Standardization

Constrained embedded systems and in particular M2M and wireless personal and body area network devices, (WPAN) and (BAN) respectively, have unique computation, power and bandwidth constraints. These systems are seeing wider deployment in Smart Energy, Home Automation, Personal Home and Health Care, and more broadly the so-called Internet of Things. The environments in which they are being deployed require varying degrees of security.
Mass production economics see many benefits of placing fixed routines in hardware. The benefits are in code space, performance, battery life, and overall cost of the device. Considering the projected scale of M2M devices, Cisco estimating the smart grid alone to be 100 to 1000 times the size of the Internet today, efficencies and cost savings realized in embedding more of the lower level operations in hardware transforms into a basic requirement - technology selection should afford benefits to embedding in hardware.

Many of the environments in which these new embedded systems are being deployed have a life expectancy of 20+ years. This requires the selection of a key lifecycle management mechanisms at a security level adequate to deliver the desired security services for the lifespan of the system
	Algorithm Lifetime
	Security Strength
	Symmetric Key Size
	Integer Factorization Cryptography Key Size (e.g., RSA) Size
	Elliptic Curve Cryptography (ECC) Key Size

	Through 2010   
	80 bits   
	80   
	1024   
	160   

	Through 2030   
	112 bit   
	112   
	2048   
	256   

	Beyond 2030   
	128 bit   
	128   
	3072   
	256   

	>Beyond 2030   
	192 bit   
	192   
	7680   
	384   

	>>Beyond 2030   
	256 bit   
	256   
	15360   
	512   


Table 1 - Security algorithms
Considering the expected life span of many of these systems and best industry practice we should target the 128 bit security strength, and look to define a small suite of algorithms that are best suited for the M2M environment.

BENEFITS

Primitive re-use 

Code size reduction 

Hardware implementation benefits 

Computational performance benefits 

Energy usage and battery lifepan benefits 

A complete cryptographic cipher suite should consists of primitives from which security services of identification and authentication, confidentiality, data integrity and non-repudiation can be provided. We proscribe an encryption scheme with authentication, a deterministic random number generator, a hash function, a key-agreement scheme, a digital signature scheme, and a certificate scheme that achieves a 128-bit security level, and delivers benefits identified above.
7. OMA and M2M Standardization

7.1 Existing Work Items

7.1.1 Device Management 
Device Management refers to the management of Device configuration and other managed objects of Devices from the point of view of the Management Authorities. Device Management includes, but is not restricted to setting initial configuration information in Devices, subsequent updates of persistent information in Devices, retrieval of management information from Devices, execute primitives on Devices, and processing events and alarms generated by Devices. 

Device management allows wireless operators, service providers or corporate information management departments to carry out the procedures of configuring devices on behalf of the end user (customer). 
7.1.1.1 Device Management Version 1.2

Through device management, an external party can remotely set parameters, conduct troubleshooting servicing of terminals, install or upgrade software. In broad terms, device management consists of three parts:

· Protocol and mechanism: The protocol used between a management server and a device

· Data model: The data made available for remote manipulation, for example browser and mail settings

· Policy: The policy decides who can manipulate a particular parameter, or update a particular object in the device

The specifications in the Device Management enabler v1.2 address the first part of device management above, the protocol and mechanism. More particularly, this enabler release addresses the management of devices by specifying a protocol and management mechanism that may be exposed by an OMA DM client and targeted by an OMA DM server.

7.1.1.2 Device Management Version 1.3

OMA DM Version 1.3 makes no change to the architecture from OMA DM 1.2, but does introduce new notification and transport protocols.

7.1.1.3 Diagnostic and Monitoring
OMA DM DiagMon (Diagnostic and Monitoring) Enabler enables management authorities to remotely interrogate the device for trouble isolation. Based on this, the Diagnostics andMonitoring enabler addresses the following areas:

· Diagnostics Policies Management: Support for specification and enforcement of policies related to the management of diagnostics features and data. 

· Fault Reporting: Enable the device to report faults to the network as the trouble is detected at the device.

· Performance Monitoring: Enable the device to measure, collect and report key performance indicators (KPIs) data as seen by the device such as on a periodic basis.

· Device Interrogation: Enable the network to query the device for additional diagnostics data in response to a fault

· Remote Diagnostics Procedure Invocation: Enable management authorities to invoke specific diagnostics procedures embedded in the device to perform routine maintenance and diagnostics.

· Remote Device Repairing: Enable management authorities to invoke specific repairing procedures based on the results of diagnosis procedures.

The DM Diagnostics and Monitoring Enabler leverages the functionality of the existing DM Enablers, in particular the OMA DM Enabler [DM-ERP-1.2], to transport Diagnostics and Monitoring data and messages between the DM client and the DM server.  

7.1.1.4 Gateway Management Object
The Gateway Management Object aims to enable remote operations for the DM Gateway and end Devices behind the DM Gateway. The Gateway Management Object provides capabilities of processing management actions such as fan-out of DM commands from a DM Server to multiple end Devices and aggregation of responses from multiple end Devices.
In some instances the Gateway is managed by an OMA DM Server, and in turn, the Gateway manages other devices under it.  In other instances, the DM Gateway merely enables a DM Server to communicate with an otherwise unreachable DM Client.
7.1.1.5       DM Applicability to M2M

DM technology can be reused for some of the objectives of M2M: 

· the remote diagnostic and monitoring in machine-type devices, using DiagMon enabler
· the remote provisioning of parameters for machine-type devices, using DM enabler
· the remote provisioning and configuration of parameters for machine-type devices, using DM enabler
· the remote triggering of management operations for machine-type devices, using DM enabler
· the remote management of machine-type devices which are unreachable or behind a gateway, using GwMO enabler
To achieve the above objective, new Management Objects may be defined for M2M according to the guidance documented in [ACMOWP].

Also note that DM technology may be not applicable or heavy for some low level or capability-limited devices, for example, devices which don’t support underlying transport protocols required by DM.
7.1.2 Converged Personal Network Service v1.0 (CPNS v1.0)
Work on CPNS started in October 2008 to develop protocol and command sets for the converged network. CPNS SWG has finished the RD and AD specification and now is working on the TS. The Release Candidacy stage is expected to be achieved by 2011/2/8 and the Release Package Approval stage by 2011/4/30.

The motivation for this work item is that nowadays various kinds of new mobile services have been developed with increasing implementations of PAN technology such as Bluetooth, NFC, ZigBee, UWB and WiFi. These services form the converged network that converges WAN (e.g., cellular network) and PAN together. To support and invigorate these various new services and to solve the relevant IOT issues between diverse solutions and systems, the standardization work for new data services is necessary. 
The CPNS SWG has completed RD work in 2009 and the use-cases are clustered into few domains as follows: 

· Convergence of WAN and PAN. The basis of CPNS is where a PNGW and a PNE form a PN and having interaction with CPNS Server located in WAN, are able to request service/content which subsequently will be  delivered to the PNE, such as car navigation service on PNE via PN GW (e.g., mobile phone). 

· The definition of PN is a collection of devices available to a CPNS User to consume and produce Services. All devices within a PN can be linked to a PN GW. A PN is a non-static collection and will vary over time. A PN consists at a minimum of a device acting in PN GW mode and another device acting in PNE mode [CPNS RD].

· Convergence of WAN and PAN with zone based concept. The zone based concept is the case when CPNS service is provided within a specific location (e.g., restaurant and campus) and the zone may rely on a PAN infrastructure range (e.g., Bluetooth, WiFi) for its coverage. PN with PN GW and PNE is established within the zone. When new PNE enters into the zone, PN GW discovers it and creates PN to provide zone-specific services. The service/content delivery can start right after the PN is established with/without user’s request.
· Convergence of WAN and PAN with Service Group concept. The definition of Service Group is a set of PNE(s) and PN GW(s) that share common Services among them. A use case for Service Group concept could bea game service where sharing service over multiple PNs takes place. Unlike PN, the Service Group can have multiple PN GWs.
Convergence of WAN and PAN with remote connection concept. This is the case that more than one PN are involved. With the support of CPNS Server, a PNE in a PN can provide service/content to another PNE residing in a different PN. For example, health care service may utilize this concept, where remote monitoring service monitors/diagnoses patient health and fitness information and possibly triggers an alarm when life threatening situation encounters such as detecting extremely high blood pressure. The remote connection concept can also be applied to general consumer services such as mobile phone requesting printer for its printing service and media streaming service where a mobile phone requesting specific media content from laptop that resides in a different PN. 
The CPNS SWG has completed AD work in 2010. The reference model defined in the AD is the following.
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Figure 5 - CPNS Architecture diagram
The version 1.0 of CPNS Enabler support only client-server model and peer-to-peer model is deferred to future release. 

Briefly introducing, CPNS AD defined the following functional modules: 
· CPNS Entity Discovery & PN Registration. This function enables discovery of the current operational CPNS Mode (PNE or PN GW) in a device and registration of the Personal Network for CPNS Services. NOTE: The searching for PAN devices in the physical layer is the role of PAN technologies. This Discovery function in CPNS Enabler can trigger the physical searching of PAN technologies.
· PN Management. This function provides the means to manage a Personal network, and to update PN Inventory.
· Service Group Management. This function provides the means to manage a Service Group.
· Service Publication & Discovery. The Service Publication and Discovery function provides the means by which service description is published by external entities and PNEs and subsequently can be discovered by PNEs through the CPNS server.  
· Service/Content Delivery. The Service/Content Delivery function facilitates the delivery of service/content. Sub-features include establishing a delivery channel between the source and recipient, invoking Services based on device capability, Service Control (e.g. start, stop), Service/Content  delivery modes: Push/ Pull, supporting single/ multiple channels, aggregation and distribution of content in the Service Group, support of Multiple channels to the same PNE or different PNE(s) simultaneously.

· Device Capabilities. This function is used for delivering and managing the information about CPNS device capabilities, e.g. hardware and software characteristics of each device in the PN.
· Device Management. This function enables device management for PN GW and PNE.
· Status management. This function provides a means for CPNS entities to publish, collect, subscribe to and notify the status of the CPNS entities.
· Usage Statistics Collection & Reporting. This function is used to collect, summarize, and report the use of the services in the CPNS entity and the device capabilities applied when the services are consumed. 

· Security. This function provides the means to ensure security in CPNS such as authentication, authorization, data integrity and data confidentiality. If security mechanism is provided by underlying network infrastructure (e.g., cellular system) and its security level is sufficient, the function can utilize this security mechanism.
· Charging. The charging of CPNS service is realized by the interaction with the OMA Charging Enabler.
· Non-CPNS Device Proxy. This is a proxy that allows the user to use suitable devices, e.g. devices supporting UPnP, DLNA and Bluetooth, to consume provided CPNS services.
7.1.2.1 CPNS v1.0 applicability to M2M

Note: CPNS SWG sent a LS (OMA-LS_863-CPNS_to_ETSI_M2M_on_M2M_Work_Item-20100415-A) to ETSI M2M for possible collaboration and has not received the response yet. Given that, the following applicability analysis is not exhaustive. 

Some of the objectives of ETSI M2M seem to be similar to some of the objectives of CPNS work. 

One of ETSI M2M implementations is Gateway-based, and could have some overlaps with CPNS work in OMA such as use cases for connected CE-Consumer Electronics, eHealth, automotive, and so on. 

These specific applications or use cases can be addressed by CPNS, and actually converging CE devices with cellular/WAN network and services is what CPNS is about.
In the case of CE there are a few use cases within CPNS that cover the communication between cellular/WAN networks and home consumer electronics such as TV, MP3, DVD etc through a Gateway, which can be a mobile handset or a fixed set-top box. This can be applied to the automotive case as well, in which the devices in the car can connect to the cellular/WAN networks through a mobile gateway.
As for the eHealth application, this could also be addressed by CPNS enabler and specifically is covered in the Remote PNE connection use case where multiple Personal Networks can be connected together via the CPNS server and as such would fulfil the objectives of M2M applications for eHealth:
· the remote monitoring of patient health and fitness information, 

· possibly the triggering of alarms when critical conditions are detected,

· in some cases also the remote control of certain medical treatments or parameters

7.2 Potentially Future Work

The process of analyzing which efforts would make the most sense for OMA to pursue was divided into three steps:

· Face to Face brainstorming session to capture the ideas of a wide cross section of OMA members

· Creation and agreement on a decision model context composed of a goal, criteria and the alternative work items in the form of a value tree appropriate for AHP analysis

· Judgment of the model by 18 OMA participants from both vendor and Service Provider constituencies and final calculation of work item priorities based on AHP methodology

The formal decision model that was agreed to by the taskforce can be found below:
· Goal of the decision was to establish a priority of potential M2M work items to recommend to the OMA Board of Directors

· Objectives and Criteria

· Work item Leverages OMA technical strengths

· Work item Targets a well defined M2M Standards Gap

· Work item Meets an urgent market need

· Work item is within the Scope of the OMA Charter

· Alternative Work Items from Brainstorming Session 

· Extend OMA DM to support M2M devices

The current assumption about OMA DM devices is that they have significant memory and processing power, and are in fact connected to a fixed or cellular network.  OMA DM should be extended in terms (protocol, Management Objects, other network bearers etc. to support restricted capability devices. 

· M2M Device Management using a lightweight DM Protocol

Many of the devices currently being deployed in M2M solutions are microcontrollers with limited capabilities. Define a work item to introduce a new lightweight DM to support M2M capability-limited devices.

· Introduction of an OMA DM gateway to related to M2M networks

OMA DM has already introduced the concept of a Gateway Management Object that aims to enable remote operations for the DM Gateway and end Devices behind the DM Gateway. The Gateway Management Object provides capabilities of processing management actions such as fan-out of DM commands from a DM Server to multiple end Devices and aggregation of responses from multiple end Devices. Continue developing this work item to support M2M devices and their networks.

· Address OMA DM security related issues

Many of the devices that will be deployed in M2M applications will have a considerably longer lifetime then traditional mobile devices. Considering the expected life span of many of these systems and best industry practice OMA DM does not have the security strength needed to manage these devices. 

· Address security for M2M devices that might last over 20+ years

Many of the environments in which these new embedded systems are being deployed have a life expectancy of 20+ years. This requires the selection of key lifecycle management mechanisms at a security level adequate to deliver the desired security services for the lifespan of the system.

· Network APIs addressing M2M service capabilities

Based on OMA expertise in developing APIs, a work item to develop a set of Network APIs that address the service capabilities defined in the ETSI M2M architecture. These are capabilities SC1 through SC8 and are referenced through the mId interface. 

· Collaboration with ETSI over a joint workshop

Formulate a liaison and cooperation agreement between OMA DM and OMA CPNS with ETSI to cooperate on M2M work items.

· Address the issue of a charging standard for M2M

Since M2M devices will behave quite differently on Operator Networks, the current charging standards cannot be used.  Many of the existing applications use proprietary charging mechanisms.  Based on existing work on Charging in OMA, develop a charging standard that can be used for M2M applications

· Address the issue of M2M devices that do not have MSISDN addresses

Restricted capability devices that will be found in many of the M2M applications will not have MSISDN addresses for use in message based communication. Define a work item that will address this issue. 

· IETF work on Internet of Things & assigning IP addresses

In a new world of billions of IP addresses being assigned to M2M devices, who assigns the identifiers.  Cooperate with IETF to solve this problem.

· IP address issues for devices (IPV6)

In order to support Billions of small M2M devices, the industry will have to transition to IPV6. Cooperate with IETF and other standards bodies to address this problem. 

· Messaging to M2M devices that are sleeping

Many of the M2M devices will not be required to transmit or receive data more then a few times per month or possibly less.  In order to save energy, these devices may remain in the sleep mode for quite some time.  This is a work item to solve the problem of sending messages to devices that are sleeping. 

· Look at vertical applications like smart grids

There are a number of proposed vertical M2M application domains that might have different requirements for operation and management (i.e. smart grids).  This is a work item to understand the different requirements that might be imposed on M2M devices in these different vertical applications and possibly address them with different enablers

· M2M Location for mobile M2M applications

A number of mobile M2M applications will require locations information. The current definition of OMA LOC is not sufficient to address these requirements. This is a work item to address the additional requirements in OMA LOC .
Analysis by AHP (Analytical Hierarchical Methodology for calculating Priorities

The methodology allows for Pair wise comparisons among n criteria / objectives (in each level of the value tree) in order to establish the weights of the criteria. This leads to an approximation of each aij=wi/wj which is the ratio of the weight of element i to element j. The estimated weight vector w is found by solving the following eigenvector problem: Aw=λmaxw, where the matrix A consists of aij ’s, and λmax is the principal eigenvalue of A. If there is no inconsistency between a pair of elements, then aij is equal to 1/ aij for any i and j. The result is that λmax = n and we have, Aw=nw, where n is the number of elements in each row. Written out more fully this matrix equation looks as follows:
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Figure 6- Pair comparisons matrix
The M2M judgement matrix that resulted from taking the geometric mean of all ratings against the weighted criteria looked as follows:
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Table 2 - M2M comparisons matrix

The resulting potential work item priorities (alternatives) and the calculated weights of the objectives/criteria can be found in the graphs below:
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Figure 7 - Priorities graph
Further analysis of the results by Operator and Vendor constituencies showed very little variation in terms of perceived priorities of potential work items:
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Figure 8 - Priorities by sector
7.3 Recommendations to OMA BOD 

Based on the detailed analysis of existing efforts in SDOs and other fora, and the capabilities and expertise  that currently exist in OMA, it is the recommendation of this whitepaper that the OMA  Technical Plenary and its members create Work Items to address the following M2M activities:

· Extend OMA DM to support M2M devices

The current assumption about OMA DM devices is that they have significant memory and processing power, and are in fact connected to a fixed or cellular network.  Define a WID for OMA DM that will extend it in terms (protocol, Management Objects, other network bearers etc.) to support restricted capability devices. 

· M2M Device Management using a lightweight DM Protocol

Many of the devices currently being deployed in M2M solutions are  microcontrollers with limited capabilities. Define a WID to investigate existing light-weight protocols currently in use or being developed in other standards efforts for the purpose of M2M connectivity and if none are applicable develop a new lightweight DM protocol to support these M2M capability-limited devices.

· Continue work on the OMA DM gateway and extend the requirements necessary to address M2M Networks

OMA DM has already introduced the concept of a Gateway Management Object that aims to enable remote operations for the DM Gateway and end Devices behind the DM Gateway. The Gateway Management Object provides capabilities of processing management actions such as fan-out of DM commands from a DM Server to multiple end Devices and aggregation of responses from multiple end Devices. Continue developing this work item to support M2M devices and their networks. 

· Network APIs addressing M2M service capabilities

Based on OMA expertise in developing APIs, introduce a WID to develop a set of Network APIs that address the service capabilities defined in the ETSI M2M architecture. These are capabilities SC1 through SC8 and are referenced through the mId interface.  This work on this WID should be done in close cooperation with the ETSI M2M effort. 

· Address OMA DM Security related issues

Many of the devices that will be deployed in M2M applications will have a considerably longer lifetime then traditional mobile devices. Considering the expected life span of many of these systems and best industry practice OMA DM does not have the security strength needed to manage these devices. Define a WID to address these security related issues. 

Appendix A. Change History
(Informative)

	Document Identifier
	Date
	Sections
	Description

	OMA-WP-M2M_Standardization-20100726-D
	26 July 2010
	All
	Initial version of WP as permanent doc

Agreed baseline OMA-BOD-M2M-2010-0014R01

	OMA-WP-M2M_Standardization-20100812-D
	12 Aug 2010
	2, 5.4, 7
	Update to include agreed input to committee:

   OMA-BOD-M2M-2010-0017
   OMA-BOD-M2M-2010-0020R01
   OMA-BOD-M2M-2010-0021 (with online changes agreed on Aug. 10 call)

	OMA-WP-M2M_Standardization-20100902-D
	02 Sep 2010
	3.3, 4, 5, 6, 7
	Update to include agreed input to committee:

   OMA-BOD-M2M-2010-0032R01 

   OMA-BOD-M2M-2010-0025 
   OMA-BOD-M2M-2010-0016 
   OMA-BOD-M2M-2010-0018

   OMA-BOD-M2M-2010-0031

   OMA-BOD-M2M-2010-0026

	OMA-WP-M2M_Standardization-20101014-D
	14 Oct 2010
	5.3
	Update to include agreed input to committee:

   OMA-BOD-M2M-2010-0019R01

	OMA-WP-M2M_Standardization-20101020-D
	20 Oct 2010
	7
	Approved by OMA TP

   OMA-BOD-M2M-2010-0036R02

	OMA-WP-M2M_Standardization-20101029-D
	29 Oct 2010
	All
	Editorial cleanup.

	OMA-WP-M2M_Standardization-20101101-D
	1 Nov 2011
	3,3
	Editorial
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