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* * * First Change * * * 

1
Scope

The present document describes the Mobility Management Entity (MME) and Serving GPRS Support Node (SGSN) related diameter-based interfaces towards the Home Subscriber Server (HSS), and the MME and the SGSN related diameter-based interface towards the Equipment Identity Register (EIR).

This specification defines the Diameter application for the MME-HSS, S6a reference point, and for the SGSN-HSS, S6d reference point. The interactions between the HSS and the MME/SGSN are specified, including the signalling flows. 
This specification defines the Diameter application for the MME-EIR, S13 reference point, and for the SGSN-EIR, S13' reference point. The interactions between the MME/SGSN and the EIR are specified, including the signalling flows.

In this specification, if the there is no specific indication, the following principles apply:

-
"SGSN" refers to an SGSN which at least supports the S4 interface and may support Gn and Gp interfaces.
-
"S4-SGSN" refers to an SGSN which supports the S4 interface and does not support Gn and Gp interfaces.
-
Gn/Gp-SGSN refers to an SGSN which supports the Gn and Gp interfaces and does not support S4 interface.
The Evolved Packet System stage 2 description (architecture and functional solutions) is specified in 3GPP TS 23.401 [2] and in 3GPP TS 23.060 [12].
* * * Next Change * * * 

4
General Description

This document describes the S6a/S6d and S13/S13' interfaces related procedures, message parameters and protocol specifications.
The procedures, message parameters and protocol are similar between S6a and S6d. S6a is used for location changes of the MME, while S6d is for location changes of the SGSN. Refer to section 5 for the differences, especially section 5.2.1.
The procedures, message parameters and protocol are identical as for the S13 and S13'. See section 6 for details.

In the tables that describe the Information Elements transported by each Diameter command, each Information Element is marked as (M) Mandatory, (C) Conditional or (O) Optional in the "Cat." column. For the correct handling of the Information Element according to the category type, see the description detailed in section 6 of the 3GPP TS 29.228 [17].
* * * Next Change * * * 

5.2.1.1
Update Location
5.2.1.1.1
General
The Update Location Procedure shall be used between the MME and the HSS and between the SGSN and the HSS to update location information in the HSS. The procedure shall be invoked by the MME or SGSN and is used:
-
to inform the HSS about the identity of the MME or SGSN currently serving the user, and optionally in addition;
-
to update MME or SGSN with user subscription data;
-
to provide the HSS with other user data, such as Terminal Information.
This procedure is mapped to the commands Update-Location-Request/Answer (ULR/ULA) in the Diameter application specified in chapter 7. 

Table 5.2.1.1.1/1 specifies the involved information elements for the request.

Table 5.2.1.1.1/2 specifies the involved information elements for the answer.

Table 5.2.1.1.1/1: Update Location Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI


	User-Name (See IETF RFC 3588 [4])
	M
	This information element shall contain the user IMSI, formatted according to 3GPP TS 23.003 [3], clause 2.2.

	Supported Features

(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Terminal Information 

(See 7.3.3)
	Terminal-Information
	O
	This information element shall contain information about the user’s mobile equipment. Within this Information Element, only the IMEI and the Software-Version AVPs shall be used on the S6a/S6d interface.


	ULR Flags

(See 7.3.7)
	ULR-Flags
	M
	This Information Element contains a bit mask. See 7.3.7 for the meaning of the bits.

	Visited PLMN Id 
(See 7.3.9)
	Visited-PLMN-Id
	M
	This IE shall contain the MCC and the MNC, see 3GPP TS 23.003[3]. It may be used to apply roaming based features.



	RAT Type

(See 7.3.13)
	RAT-Type
	M
	This Information Element contains the radio access type the UE is using. See section 7.3.13 for details.

	SGSN number
(See 7.3.xx)
	SGSN-Number
	C
	This Information Element contains the ISDN number of the SGSN, see 3GPP TS 23.003[3]. It shall be present when the message is sent on the S6d interface and the SGSN supports LCS or SMS functionalities.


Table 5.2.1.1.1/2: Update Location Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Result

(See 7.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for S6a/S6d errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable:

- User Unknown 

- Unknown EPS Subscription
- RAT Not Allowed

- Roaming Not Allowed

	ULA-Flags

(See 7.3.8)
	ULA-Flags
	C
	This Information Element contains a bit mask. See 7.3.8 for the meaning of the bits. It shall be present only when the Result-Code AVP is DIAMETER_SUCCESS.

	Subscription Data

(See 7.3.2)
	Subscription-Data
	C
	This Information Element contains the subscription profile of the user. It shall be present if success is reported, unless an explicit "skip subscriber data" indication was present in the request.


5.2.1.1.2
Detailed behaviour of the MME and the SGSN
The MME shall make use of this procedure to update the MME identity stored in the HSS (e.g. at initial attach, inter MME tracking area update or radio contact after HSS reset).
The SGSN shall make use of this procedure to update the SGSN identity stored in the HSS (e.g. at initial attach, inter SGSN routing area update or radio contact after HSS reset).

If the Update Location request is to be sent due to an inter node (SGSN to MME) update and the previous SGSN does not support Idle Mode Signalling Reduction, the MME shall set the "Single-Registration-Indication" flag in the ULR-Flags information element in the request.
A combined MME/SGSN shall set the "Skip Subscriber Data" flag in the ULR-Flags if subscriber data are already available due to a previous location update.

When receiving an Update Location response from the HSS, the MME or SGSN shall check the result code. If it indicates success the MME or SGSN shall store the received subscription profile (if any). 
If the subscription data received for a certain APN indicates that the APN was authorized as a consequence of having the Wildcard APN in the user subscription in HSS, then the MME shall not store this APN data beyond the lifetime of the UE session and the MME shall delete them upon disconnection of the UE.
If trace data are received in the subscriber data, the MME or SGSN shall start a Trace Session. For details, see 3GPP TS 32.422 [23].
5.2.1.1.3
Detailed behaviour of the HSS
When receiving an Update Location request the HSS shall check whether the IMSI is known.

If it is not known, a Result Code of DIAMETER_ERROR_USER_UNKNOWN is returned.

If it is known, but the subscriber has no EPS subscription, the HSS may (as an operator option) return a Result Code of DIAMETER_ERROR_UNKNOWN_EPS_SUBSCRIPTION.

The HSS shall check whether the RAT type the UE is using  is allowed. If it is not, a Result Code of DIAMETER_ERROR_RAT_NOT_ALLOWED is returned.

The HSS shall check whether roaming is not allowed in the VPLMN due to ODB. If so a Result Code of DIAMETER_ERROR_ROAMING_NOT_ALLOWED is returned.

If the Update Location Request is received over the S6a interface, the HSS shall send a Cancel Location Request (CLR; see chapter 7.2.7) to the previous MME (if any) and replace the stored MME-Identity with the received value (the MME-Identity is received within the Origin-Host AVP). The HSS shall reset the "UE purged in MME" flag.
If the Update Location Request is received over the S6d interface, the HSS shall send a Cancel Location Request (CLR; see chapter 7.2.7, or MAP Cancel Location) to the previous SGSN (if any) and replace the stored SGSN-Identity with the received value (the SGSN-Identity is received within the Origin-Host AVP). The HSS shall reset the "UE purged in SGSN" flag.
If the "Single-Registration-Indication" flag was set in the received request, the HSS shall send a MAP Cancel Location message to the SGSN, delete the stored SGSN address and SGSN number and set the "MS purged in SGSN" flag. 
If no result code has been sent to the MME or SGSN so far, the HSS shall include the subscription data in the ULA command according to the ULR-Flags and the supported/unsupported features of the MME or SGSN, unless an explicit "skip subscriber data" indication has been received in the request, and shall return a Result Code of DIAMETER_SUCCESS. 
For those APNs that have been authorized as a consequence of having the Wildcard APN in the user subscription, the HSS shall include the specific APN name and associated PDN-GW identity inside the APN context of the Wildcard APN. It shall indicate to the MME that the particular APN shall not be cached in the MME and it shall be deleted when the UE session is terminated.
If a Result-Code of DIAMETER_SUCCESS is returned, the HSS shall set the Separation Indication in the response. 
* * * Next Change * * * 

7.2.3
Update-Location-Request (ULR) Command

The Update-Location-Request (ULR) command, indicated by the Command-Code field set to tbd and the 'R' bit set in the Command Flags field, is sent from MME or SGSN to HSS. 

Message Format

< Update-Location-Request> ::=
< Diameter Header: tbd, REQ, PXY, 16777251 >

< Session-Id >
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]
{ Destination-Realm }
{ User-Name }

*[ Supported-Features ]

[ Terminal-Information ]

{ RAT-Type }
{ ULR-Flags }

{ Visited-PLMN-Id }
[ SGSN-Number ]
*[ AVP ]


*[ Proxy-Info ]

*[ Route-Record ]
* * * Next Change * * * 

7.3.1
General
The following table specifies the Diameter AVPs defined for the S6a/S6d interface protocol and S13/S13' interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 7.3.1/1: S6a/S6d and S13/S13' specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Subscription-Data
	1400
	7.3.2
	Grouped
	M, V
	
	
	
	No

	Terminal-Information
	1401
	7.3.3
	Grouped
	M, V
	
	
	
	No

	IMEI
	1402
	7.3.4
	UTF8String
	M, V
	
	
	
	No

	Software-Version
	1403
	7.3.5
	UTF8String
	M, V
	
	
	
	No

	QoS-Subscribed
	1404
	7.3.77
	OctetString
	M, V
	
	
	
	No

	ULR-Flags
	1405
	7.3.7
	Unsigned32
	M, V
	
	
	
	No

	ULA-Flags
	1406
	7.3.8
	Unsigned32
	M, V
	
	
	
	No

	Visited-PLMN-Id
	1407
	7.3.9
	OctetString
	M, V
	
	
	
	No

	Requested-EUTRAN-Authentication-Info
	1408
	7.3.11
	Grouped
	M, V
	
	
	
	No

	Requested-UTRAN- GERAN-Authentication-Info
	1409
	7.3.12
	Grouped
	M, V
	
	
	
	No

	Number-Of-Requested-Vectors
	1410
	7.3.14
	Unsigned32
	M, V
	
	
	
	No

	Re-Synchronization-Info
	1411
	7.3.15
	OctetString
	M, V
	
	
	
	No

	Immediate-Response-Preferred
	1412
	7.3.16
	Unsigned32
	M, V
	
	
	
	No

	Authentication-Info
	1413
	7.3.17
	Grouped
	M, V
	
	
	
	No

	E-UTRAN-Vector
	1414
	7.3.18
	Grouped
	M, V
	
	
	
	No

	UTRAN-Vector
	1415
	7.3.19
	Grouped
	M, V
	
	
	
	No

	GERAN-Vector
	1416
	7.3.20
	Grouped
	M, V
	
	
	
	No

	Network-Access-Mode
	1417
	7.3.21
	Enumerated
	M, V
	
	
	
	No

	HPLMN-ODB
	1418
	7.3.22
	Enumerated
	M, V
	
	
	
	No

	Item-Number
	1419
	7.3.23
	Unsigned32
	M, V
	
	
	
	No

	Cancellation-Type
	1420
	7.3.24
	Enumerated
	M, V
	
	
	
	No

	DSR-Flags
	1421
	7.3.25
	Unsigned32
	M, V
	
	
	
	No

	DSA-Flags
	1422
	7.3.26
	Unsigned32
	M, V
	
	
	
	No

	Context-Identifier
	1423
	7.3.27
	Unsigned32
	M, V
	
	
	
	No

	Subscriber-Status
	1424
	7.3.29
	Enumerated
	M, V
	
	
	
	No

	Operator-Determined-Barring
	1425
	7.3.30
	Unsigned32
	M, V
	
	
	
	No

	Access-Restriction-Data
	1426
	7.3.31
	Unsigned32
	M, V
	
	
	
	No

	APN-OI-Replacement
	1427
	7.3.32
	UTF8String
	M, V
	
	
	
	No

	All-APN-Configurations-Included-Indicator
	1428
	7.3.33
	Enumerated
	M, V
	
	
	
	No

	APN-Configuration-Profile
	1429
	7.3.34
	Grouped
	M, V
	
	
	
	No

	APN-Configuration
	1430
	7.3.35
	Grouped
	M, V
	
	
	
	No

	EPS-Subscribed-QoS-Profile
	1431
	7.3.37
	Grouped
	M, V
	
	
	
	No

	VPLMN-Dynamic-Address-Allowed
	1432
	7.3.38
	Enumerated
	M, V
	
	
	
	No

	STN-SR
	1433
	7.3.39
	OctetString
	M, V
	
	
	
	No

	AMBR
	1435
	7.3.41
	Grouped
	M, V
	
	
	
	No

	CSG-Subscription-Data
	1436
	7.3.78
	Grouped
	M. V
	
	
	
	No

	CSG-Id
	1437
	7.3.79
	Unsigned32
	M, V
	
	
	
	No

	PDN-GW-Allocation-Type
	1438
	7.3.44
	Enumerated
	M, V
	
	
	
	No

	Expiration-Date
	1439
	7.3.80
	Time
	M, V
	
	
	
	No

	RAT-Frequency-Selection-Priority-ID
	1440
	7.3.46
	Unsigned32
	M, V
	
	
	
	No

	IDA-Flags
	1441
	7.3.47
	Unsigned32
	M, V
	
	
	
	No

	PUA-Flags
	1442
	7.3.48
	Unsigned32
	M, V
	
	
	
	No

	NOR-Flags
	1443
	7.3.49
	Unsigned32
	M, V
	
	
	
	No

	User-Id
	1444
	7.3.50
	OctetString
	V
	
	
	M
	No

	Equipment-Status
	1445
	7.3.51
	Enumerated
	M, V
	
	
	
	No

	Regional-Subscription-Zone-Code
	1446
	7.3.52
	OctetString
	M, V
	
	
	
	No

	RAND
	1447
	7.3.53
	OctetString
	M, V
	
	
	
	No

	XRES
	1448
	7.3.54
	OctetString
	M, V
	
	
	
	No

	AUTN
	1449
	7.3.55
	OctetString
	M, V
	
	
	
	No

	KASME
	1450
	7.3.56
	OctetString
	M, V
	
	
	
	No

	CK
	1451
	7.3.57
	OctetString
	M, V
	
	
	
	No

	IK
	1452
	7.3.58
	OctetString
	M, V
	
	
	
	No

	Kc
	1453
	7.3.59
	OctetString
	M, V
	
	
	
	No

	SRES
	1454
	7.3.60
	OctetString
	M, V
	
	
	
	No

	Requesting-Node-Type
	1455
	7.3.61
	Enumerated
	M, V
	
	
	
	No

	PDN-Type
	1456
	7.3.62
	Enumerated
	M, V
	
	
	
	No

	Roaming-Restricted-Due-To-Unsupported-Feature
	1457
	7.3.81
	Enumerated
	M, V
	
	
	
	No

	Trace-Data
	1458
	7.3.63
	Grouped
	M, V
	
	
	
	No

	Trace-Reference
	1459
	7.3.64
	OctetString
	M, V
	
	
	
	No

	Trace-Depth-List
	1460
	7.3.65
	Grouped
	M, V
	
	
	
	No

	Network-Element-Type
	1461
	7.3.66
	Enumerated
	M, V
	
	
	
	No

	Trace-Depth
	1462
	7.3.67
	Enumerated
	M, V
	
	
	
	No

	Trace-NE-Type-List
	1463
	7.3.68
	OctetString
	M, V
	
	
	
	No

	Trace-Interface-List
	1464
	7.3.69
	OctetString
	M, V
	
	
	
	No

	Trace-Event-List
	1465
	7.3.70
	OctetString
	M, V
	
	
	
	No

	OMC-Id
	1466
	7.3.71
	OctetString
	M, V
	
	
	
	No

	GPRS-Subscription-Data
	1467
	7.3.72
	Grouped
	M, V
	
	
	
	No

	Complete-Data-List-Included-Indicator
	1468
	7.3.73
	Enumerated
	M, V
	
	
	
	No

	PDP-Context
	1469
	7.3.74
	Grouped
	M, V
	
	
	
	No

	PDP-Type
	1470
	7.3.75
	OctetString
	M, V
	
	
	
	No

	3GPP2-MEID
	1471
	7.3.6
	OctetString
	M, V
	
	
	
	No

	Specific-APN-Info
	tbd
	7.3.82
	Grouped
	M. V
	
	
	
	No

	Alert-Reason
	tbd
	7.3.83
	Enumerated
	M, V
	
	
	
	No

	LCS-Info
	tbd
	7.3.84
	Grouped
	M, V
	
	
	
	No

	GMLC-Address
	tbd
	7.3.85
	OctetString
	M, V
	
	
	
	No

	LCS-PrivacyException
	tbd
	7.3.86
	Grouped
	M, V
	
	
	
	No

	SS-Code
	tbd
	7.3.87
	OctetString
	M, V
	
	
	
	No

	SS-Status
	tbd
	7.3.88
	Grouped
	M, V
	
	
	
	No

	Notification-To-UE-User
	tbd
	7.3.89
	Enumerated
	M, V
	
	
	
	No

	External-Client
	tbd
	7.3.90
	Grouped
	M, V
	
	
	
	No

	Client-Identity
	tbd
	7.3.91
	OctetString
	M, V
	
	
	
	No

	GMLC-Restriction
	tbd
	7.3.92
	Enumerated
	M, V
	
	
	
	No

	PLMN-Client
	tbd
	7.3.93
	Enumerated
	M, V
	
	
	
	No

	Service-Type
	tbd
	7.3.94
	Grouped
	M, V
	
	
	
	No

	ServiceTypeIdentity
	tbd
	7.3.95
	Unsigned32
	M, V
	
	
	
	No

	MO-LR
	tbd
	7.3.96
	Grouped
	M, V
	
	
	
	No

	Trace-Collection-Entity
	tbd
	7.3.98
	Address
	M,V
	
	
	
	No

	Teleservice-List
	tbd
	7.3.99
	Grouped
	M. V
	
	
	
	No

	TS-Code
	tbd
	7.3.100
	OctetString
	M, V
	
	
	
	No

	Call-Barring-Infor-List
	tbd
	7.3.101
	Grouped
	M. V
	
	
	
	No

	SGSN-Number
	tbd
	7.3.xx
	OctetString
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [4].


The following table specifies the Diameter AVPs re-used by the S6a/S6d interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within S6a and S6d. 
Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 7.3.1/2, but they may be re-used for the S6a/S6d protocol and the S13/S13' protocol.
Table 7.3.1/2: S6a/S6d and S13/S13' re-used Diameter AVPs

	Attribute Name
	Reference
	Comments

	Service-Selection
	IETF Draft draft-ietf-dime-mip6-split-12 [20]
	See section 7.3.36

	3GPP-Charging-Characteristics
	3GPP TS 32.299 [8]
	See 3GPP TS 29.061 [21], 3GPP TS 23.060 [12] Table 5 and 3GPP TS 32.298 [22] section 5.1.2.2.7

	Supported-Features
	3GPP TS 29.229 [9]
	

	Feature-List-ID
	3GPP TS 29.229 [9]
	

	Feature-List
	3GPP TS 29.229 [9]
	See section 7.3.10

	Served-Party-IP-Address
	3GPP TS 32.299 [8]
	holds the PDN IP Address of the user

	QoS-Class-Identifier
	3GPP TS 29.212 [10]
	

	Allocation-Retention-Priority
	3GPP TS 29.212 [10]
	See section 7.3.40

	Priority-Level
	3GPP TS 29.212 [10]
	

	Pre-emption-Capability
	3GPP TS 29.212 [10]
	

	Pre-emption-Vulnerability
	3GPP TS 29.212 [10]
	

	Max-Requested-Bandwidth-DL
	3GPP TS 29.214 [11]
	

	Max-Requested-Bandwidth-UL
	3GPP TS 29.214 [11]
	

	RAT-Type
	3GPP TS 29.212 [10]
	See section 7.3.13

	MSISDN
	3GPP TS 29.329 [25]
	

	MIP6-Agent-Info
	IETF Draft RFC 5447 [26]
	

	MIP-Home-Agent-Address
	IETF RFC 4004 [27]
	

	MIP-Home-Agent-Host
	IETF RFC 4004 [27]
	

	PDP-Address
	3GPP TS 32.299 [8]
	


* * * Next Change * * * 

7.3.2
Subscription-Data

The Subscription-Data AVP is of type Grouped. It shall contain the information related to the user profile relevant for EPS and GERAN/UTRAN.

AVP format:

Subscription-Data  ::= <AVP header: 1400 10415>

[ Subscriber-Status ]

[ MSISDN ] 

[ STN-SR ] 

[ Network-Access-Mode ]

[ Operator-Determined-Barring ]

[ HPLMN-ODB ]

*[ Regional-Subscription-Zone-Code]

[ Access-Restriction-Data ]
[ APN-OI-Replacement ]

[ LCS-Info ]

[ Teleservice-List ]
[ Call-Barring-Infor-List ]
[ 3GPP-Charging-Characteristics ] 
[ AMBR ]

[ APN-Configuration-Profile ]

[ RAT-Frequency-Selection-Priority-ID ]
[ Trace-Data]
[ GPRS-Subscription-Data ]

*[ CSG-Subscription-Data ] 
[ Roaming-Restricted-Due-To-Unsupported-Feature ]

*[ AVP ]

The AMBR included in this grouped AVP shall include the AMBR associated to the user’s subscription (UE-AMBR).

* * * Next Change * * * 

7.3.xx
SGSN-Number AVP

The SGSN-Number AVP is of type OctetString and it shall contain the ISDN number of the SGSN. For further details on the encoding of this AVP, see 3GPP TS 23.003[3].
* * * End of Change * * *
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