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>>>>>>>>>>> 1st of 4 modified sections <<<<<<<<<<<

6.1.2
Data Update (Sh-Update)

This procedure is used between the AS and the HSS. The procedure is invoked by the AS and is used:

· To allow the AS to update the transparent (repository) data stored at the HSS for each IMS Public User Identity or Public Service Identity (for Public Service Identities matching a Wildcarded PSI, the transparent data shall be stored per Wildcarded PSI, and not for each specific Public Service Identity matching that Wildcarded PSI).

· To allow the AS to update the PSI Activation State of a distinct Public Service Identity in the HSS.

· To allow the AS to update the Dynamic Service Activation Info stored at the HSS.
This procedure is mapped to the commands Profile-Update-Request/Answer in the Diameter application specified in 3GPP TS 29.329 [5]. Tables 6.1.2.1 and 6.1.2.2 detail the involved information elements.

Table 6.1.2.1: Sh-Update

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity

(See 7.1)
	User-Identity
	M
	IMS Public User Identity or Public Service Identity for which data is updated.

See section 7.1 for the content of this AVP.

	Requested data

(See 7.3)
	Data-Reference
	M
	This information element includes the reference to the data on which updates are required (possible values of the Data Reference are defined in Table 7.6.1).

	Data

(See 7.6)
	User-Data
	M
	Updated data.

	Application Server Identity

(See 7.9)
	Origin-Host
	M
	IE that identifies the AS originator of the request and that is used to check the AS permission list.


Table 6.1.2.2: Sh-Update Resp

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 7.5)
	Result-Code / Experimental-Result
	M
	Result of the update of data in the HSS. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Sh errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


6.1.2.1
Detailed behaviour

Within the Sh-Update Request, the keys to determine the updated data are part of the information element Data (See 7.6). When data in the repository is updated (i.e. added, modified or removed) Service-Indication and Sequence-Number are also sent as part of the information element Data.

Newly added transparent data shall be associated with a Sequence Number of 0 in the Sh-Update Request.  Sequence Number value 0 is reserved exclusively for indication of newly added transparent data.
Modified and removed transparent data shall be associated within the Sh-Update Request with a Sequence Number of n+1 where n is the original Sequence Number associated with the transparent data before modification or removal.  If n equals 65535, then the next modification or deletion of that transparent data shall be associated with a Sequence Number of 1.

Upon reception of the Sh-Update request, the HSS shall, in the following order:

1.
In the AS permission list (see section 6.2) check that the data that is requested to be updated (Sh-Update) by this AS, is allowed to be updated by checking the combination of the identity of the AS sending the request (identified by the Origin-Host AVP) and the supplied Data-Reference. 

-     If the data is not allowed to be updated, Experimental-Result shall be set to DIAMETER_ERROR_USER_DATA_CANNOT_BE_MODIFIED in the Sh-Update Response.

2.
Check that the IMS Public User Identity or Public Service Identity in the request exists in the HSS. If not, Experimental-Result shall be set to DIAMETER_ERROR_USER_UNKNOWN in the Sh-Update Response.

3.
If the User Identity does not apply to the Data-Reference indicated in the request according to Table 7.6.1, Experimental-Result shall be set to DIAMETER_ERROR_OPERATION_NOT_ALLOWED in the Sh-Update Response.

4.
If Data-Reference is PSIActivation (18), then the HSS shall check that the User Identity contains a distinct Public Service Identity. If it does, then the HSS shall update the corresponding PSI Activation State and return the Result-Code AVP set to DIAMETER_SUCCESS. If it does not, then the Experimental-Result shall be set to DIAMETER_ERROR_OPERATION_NOT_ALLOWED in the Sh-Update Response.

The change of a Public Service Identity from ACTIVE to INACTIVE shall trigger the network initiated deregistration of the Public Service Identity in the HSS.

4a.
If Data-Reference is DSAI (19), check whether or not, for the Public Identity, there is an instance of DSAI matching the DSAI-Tag contained in the Sh-Update command. If so, then the HSS shall update the DSAI value and return the Result-Code AVP set to DIAMETER_SUCCESS. If not, Experimental-Result shall be set to DIAMETER_ERROR_DSAI_NOT_AVAILABLE.

The changes of DSAI value shall trigger the procedures described in section 7.14 in order to determine which initial filter criteria should be masked or unmasked. If these procedures change the set of unmasked initial filter criteria, the HSS should behave as if the initial filter criteria had been administratively changed, which implies e.g. sending Sh-Notif or Cx-Update_Subscr_Data messages (see 3GPP TS 29.228 [6]).
5.
Check whether or not the data that is requested to be updated by the AS, as identified by the Service-Indication, is currently being updated by another entity.  If there is an update of the data in progress, Experimental-Result shall be set to DIAMETER_PRIOR_UPDATE_IN_PROGRESS in the Sh-Update Response.

6.
Check whether or not there is any repository data stored at the HSS already for the specified Service-Indication and the associated IMS Public User Identity (or group if Data-Reference is AliasesRepositoryData) or Public Service Identity.

-
If repository data identified by the Service-Indication is stored at the HSS for the specified IMS Public User Identity, IMS Public User Identity group or Public Service Identity, check the following premises:

1.
Sequence_Number_in_Sh_Update is not equal to 0

2.
(Sequence_Number_in_Sh_Update - 1) is equal to (Sequence_Number_In_HSS modulo 65535)

-
If either of the above premises is false then Experimental-Result‑ shall be set to DIAMETER_ERROR_TRANSPARENT_DATA_OUT_OF_SYNC in the Sh-Update Response.
-
If both of the above premises are true, then check whether or not Service Data is received within the Sh-Update Req.

-
If Service Data is included in the Sh-Update Req, check whether or not the size of the data is greater than that which the HSS is prepared to accept.

-
If there is more data than the HSS is prepared to accept then Experimental‑Result shall be set to DIAMETER_ERROR_TOO_MUCH_DATA and the new data shall be discarded.

-
If the HSS is prepared to accept the data, then the repository data stored at the HSS shall be updated with the repository data sent in the Sh-Update Req and the Sequence Number associated with that repository data shall be updated with that sent in the Sh-Update Req.  This triggers the sending of Sh-Notif messages to any other ASs that are subscribed to Notifications for updates to the service data for that IMS Public User Identity or Public Service Identity (see 6.1.4).

-
If Service Data is not received, the data stored in the repository at the HSS shall be removed, and as a consequence the Service Indication and the Sequence Number associated with the removed data shall also be removed. This triggers the sending of Sh-Notif messages to any other ASs that are subscribed to Notifications for updates to the service data for that IMS Public User Identity or Public Service identity (see 6.1.4).  After sending Sh-Notif messages, the subscriptions to Notifications for the removed Repository Data shall be deleted.

-
If repository data identified by the Service-Indication is not stored for the IMS Public User Identity, IMS Public User Identity group or Public Service Identity i.e. the Sh-Update Req intends to create a new repository data, check whether or not the Sequence Number in the Sh-Update Req is 0.

-
If the sequence number is not set to 0, Experimental-Result shall be set to DIAMETER_ERROR_TRANSPARENT_DATA_OUT_OF_SYNC

-
If the sequence number is set to 0 check whether Service Data is included within the Sh-Update Req.

-
If Service Data is not included in the Sh-Update Req, then Experimental-Result shall be set to DIAMETER_ERROR_OPERATION_NOT_ALLOWED and the operation shall be ignored by the HSS.

-
If Service Data is included in the Sh-Update Req, check whether or not the size of the data is greater than that which the HSS is prepared to accept. If there is more data than the HSS is prepared to accept then Experimental‑Result shall be set to DIAMETER_ERROR_TOO_MUCH_DATA and the new data shall be discarded.

-
If the HSS is prepared to accept the data included in the Sh-Update Req, then the data shall be stored in the data repository in the HSS.

If there is an error in any of the above steps then the HSS shall stop processing and shall return the error code specified in the respective step (see 3GPP TS 29.329 [5] and 3GPP TS 29.229 [7] for an explanation of the error codes). 

If the HSS cannot fulfil the received request for reasons not stated in the above steps, e.g. due to database error, it shall stop processing the request and set Result-Code to DIAMETER_UNABLE_TO_COMPLY.

Otherwise, the requested operation shall take place and the HSS shall return the Result-Code AVP set to DIAMETER_SUCCESS.

NOTE: 
When an AS receives DIAMETER_ERROR_TRANSPARENT_DATA_OUT_OF_SYNC the AS may attempt to resolve the inconsitency between the version of the repository data that it holds and that stored at the HSS.  It may execute a Sh-Pull to retrieve the current version of the data from the HSS or it may wait to receive a subsequent Sh-Notif message from the HSS for the affected repository data.

>>>>>>>>>>> End of 1st of 4 modified sections <<<<<<<<<<<

>>>>>>>>>>> 2nd of 4 modified sections <<<<<<<<<<<

6.1.3.1
Detailed behaviour

The HSS shall take note of the subscription request on the data identified by User Identity and Data-Reference. If notifications on changes of repository data are requested, Service-Indication shall be present in the request. If notifications on changes of filter criteria are requested, the Server-Name AVP shall be used as key to the filter criteria. If the request contains a specific Public Service Identity matching a Wildcarded PSI, the HSS shall interpret that the subscription refers to the information associated to the Wildcarded PSI. The Server-Name AVP shall contain the SIP URL of the AS sending the request. If notifications on changes of DSAI are requested, the DSAI-Tag AVP shall be used as key of the DSAI whose changes are to be monitored.

Upon reception of the Sh-Subs-Notif request, the HSS shall, in the following order (if there is an error in any of the following steps the HSS shall stop processing and return the corresponding error code, see 3GPP TS 29.329 [5] and 3GPP TS 29.229 [7]):

1.
In the AS permission list (see section 6.2) the HSS shall check that the AS is allowed to subscribe to notifications (Sh-Subs-Notif) for the requested data by checking the combination of the identity of the AS sending the request (identified by the Origin-Host AVP) and the supplied Data-Reference.

-
If this AS does not have Sh-Subs-Notif permission for the data referenced, Experimental-Result shall be set to DIAMETER_ERROR_USER_DATA_CANNOT_BE_NOTIFIED in the Sh-Subs-Notif Response.

2.
Check that the IMS Public User Identity or Public Service Identity in the request exists in HSS. If not, Experimental-Result shall be set to DIAMETER_ERROR_USER_UNKNOWN in the Sh-Subs-Notif Response.

3.
If the User Identity does not apply to the Data-Reference indicated in the request according to Table 7.6.1, Experimental-Result shall be set to DIAMETER_ERROR_OPERATION_NOT_ALLOWED in the Sh-Subs-Notif Response.

3a.
If Data-Reference is DSAI (19), check whether or not, for the Public Identity, there is an instance of DSAI matching the DSAI-Tag contained in the Sh-Subs-Notif command. If not, Experimental-Result shall be set to DIAMETER_ERROR_DSAI_NOT_AVAILABLE.
4.
If the Sh-Subs-Notif Request contains an Expiry Time, the HSS should also include in the Sh-Subs-Notif Response an Expiry Time IE with the absolute time at which the subscription expires in the case of a successful subscription. This time may be earlier than the requested expiry time. If the HSS includes this IE, then no notification shall be sent to the AS after the expiration time. If the HSS receives a Sh-Subs-Notif Request without the Expiry Time IE, the HSS should treat it as a request for an unlimited subscription. 

If the HSS does not include this IE in the response, that indicates an unlimited subscription. 

If a subsequent request is received by the HSS where the Expiry Time IE is present but different from what the HSS has previously stored, the HSS should replace the stored expiration time with what was received in the request. 
5.
If Data-Reference is RepositoryData(0) or AliasesRepositoryData(20) and the transparent data associated with the Service Indication does not exist in the HSS, then Experimental-Result shall be set to DIAMETER_ERROR_SUBS_DATA_ABSENT.

6.
If the Subscription request type information element indicates that this is a request to subscribe, the HSS shall associate the Application Server Identity with the list of entities that need to be notified when the data identified by the request is modified and set the Result-Code to DIAMETER_SUCCESS in the Sh-Subs-Notify response.  If the Subscription request type information element indicates that this is a request to unsubscribe, the HSS shall remove the association of the Application Server Identity with the same list.  In this last case, the Result-Code shall be set to DIAMETER_SUCCESS if the operation is successful or if the Application Server Identity was not present in the list.

7.
If the HSS and AS supports the Notif-Eff feature and if multiple Data-Reference AVPs occur in the Sh-Subs-Notif Request, each Data-Reference shall be treated as a request to establish a separate notification request.  When mulitiple notification requests are requested, and all of them succeed, the HSS shall set the Result-Code to DIAMETER_SUCCESS in the Sh-Subs-Notify response.

8.
If the HSS and AS supports the Notif-Eff feature and if multiple Service-Indication AVPs occur in the Sh-Subs-Notif Request, each Service-Indication shall be treated as a request to establish a separate notification request for change of Transparent data.  When mulitiple notification requests are requested, and all of them are successful, the HSS shall return the Result-Code set to DIAMETER_SUCCESS in the Sh-Subs-Notify response. 
9.
If the Send Data Indication is present in the request and the HSS supports the return of the User-Data in this request, check whether or not the data that is requested to be downloaded by the AS is currently being updated by another entity.  If there is an update of the data in progress, the HSS may delay the response until the update has been completed. The HSS shall ensure that the data returned is not corrupted by this conflict.

10.
If the Send Data Indication is present in the request, the HSS should include the data pertinent to the requested Data Reference in the User-Data AVP and if the HSS supports the Notif-Eff feature, the HSS should include the data pertinent to all the requested Data References in the User-Data AVP. Combining Data Reference RepositoryData (0) and AliasesRepositoryData (20) in the same request is not supported and the HSS shall set the Result-Code to DIAMETER_UNABLE_TO_COMPLY in this case, otherwise the HSS shall set the Result-Code to DIAMETER_SUCCESS. This includes cases where the data is not available to the HSS and an empty tag is included as follows. Empty elements of Sh IMS Data shall be indicated as follows. An empty S-CSCF name shall be indicated with empty SCSCFName element. If all iFCs for the user that are relevant for the AS are empty it shall be indicated with empty IFCs element. Similarly for PSI activation information. 
If the HSS cannot fulfil the received request for reasons not stated in the above steps, e.g. due to database error, it shall stop processing the request and set Result-Code to DIAMETER_UNABLE_TO_COMPLY.

>>>>>>>>>>> End of 2nd of 4 modified sections <<<<<<<<<<<

>>>>>>>>>>> End of 3rd of 4 modified sections <<<<<<<<<<<

6.1.4
Notifications (Sh-Notif)

This procedure is used between the HSS and the AS. The procedure is invoked by the HSS and is used:

-
To inform the AS of changes in transparent and/or non-transparent data to which the AS has previously subscribed to receive Notifications for, using Sh-Subs-Notif (see 6.1.3).

This procedure is mapped to the commands Push-Notification-Request/Answer in the Diameter application specified in 3GPP TS 29.329 [5]. Tables 6.1.4.1 and 6.1.4.2 detail the involved information elements.

Table 6.1.4.1: Sh-Notif

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity

(See 7.1)
	User-Identity
	M
	IMS Public User Identity or Public Service Identity for which data has changed.
If the request refers to a Wildcarded PSI, the HSS may include any PSI matching the corresponding Wildcarded PSI in this information element. The AS shall find the corresponding Wildcarded PSI with this information.
See section 7.1 for the content of this AVP.

	Data

(See 7.6)
	User-Data
	M
	Changed data.


Table 6.1.4.2: Sh-Notif Resp

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 7.5)
	Result-Code / Experimental-Result
	M
	Result of the request. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Sh errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


6.1.4.1
Detailed behaviour

The keys to the updated data are part of the information element User-Data (See Annex C). When data repository is updated Service-Indication is also part of the information element User-Data.

Since authentication pending is a transient state of normally very short duration, notification of an IMS user's state change, to and from the authentication pending state shall not be sent to Application Servers, when the previous state before authentication pending and next state after authentication pending are the same. If the states are different before the authentication pending state is entered and after the authentication pending state is left then notification is sent to the AS of this new state.

If the HSS and AS supports the Notif-Eff feature and if multiple subscriptions to notifications are associated with a Public User Identity, the HSS may combine the notifications for multiple Data References and Service Indications into a single notification message.

Removal of the subscribed data is indicated with the content of User-Data AVP. The content shall be compliant with the XML-schema defined in Annex D. Removed repository data shall be indicated with RepositoryData or AliasesRepositoryData element that does not contain ServiceData element. Removed S-CSCF name shall be indicated with empty SCSCFName element. If all iFCs for the user that are relevant for the AS have been removed it shall be indicated with empty IFCs element.

Table 6.1.4.1 details the valid result codes that the AS can return in the response.

Table 6.1.4.1.1: Sh-Notif response valid result codes

	Result-Code AVP value
	Condition

	DIAMETER_SUCCESS
	The request succeeded.

	DIAMETER_ERROR_USER_DATA_NOT_RECOGNIZED
	The request failed. The AS informs the HSS that the received user information contained information, which was not recognized or supported by the AS.

	DIAMETER_ERROR_USER_UNKNOWN
	The request failed because the Public Identity is not found in the AS. 

	DIAMETER_ERROR_TOO_MUCH_DATA
	The request failed. The AS informs the HSS that it tried to push too much data into the AS.

	DIAMETER_ERROR_NO_SUBSCRIPTION_TO_DATA
	The request failed. The AS informs the HSS that the notification refers to information to which the AS is not subscribed.

	DIAMETER_UNABLE_TO_COMPLY
	The request failed.


>>>>>>>>>>> End of 3rd of 4 modified sections <<<<<<<<<<<

>>>>>>>>>>> 4th of 4 modified sections <<<<<<<<<<<

7.4
Service Indication

Identifier of one set of service related transparent data, which is stored in an HSS in an operator network per Public Identity. The HSS shall allocate memory space to implement a data repository to store transparent data per IMS Public User Identity or Public Service Identity and value of Service Indication.  For Public Service Identities matching a Wildcarded Public Service Identity, the repository data shall be stored per Wildcarded Public Service Identity and not for each specific Public Service Identity.
>>>>>>>>>>> End of 4th of 4 modified sections <<<<<<<<<<<
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