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1 Introduction
At CT#80 meeting in Jun 2018, a Release 15 work item for UE Conformance Test Aspects – CT6 aspects of 5G System Phase 1 was approved [1]. This document provides the work plan (USIM - part 1) for this WI, and will be updated after each CT6 meeting.
This WP propose the introduction of test cases to TS 31.121 on the following topics when the access is performed over a 3GPP access network:
· Security mechanism aspects of the USIM application
· SUCI calculation related aspects (including the new command).
· 5G NAS security context.
· Access Control
2 Test Cases Work Plan

2.1 TS 31.121 
	Clause
	Test case
	Test Scope
	Target
	Status

	5
	Subscription related tests

	5.3
	 SUCI /SUPI handling (new clause)

	5.3.1
	UE identification by SUCI during initial registration – SUCI calculation by ME using null scheme
	null scheme is used

	CT6#93 (Apr) CT6#92 (Feb/Mar)
	

	5.3.2
	UE identification by SUCI during initial registration – SUCI calculation by ME using profile B or profile A
	Profile B or A is used 

	CT6#93 (Apr) CT6#92 (Feb/Mar)
	

	5.3.3
	UE identification by SUCI during initial registration – SUCI calculation by USIM using profile B
	GET IDENTITY is sent 
	CT6#93 (Apr) CT6#92 (Feb/Mar)
	

	5.3.4a
	UE identification by SUCI in response to IDENTITY REQUEST message
	Network sends the IDENTITY REQ – stored SUCI
	CT6#92 CT6#93 (Apr) (Feb/Mar)
	

	5.3.54b
	UE identification by SUCI in response to IDENTITY REQUEST message with T3519 timer expiryUE identification by SUPI in response to IDENTITY REQUEST message
	Network sends the IDENTITY REQ – SUCI Network sends the IDENTITY REQ – SUPI
	CT6#93 (Apr) CT6#92 (Feb/Mar)
	

	5.3.56
	UE identification by IMSI 
	Service n° 124 and service n°125 are not available in EFUST
	CT6#93 (Apr) CT6#92 (Feb/Mar)
	

	5.3.7
	UE identification by SUCI during initial registration – SUCI calculation by ME using SUPI NAI format
	EFNSI (Network Specific Identifier)
	CT6#94 (Jun)
	

	5.3.8
	UE identification by 5G-GUTI – Last Registered TAI stored on USIM
	Stored in USIM EF5GS3GPPLOCI
	CT6#93 (Apr)
	

	5.3.9
	UE identification by 5G-GUTI – Last Registered TAI stored by ME 
	Stored in non-volatile memory in the ME
	CT6#93 (Apr)
	

	5.3.10
	UE identification after SUPI is changed
	5G-GUTI then change SUPI
	CT6#93 (Apr)
	

	5.4
	Access control in 5G (new clause)

	5.4.1
	Unified access control – Access identity 0
	Rules defined in TS 24.501 
USIM EFUAC_AIC and EFACC
	CT6#95 (Oct) CT6#93
(Apr)
	

	5.4.2
	Unified access control – Access Identity 1 – MPS indicated by USIM 
	Rules defined in TS 24.501 
USIM files EFUAC_AIC and EFACC
	CT6#95 (Oct) CT6#93
(Apr)
	

	5.4.3
	Unified access control - Access Identity 1 – no MPS indication by USIM 
	Same SUPI. No MPS indicator in USIM files EFUAC_AIC
	CT6#95 (Oct)
	

	5.4.4
	Unified access control - Access Identity 1 – no MPS indication by USIM and SUPI is changed
	SUCI changed. No MPS indicator in USIM files EFUAC_AIC
	CT6#95 (Oct)
	

	5.4.5
	Unified access control – Access Identity 2 – MCS indicated by USIM
	Rules defined in TS 24.501 
USIM files EFUAC_AIC and EFACC
	CT6#95 (Oct)
	

	5.4.6
	Unified access control - Access Identity 2 – no MCS indication by USIM 
	Same SUPI. No MCS indicator in USIM files EFUAC_AIC
	CT6#95 (Oct)
	

	5.4.7
	Unified access control - Access Identity 2 – no MCS indication by USIM and SUPI is changed
	SUCI changed. No MCS indicator in USIM files EFUAC_AIC
	CT6#95 (Oct)
	

	5.4.83
	Unified access control – access classes 11 -– 15
	Rules defined in TS 24.501
USIM files EFUAC_AIC and EFACC
	CT6#95 (Oct) CT6#93
(Apr)
	

	5.4.94
	Unified access control – access classes 12, 13 and 14
	Rules defined in TS 24.501
USIM files EFUAC_AIC and EFACC
	CT6#95 (Oct) CT6#93
(Apr)
	

	5.4.10
	Operator Access category – SUPI is not changed
	Operator Access category is used
	[bookmark: _GoBack]CT6#95 (Oct)
	

	5.4.11
	Operator Access category – SUPI is changed
	Operator Access category is used and SUPI is changed.
	CT6#95 (Oct)
	

	5.4.5
	Access Control information handling for EN-DC – EPS core network
	USIM file EFACC
	CT6#93
(Apr)
	

	15
	NAS security context handling for 5G (new chapter)

	15.1
	Authentication procedure for EAP-AKA'

	15.1.1
	Authentication procedure for EAP-AKA' - Authentication is successful
	Successful AUTH
Service n°122 and related files
	CT6#94 (Jun) CT6#92 (Feb/Mar)
	

	15.1.2
	Authentication procedure for EAP-AKA' – Authentication is successful - GSM UICC 
	successful  AUTH
USIM computes a Kc (i.e. GPRS Kc) 
	CT6#94 (Jun) CT6#92 (Feb/Mar)
	

	15.1.3
	Authentication procedure for EAP-AKA' –AUTN fails on the USIM
	Verification of the AUTH fails on USIM
	CT6#94 (Jun) CT6#92 (Feb/Mar)
	

	15.1.4
	Authentication procedure for EAP-AKA' – after SUPI is changed
	SUPI changed. Service n°122 and related files not available
	CT6#94 (Jun)
	

	15.2
	Authentication procedure for 5G-AKA

	15.2.1
	Authentication procedure for 5G AKA – Authentication is successful
	Successful AUTH
Service n°122 and related files
	CT6#94 (Jun) CT6#92 (Feb/Mar)
	

	15.2.2
	Authentication procedure for 5G AKA – Authentication is successful - GSM UICC 
	successful  AUTH
USIM computes a Kc (i.e. GPRS Kc) 
	CT6#94 (Jun) CT6#92 (Feb/Mar)
	

	15.2.3
	Authentication procedure for 5G AKA -  AUTN fails on the USIM
	Verification of the AUTH fails on USIM
	CT6#94 (Jun) CT6#92 (Feb/Mar)
	

	15.2.4
	Authentication procedure for 5G AKA– after SUPI is changed
	SUPI changed. Service n°122 and related files not available 
	CT6#94 (Jun)
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