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[bookmark: _Toc533074201]7.5	GET IDENTITY
[bookmark: _Toc533074202]7.5.1	Command description
The function can be used in the following contexts:
-	a SUCI context, to retrieve the SUCI when "SUCI calculation is to be performed by the USIM".
The function is related to a particular USIM and shall not be executable unless the USIM application has been selected and activated, and the current directory is the USIM ADF or any subdirectory under this ADF and a successful PIN verification procedure has been performed (see clause 5).
If GET IDENTITY command is not supported by the UICC, then the status word '6D00' (Instruction code not supported or invalid) shall be returned.

[bookmark: _Toc533074203][bookmark: _Toc343864911]7.5.1.1	SUCI context
SUCI context shall be supported if "SUCI calculation is to be performed by the USIM" (i.e. Service n°124 and Service n°125 are "available").
The command returns the SUCI which is a privacy preserving identifier containing the concealed SUPI. The function is used in 5GS in the specific cases described in 3GPP TS 33.501 [105] prior to mutual authentication between the UE and the SN.
The SUCI returned is calculated as described in 3GPP TS 33.501 [105].
For the execution of the command, the following information shall be available in the USIM:
· Home network identifier (i.e. MCC and MNC) (see Note).
· Routing indicator (see Note).
· Home network public key (see Note).
· Home network public key identifier (see Note).
· Protection scheme identifier (see Note).
· SUPI.
NOTE:	Provision and storage of the information in the USIM when "SUCI calculation is to be performed by the USIM" (i.e. Service n°124 and Service n°125 are "available") is out of the scope of the specification.
Editor’s Note: It is FFS to specify if SUPI Type shall be available in the USIM

The SUCI is designed for one-time use, however, the freshness and randomness of SUCI returned upon each call of the command depends on the protection scheme configured. There is the special case where the protection scheme used is null-scheme, in such case SUCI contains the non concealed SUPI.
If the home network public key is not provisioned in the USIM, the SUCI shall be calculated using the null-scheme irrespective of the protection scheme stored in the USIM.
The returned SUCI consists of the concatenation of the following information as described in 3GPP TS 23.003 [25]:
-	SUPI Type
-	Home network identifier (i.e. MCC and MNC when SUPI Type is an IMSI).
-	Routing indicator.
-	Protection scheme identifier.
-	Home network public key identifier.
Scheme output, resulting from the protection scheme profile, identified by the protection scheme identifier. The protection scheme profile shall be one of those defined in Annex C of 3GPP TS 33.501 [105] or one of those specified by the Home network.
If SUCI context is supported and:
-	Service n°124 is not "available" or:
-	"SUCI calculation is to be performed by the ME” (i.e. Service n°124 is "available", and Service n°125 is not "available")
the status word '6985' (Conditions of use not satisfied) shall be returned

Editor’s Note: It is FFS to specify the behavior in case other parameters (e.g. Home network public key identifier, some necessary data is not provisioned) are not correctly configured

[bookmark: _Toc533074204][bookmark: _Toc472611236][bookmark: _Toc430962902]7.5.2	Command parameters and data


	Code
	Value

	CLA
	As specified in TS 31.101 [11]

	INS
	'78'

	P1
	'00'see Table 8 below

	P2
	Identity context, see Table X 9 below'

	Lc
	Length of the subsequent data field or not present, see below

	Data
	See below 

	Le
	'00', or maximum length of data expected in response



Table 8: Coding of the reference control P1
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	X
	X
	X
	X
	X
	X
	X
	0
	Use any supported scheme

	X
	X
	X
	X
	X
	X
	X
	1
	Use NULL scheme



Parameter P2 specifies the identity context as follows:
Table 89: Coding of the reference control P2
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	-
	X
	X
	X
	X
	X
	X
	X
	Identity Context (See below)

	-
	0
	0
	0
	0
	0
	0
	1
	SUCI



All other codings are RFU.

[bookmark: _Toc533074205]7.5.2.1	SUCI context
Command parameters/data: None
Response parameters/data:
	Byte(s)
	Description
	Length

	1 to Le
	SUCI TLV data object
	Le



Subscription Concealed Identifier TLV data object:
	Description
	Value
	M/O/C
	Length (bytes)

	SUCI TLV data object tag
	'A1'
	M
	1

	Length
	X
	M
	Note

	SUCI value
	--
	M
	X

	NOTE:	The length is coded according to ISO/IEC 8825-1 [35]



-  SUCI
It contains the SUCI as defined in 3GPP TS 33.501 [105].
When SUPI Type is IMSI, the SUCI is coded as the SUCI part of 5GS mobile identity information element defined in 3GPP TS 24.501 [104]. The correspondence between the SUCI value and the octets of the 5GS mobile identity information element is provided below:
Byte 1 corresponds to "octet 4":
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	RFU (see 3GPP TS 24.501 [104])
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From byte 2 to 4, the Home Network Identifier (i.e. MCC and MNC) is coded and corresponds from "octet 5" to "octet 7".
Byte 5 and 6 code the Routing Indicator which correspond to "octet 8" and "octet 9".
Byte 7 codes the Protection Scheme Identifier which corresponds to "octet 10".
Byte 8 codes the Home Network Public Key Identifier which corresponds to "octet 11".
Byte 9 corresponds to "octet 12". From Byte 9 onwards, the Scheme Output is coded and the length depends on the Protection Scheme used.

Editor’s Note: SUCI with SUPI format NAI coding is to be completed in 3GPP TS 24.501 [104].
