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	Reason for change:
	3GPP TS 33.223 on “GBA Push function” specifies a mechanism to bootstrap the security between a NAF and a UE, without forcing the UE to contact the BSF to initate the bootstrapping. GBA Push is aimed for both GBA_U and GBA_ME environments. 

Mechanisms/functionalities in the UE to process GBA Push Information (GPI) messages when the USIM application is the target of the GPI messages, as described in 3GPP TS 33.223, are not available/missing within CT6 specifications. 

Clause 5.1.4 of 3GPP TS 33.223 describes the procedure in the UE (text in bold corresponds to actions impacting the ME-UICC interface). 
1.
UE receives GPI. The parameters of the GPI are defined in clauses 5.2.1 and 5.3.5.

2. If the App_Lbl in the GPI is included, then if the App_Lbl:

a. indicates a USIM or ISIM application which is already active then the UE continues processing from step 4.

b.  indicates a USIM application different from the currently active USIM application, then the ME shall reject the request, as there at most, only can be one USIM active at one time.

c.  indicates a ISIM application different from the currently active ISIM application(s), then the ME shall not terminate the currently active ISIM application(s), but instead the ME shall activate the ISIM application as defined in TS 31.101 [15], as the UE is allowed to have several ISIM applications active simultaneously.

3.
If the App_Lbl in the GPI is undefined, the UE determines the UICC application to use from used delivery channel of the GPI (e.g. SMS, MMS, SIP Message, etc) or from other context information.

4.
UE checks if it has received the same GPI earlier.

a.
If the GPI corresponds to an already existing NAF SA (this can be achieved by comparing the RAND value in the new GPI with the RAND value in an existing NAF SA), then the GPI is silently dropped and the GPI processing terminated.

b.
If the GPI corresponds to an incomplete NAF SA, the Ks indicated by GPI is activated and processing continues from step 7 (step 8 describes how an incomplete SA may appear).

NOTE 1:
To handle retransmissions efficiently the UE benefits from only invoking a UICC application after checking that the GPI does not correspond to an already existing NAF SA. The check can be done by comparing the received (RAND, AUTN(*), App_Lbl) triplet with the corresponding triplets associated with existing NAF SAs.
5.
The UE reads the GPI version number and selects the corresponding GPI integrity and ciphering algorithms. If the UE does not support this GPI version, the GPI is silently dropped and the GPI processing is terminated.

6.
If the UICC application is active or can be activated the UE initiates derivation of the Ks by issuing an Authenticate command to the UICC. The type of Authenticate command is determined by the indicated U/M-mode in the GPI, i.e. if GBA_ME or GBA_U should be used. If the authenticate command returns a failure the GPI processing ends.

If U/M indicates use of GBA_U, the generated Ks will effectively be generated on the UICC and not deleted until next GBA_U Ks is established using Authenticate command. The ME shall restrict NAF-key generation procedures using the generated Ks on the UICC to only be allowed for the NAF SA generation associated with the ongoing GBA-Push procedure. 

7.
The ME initiates the derivation of the GPI protection keys and other parameters needed for GPI integrity checking and deciphering of the confidentiality protected parts. This processing is defined in clause 5.3

8.
The ME checks the integrity of the GPI message. If the integrity check fails, the following procedure is followed:

a.
With GBA_ME, the derived Ks is stored and marked as incomplete and the GPI processing ends. 

b.
With GBA_U, the Ks was stored by the authenticate command. The Ks identity, which normally would be B-TID (see TS 33.220 [1]) is set to RAND@'undefined'. The GPI processing ends. 

9.
The ME deciphers the confidentiality protected parts of the GPI using the algorithms defined by the GPI version number and the GPI confidentiality protection keys.

10.
The UE initiates the derivation of the NAF-Key (s), Ks(_int/ext)_NAF, using the NAF_Id received in the GPI. The key derivation is defined as specified in TS 33.220 [1]. For GBA_ME, the ME deletes the Ks after the derivation of the NAF-Key is completed.

NOTE 1A: In the case of common implementation of GBA and GBA Push, care should be taken that this deletion rule only applies to GBA Push-based Ks. 

11.
The NAF SA consisting of the NAF-key(s) and associated parameters is stored. 

NOTE 2:
When GBA_U is used, two NAF-keys will be generated i.e. a Ks_ext_NAF will be stored in the ME and a Ks_int_NAF will be stored on the UICC. Both keys will be part of the NAF SA.
------------------------------------------------------------------------------------------------
In case that the USIM application is the target of the GPI message, the missing mechanims/functionalities are the following:

· The USIM application shall derive the GPI protection keys from the key Ks (generated in step 6 of the  procedure) and send them back to the ME in order to enable the ME to check the integrity of the GPI message. In case of GBA_U, the ME does not know the key Ks (generated in step 6) and is not capable to derive the GPI protection keys required in step 11. 
· The USIM application shall store the NAF SA (Security Association shared between the NAF and the UE) as described in table 5.2.3-1 of 3GPP TS 33.203. 
GBA Push is a mandatory feature for ProSe Rel-12, there is the requirement to support GBA Push in clause xx of 3GPP TS 33.303



	
	

	Summary of change:
	In case that the USIM application is the target of the GPI message, the missing mechanims/functionalities are the following:

· The USIM application shall derive the GPI protection keys and send them back to the ME, without computing and storing the associated Ks_int_NAF keys.
· The USIM application shall store the NAF SA (Security Association shared between the NAF and the UE) 
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	The specification is not complete and the GPI processing cannot be performed for GBA Push.
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START of 1st CHANGE

2
References

[xx]
3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function".
END of 1st CHANGE

---------------------------------------------------------------------------------------------------------------------------------------
START of 2nd CHANGE

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP
3rd Generation Partnership Project

[…]

DCK
Depersonalisation Control Keys

DF
Dedicated File

DO
Data Object

EF
Elementary File

EPS
Evolved Packet System

FCP
File Control Parameters

FFS
For Further Study
GPI 
GBA Push Information
GSM
Global System for Mobile communications

HE
Home Environment

HNB
Home NodeB

HeNB 
Home eNodeB

[…]

END of 2nd CHANGE
--------------------------------------------------------------------------------------------------------
START of 3rd CHANGE

4.2.8
EFUST (USIM Service Table)

This EF indicates which services are available. If a service is not indicated as available in the USIM, the ME shall not select this service.

	Identifier: '6F38'
	Structure: transparent
	Mandatory

	SFI: '04'
	

	File size: X bytes, (X ≥ 1)
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Services n(1 to n(8
	M
	1 byte

	2
	Services n(9 to n(16
	O
	1 byte

	3
	Services n(17 to n(24
	O
	1 byte

	4
	Services n(25 to n(32
	O
	1 byte

	etc.
	
	
	

	X
	Services n((8X‑7) to n((8X)
	O
	1 byte


	‑Services
	
	

	   Contents:
	Service n°1:
	Local Phone Book

	
	…
	…

	
	Service n°105
	URI support for MO SHORT MESSAGE CONTROL

	
	Service n°yy
	GBA Push


END of 3rd CHANGE

------------------------------------------------------------------------------------------------------------------------------------------
START of 4th CHANGE

4.2.XX
EFGBSAL (GBA Push NAF SA List)

If service n°yy is "available", this file shall be present.

This EF contains the list of NAF SA (Security Association) associated to the processing of a GPI for GBA Push with GPI Derivation procedure. 
	Identifier: '6FXX'
	Structure: Linear fixed
	Optional

	Record length: Z bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to Z
	NAF SA Identifier TLV objects
	M
	Z bytes


NAF SA Identifier tags

	Description
	Tag Value

	UE_Id
	'80'

	RAND  Tag
	'81'

	AUTN* Tag
	'82'

	App_Lbl Tag
	'83'

	NAF_Id Tag
	'84'

	UL_SA_Id Tag
	'85'

	DL_SA_Id Tag
	'86'

	Key_LT Tag
	'87'


NAF SA Identifier information
	Description
	Value
	M/O
	Length (bytes)

	UE_Id
	'80'
	M
	1

	Length
	A
	M
	Note

	UE_Id_Value
	--
	M
	A

	RAND Tag
	'81'
	M
	1

	Length
	B
	M
	Note

	RAND value
	--
	M
	B

	AUTN* Tag
	'82'
	M
	1

	Length
	C
	M
	Note

	AUTN(*) value
	--
	M
	C

	App_Lbl Tag
	'83'
	C
	1

	Length
	D
	C
	Note

	App_Lbl value
	--
	C
	D

	NAF_ID Tag
	'84'
	M
	1

	Length
	E
	M
	Note

	NAF_ID value
	--
	M
	E

	UL_SA_Id Tag
	'85'
	M
	1

	Length
	F
	M
	Note

	UL_SA_Id value
	--
	M
	F

	DL_SA_Id Tag
	'86'
	M
	1

	Length
	G
	M
	Note

	DL_SA_Id value
	--
	M
	G

	Key_LT Tag
	'87'
	M
	1

	Length
	H
	M
	Note

	Key_LT value
	--
	M
	H

	Note:
The length is coded according to ISO/IEC 8825-1 [35]


-  RAND Tag '80'
Contents: 

UE identifier used in NAF request

Coding: 

As defined in TS 33.102 [13]
-  RAND Tag '81'
Contents: 
Random challenge used in the GBA_U bootstrapping procedure
Coding: 
As defined in TS 33.102 [13]
-  AUTN* Tag '82'
Content: 
Authentication token defined for GBA_U procedure
Coding: 
As defined in TS 33.220 [42]
- App_Lbl Tag '83'
Contents: 
Identifier for USIM or ISIM application to use. Identifier of Network Application Function used in the GBA GPI Derivation procedure. 

Coding: 
As defined in TS 33.223 [xx]
-  NAF_ID Tag '84'
Contents: 
Identifier of Network Application Function used in the GBA GPI Derivation procedure. 

Coding: 
As defined in TS 33.223 [xx]
-  UL_SA_Id Tag '85'
Contents: 
Uplink NAF_SA Identity. It corresponds to the P-TID. 

Coding: As defined in TS 33.223 [xx]

-  DL_SA_Id Tag '86'

Contents: 
Downling NAF SA Identity.  
Coding: 

As defined in TS 33.223 [xx]
-  Key_LT Tag '87'
Contents: 
Key expiry time of NAF-key
Coding: 
As defined in TS TS 33.223 [xx]
Unused bytes shall be set to 'FF'
END of 4th CHANGE

------------------------------------------------------------------------------------------------------------------------------------------
START of 5th CHANGE

4.7
Files of USIM
This clause contains two figures depicting the file structure of the UICC and the ADFUSIM. ADFUSIM shall be selected using the AID and information in EFDIR.

[…]
	
	ADFUSIM
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFLI
	
	EFARR
	
	EFIMSI
	
	EFKeys
	
	EFKeysPS 

	
	
	
	
	
	
	'6F05'
	
	'6F06'
	
	'6F07'
	
	'6F08'
	
	'6F09'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFDCK
	
	EFHPPLMN
	
	EFCNL
	
	EFACMmax
	
	EFUST

	
	
	
	
	
	
	'6F2C'
	
	'6F31'
	
	'6F32'
	
	'6F37'
	
	'6F38'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFACM
	
	EFFDN
	
	EFSMS
	
	EFGID1
	
	EFGID2

	
	
	
	
	
	
	'6F39'
	
	'6F3B'
	
	'6F3C'
	
	'6F3E'
	
	'6F3F'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFMSISDN
	
	EFPUCT
	
	EFSMSP
	
	EFSMSS
	
	EFCBMI

	
	
	
	
	
	
	'6F40'
	
	'6F41'
	
	'6F42'
	
	'6F43'
	
	'6F45'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFSPN
	
	EFSMSR
	
	EFCBMID
	
	EFSDN
	
	EFEXT2

	
	
	
	
	
	
	'6F46'
	
	'6F47'
	
	'6F48'
	
	'6F49'
	
	'6F4B'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFEXT3
	
	EFBDN
	
	EFEXT5
	
	EFCCP2
	
	EFCBMIR

	
	
	
	
	
	
	'6F4C'
	
	'6F4D'
	
	'6F4E'
	
	'6F4F'
	
	'6F50'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFEXT4
	
	EFEST
	
	EFACL
	
	EFCMI
	
	EFSTART-HFN

	
	
	
	
	
	
	'6F55'
	
	'6F56'
	
	'6F57'
	
	'6F58'
	
	'6F5B'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFTHRESHOLD
	
	EFPLMNwAcT
	
	EFOPLMNwAcT
	
	EFHPLMNwAcT
	
	EFPSLOCI

	
	
	
	
	
	
	'6F5C'
	
	'6F60'
	
	'6F61'
	
	'6F62'
	
	'6F73'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFACC
	
	EFFPLMN
	
	EFLOCI
	
	EFICI
	
	EFOCI

	
	
	
	
	
	
	'6F78'
	
	'6F7B'
	
	'6F7E'
	
	'6F80'
	
	'6F81'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFICT
	
	EFOCT
	
	EFAD
	
	EFVGCS
	
	EFVGCSS

	
	
	
	
	
	
	'6F82'
	
	'6F83'
	
	'6FAD'
	
	'6FB1'
	
	'6FB2'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFVBS
	
	EFVBSS
	
	EFeMLPP
	
	EFAaeM
	
	EFECC

	
	
	
	
	
	
	'6FB3'
	
	'6FB4'
	
	'6FB5'
	
	'6FB6'
	
	'6FB7'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFHiddenkey
	
	EFNETPAR
	
	EFPNN
	
	EFOPL
	
	EFMBDN

	
	
	
	
	
	
	'6FC3'
	
	'6FC4'
	
	'6FC5'
	
	'6FC6'
	
	'6FC7'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFEXT6
	
	EFMBI
	
	EFMWIS
	
	EFCFIS
	
	EFEXT7

	
	
	
	
	
	
	'6FC8'
	
	'6FC9'
	
	'6FCA'
	
	'6FCB'
	
	'6FCC'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFSPDI
	
	EFMMSN
	
	EFEXT8
	
	EFMMSICP
	
	EFMMSUP

	
	
	
	
	
	
	'6FCD'
	
	'6FCE'
	
	'6FCF'
	
	'6FD0'
	
	'6FD1'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFMMSUCP
	
	EFNIA
	
	EFVGCSCA
	
	EFVBSCA
	
	EFGBAP

	
	
	
	
	
	
	'6FD2'
	
	'6FD3'
	
	'6FD4'
	
	'6FD5'
	
	'6FD6'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFMSK
	
	EFMUK
	
	EFEHPLMN
	
	EFGBANL
	
	EFEHPLMNPI

	
	
	
	
	
	
	'6FD7'
	
	'6FD8'
	
	'6FD9'
	
	'6FDA'
	
	'6FDB'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFLRPLMNSI
	
	EFNAFKCA
	
	EFSPNI
	
	EFPNNI
	
	EFNCP-IP

	
	
	
	
	
	
	'6FDC'
	
	'6FDD'
	
	'6FDE'
	
	'6FDF'
	
	'6FE2'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFEPSLOCI
	
	EFEPSNSC
	
	EFUFC
	
	EFUICCIARI
	
	EFNASCONFIG

	
	
	
	
	
	
	'6FE3'
	
	'6FE4'
	
	'6FE6'
	
	'6FE7'
	
	'6FE8'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFPWS
	
	EFFDNURI
	
	EFBDNURI
	
	EFSDNURI
	
	EFIWL

	
	
	
	
	
	
	'6FEC'
	
	'6FED'
	
	'6FEE'
	
	'6FEF'
	
	'6FF0'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFIPS
	
	EFIPD
	
	EFGBSAL
	
	
	
	

	
	
	
	
	
	
	'6FF1'
	
	'6FF2'
	
	'6FXX'
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


END of 5th CHANGE

------------------------------------------------------------------------------------------------------------------------------------------
START of 6th CHANGE

7.1.1
Command description

The function can be used in several different contexts:

-
a 3G security context, when 3G authentication vectors (RAND, XRES, CK, IK, AUTN) are available (i.e. the UE is located in the UTRAN, or in a GSM radio access network which is connected to a 3G or 3G capable VLR/SGSN), or

-
a GSM security context, when GSM authentication data are available only (i.e. the UE is located in the GSM radio access network which is connected to a non-3G capable VLR/SGSN)

-
a VGCS/VBS security context, when VGCS/VBS authentication data is available

-
a GBA_U security context, when a GBA bootstrapping procedure is requested

-
a MBMS security context, when a MBMS security procedure is requested

-
a Local Key Establishment security context, when a Local Key Establishment procedure is requested.
The function is used in GSM or 3G security context during the procedure for authenticating the USIM to its HE and vice versa. In addition, a cipher key and an integrity key are calculated. For the execution of the command the USIM uses the subscriber authentication key K, which is stored in the USIM.

The function is used in VGCS/VBS security context during the procedure for retrieving the VGCS/VBS Short Term Key (VSTK) used by the terminal in establishing VGCS/VBS calls. 
The function is used in GBA security context in three different modes:

a)
Bootstrapping Mode: during the procedure for mutual authenticating of the USIM and the Bootstrapping Server Function (BSF) and for deriving bootstrapped key material from the AKA run. 

b)
NAF Derivation Mode: during the procedure for deriving Network Application Function (NAF) specific keys from previous bootstrapped key material.
c) 
GPI Derivation Mode: during the GBA Push procedure in the UE for deriving the GPI protection keys from the key Ks.
The function is used in MBMS security context in two different modes:

a)
MSK Update Mode: during the procedure for updating an MBMS Service Key (MSK).

b)
MTK Generation Mode: during the procedure for retrieving the MBMS Traffic Key (MTK) used by the terminal to decrypt MBMS data. 

The function is related to a particular USIM and shall not be executable unless the USIM application has been selected and activated, and the current directory is the USIM ADF or any subdirectory under this ADF and a successful PIN verification procedure has been performed (see clause 5).

END of 6th CHANGE

------------------------------------------------------------------------------------------------------------------------------------------
START of 7th CHANGE

7.1.1.5
GBA security context (NAF Derivation Mode and GBA Push)

USIM operations in GBA security context are supported if service n°68 is "available".

The USIM receives the NAF_ID and IMPI. 
The procedure described bellow corresponds to GBA_U procedure, which applies when service n°68 is "available" and service n°yy is "not available".
The USIM performs Ks_ext_NAF and Ks_int_NAF derivation as defined in TS 33.220 [42] using the key material from the previous GBA_U bootstrapping procedure.

If no key material is available this is considered as a GBA Bootstrapping failure and the USIM abandons the function. The status word ‘6985’ (Conditions of use not satisfied) is returned. 
Otherwise, the USIM stores Ks_int_NAF and associated B-TID together with NAF_ID. The Ks_int_NAF keys related to other NAF_Ids, which are already stored in the USIM, shall not be affected. The USIM updates EFGBANL as follows: 

-
If a record with the given NAF_ID already exists, the USIM updates the B-TID field of this record with the B-TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF derivation procedure.

-
If a record with the given NAF_ID does not exist, the USIM uses an empty record to store the NAF_ID and the B-TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF Derivation procedure.

NOTE:
According to TS 33.220 [42], the USIM can contain several Ks_int_NAF together with the associated B-TID and NAF_ID, but there is at most one pair of Ks_int_NAF and associated B-TID stored per NAF_ID.
-
In case no empty record is available the USIM shall overwrite an existing record to store the NAF_ID and the B-TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF Derivation procedure. To determine the record to overwrite, the USIM shall construct a list of record numbers by storing in the list first position the record number of the last used (i.e. involved in an Authentication command) or derived Ks_int_NAF and by shifting down the remaining list elements. The last record number in this list corresponds to the record to overwrite when the USIM runs out of free records. If an existing record corresponding to a Ks_int_NAF key in use is overwritten, the application Ks_int_NAF shall not be affected (e.g. in case a Ks_int_NAF was put into use as an MBMS MUK key, the MUK key shall continue to be available for the MBMS application).

Then, the USIM returns Ks_ext_NAF.
Input:

‑
NAF_ID, IMPI

Output:

-
Ks_ext_NAF

If both service n°68 is and service n°yy are "available" (GBA_Push) then the USIM performs the following procedure.  

The USIM checks the value of the NAF_ID.

· If the NAF_ID equals to 'GPI_integrity' or 'GPI_confidentiality' or 'GPI_IV' then the USIM derives only the Ks_ext_NAF as defined in TS 33.220 [42] using the key material from the previous GBA_U bootstrapping procedure. 
If no key material is available this is considered as a GBA Bootstrapping failure and the USIM abandons the function. The status word ‘6985’ (Conditions of use not satisfied) is returned
Otherwise, the derived Ks_ext_NAF corresponds to GPI protection key as defined in TS 33.223 [xx]. The USIM does not derive and does not store the associated Ks_int_NAF key.

· If the NAF_ID is different from 'GPI_integrity' and 'GPI_confidentiality' and 'GPI_IV', the USIM performs the NAF Derivation procedure as defined in TS 33.220 [42] using the key material from the previous GBA_U bootstrapping procedure. 
If no key material is available this is considered as a GBA Bootstrapping failure and the USIM abandons the function. The status word ‘6985’ (Conditions of use not satisfied) is returned
Otherwise, the USIM stores Ks_int_NAF and associated B-TID together with NAF_ID. The Ks_int_NAF keys related to other NAF_Ids, which are already stored in the USIM, shall not be affected. The USIM updates EFGBANL as described in previous section where the service n°yy is not available. 

In case that the ME sent the NAF Derivation procedure in the context of GBA Push to process the GPI as defined in TS 33.223 [xx], then the ME shall further update the different fields of the file EFGBSAL corresponding to the NAF SA (Security Association) of this GPI as defined in TS 33.223 [xx].  

Then, the USIM returns Ks_ext_NAF.
Input:

‑
NAF_ID, IMPI

Output:

-
Ks_ext_NAF

END of 7th CHANGE

-----------------------------------------------------------------------------------------------------------------------------------

START of 8th CHANGE

Annex A (informative):
EF changes via Data Download or USAT applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT Application, is advisable. Updating of certain Efs "over the air" such as EFACC could result in unpredictable behaviour of the UE; these are marked "Caution" in the table below. Certain Efs are marked "No"; under no circumstances should "over the air" changes of these Efs be considered.

	File identification
	Description
	Change advised

	'2F00'
	Application directory
	Caution

	[…]
	
	

	‘6FF2’
	IMEI(SV) Pairing Devices
	Caution

	‘6FXX’
	GBA Push NAF SA List
	Caution

	NOTE1:
If EFIMSI is changed, the UICC should issue REFRESH as defined in TS 31.111 and update EFLOCI, EFPSLOCI and EFEPSLOCI accordingly.

NOTE2:
This file may contain eCALL related test and reconfiguration numbers.

NOTE3: 
If EFUICCIARI is changed, the UICC shall issue a REFRESH command as defined in TS 31.111.  The ME shall read the updated list of IARIs associated with active applications installed on the UICC. 

NOTE4:
Updating EFProSe_UIRC Over-The-Air, especially adding more parameters to the report, may cause a reduction of number of reports to be able to be stored in the UE.


END of 8th CHANGE

-----------------------------------------------------------------------------------------------------------------------------------

START of 9th CHANGE

Annex D (informative):
Tags defined in 31.102

	Tag
	Name of Data Element
	Usage

	'43'
	Full name for network IEI
	PLMN Network Name (EFPNN)

	'45'
	Short name for network IEI
	PLMN Network Name (EFPNN)

	'53'
	MBMS Data Object
	AUTHENTICATE command parameter, in MBMS security context

	'53'
	MBMS operation response Data Object

The following tags are encapsulated within '53'

'DB'    successful MBMS operation tag
	Response to AUTHENTICATE command, in MBMS security context

	'73'
	Key Derivation Data Object

The following tags are encapsulated within '73'

'80'    Local Key Establishment Control tag

'81'   Counter limit tag

'82'   Request MAC tag

'83'   NAF_ID tag

'84'   Terminal_ID tag

'85'   Terminal_appli_ID_tag

'86'   UICC_appli_ID tag

'87'   RANDx tag

'A0'   Key Identifier tag
	AUTHENTICATE command parameter, in Local Key Establishment security context

	'73'
	Key Derivation Operation Response Object

The following tags are encapsulated within '73'

'80'    Local Key Establishment Control tag

'82'   Request MAC tag


	Response to AUTHENTICATE command, in Local Key Establishment security context

	'73'
	Key Availability Check Data Object

The following tags are encapsulated within '73'

'80'    Local Key Establishment Control tag

'A0'   Key Identifier tag
	AUTHENTICATE command parameter in Local Key Establishment security context

	'80'
	NAF_ID tag
	GBA NAF List (EFGBANL)

	'80'
	NAF Key Centre address tag
	NAF Key Centre Address (EFNAFKCA)

	'80'
	UE_Id tag
	UE Identifier (EFGBSAL)

	'80'
	Icon Tag (Icon link is URI)
	Service Provider Name Icon (EFSPNI)

	'80'
	Reauthentication Identity tag
	WLAN Reauthentication Identity (EFWRI)

	'80'
	NAS signalling priority Tag
	Non Access Stratum Configuration (EFNASCONFIG)

	'80'
	MMS Implementation tag
	MMS User Preference (EFMMSUP)
Multimedia Messages List (EFMML)

	'80'
	IARI TLV TAG
	UICC IARI (EFUICCIARI)

	'80'
	Graphics CSG Type tag (Icon link is URI)
	CSG Type (EFCSGT)

	'80'
	HNB Name tag
	Home NodeB Name (EFHNBN)

	'80'
	PLMN Additional information tag
	PLMN Network Name (EFPNN)

	'80'
	ICE Free Format Label tag
	In Case of Emergency – Free Format (EFICE-FF)

	'80'
	HPLMN ProSe Function tag
	Address of the HPLMN ProSe Function (EFPROSEFUNC)

	'80'
	ProSe Group Counter
	Counter for ProSe group (EFPROSE_GC)

	'80'
	ProSe ServerAddress tag
	Server address for usage information reports (EFPROSE_UIRC)

	'80'
	Media Type TLV
	Icon (EFICON)

	'81'
	B-TID tag
	GBA NAF List (EFGBANL)

	'81'
	RAND tag
	Random challenge  (EFGBSAL)

	'81'
	Icon Tag (Icon link is record number)
	Service Provider Name Icon (EFSPNI)

	'81'
	Master key tag
	WLAN Reauthentication Identity (EFWRI)

	'81'
	Time Stamp counter tag
	MBMS User Key (EFMUK)

	'81'
	MMS  User preference profile name tag
	MMS User Preference (EFMMSUP)

	'81'
	Login Tag
	Network Connectivity Parameters for USIM IP connections (EFNCP-IP)

	'81'
	NMO I Behaviour Tag
	Non Access Stratum Configuration (EFNASCONFIG)

	'81'
	Graphics CSG Type tag (Icon link is record number)
	CSG Type (EFCSGT)

	'81'
	ICE Free Format Content tag
	In Case of Emergency – Free Format (EFICE-FF)

	'81'
	Icon Data TLV
	Icom (EFICON)

	'81'
	MM File Identifier / SFI tag
	Multimedia Messages List (EFMML)

	'81'
	ProSe CollectionPeriod tag
	Collection Period Parameter (EFPROSE_UIRC)

	'82'
	Counter tag
	WLAN Reauthentication Identity (EFWRI)

	'82'
	MMS User Preference information tag
	MMS User Preference (EFMMSUP)

	'82'
	Password Tag
	Network Connectivity Parameters for USIM IP connections (EFNCP-IP)

	'82'
	Attach with IMSI Tag
	Non Access Stratum Configuration (EFNASCONFIG)

	'82'
	MM Content Data Object Tag
	Multimedia Messages List (EFMML)

	'82'
	ProSe ReportingWindow tag
	Reporting Window Parameter (EFPROSE_UIRC)

	'82'
	AUTN* tag
	Authentication token (EFGBSAL)

	'83'
	Data Destination Address Range Tag
	Network Connectivity Parameters for USIM IP connections (EFNCP-IP)

	'83'
	Minimum Periodic Search Timer Tag
	Non Access Stratum Configuration (EFNASCONFIG)

	'83'
	MM Size tag
	Multimedia Messages List (EFMML)

	'83'
	ProSe ReportGroupParameters tag
	Reporting Parameter for Goups (EFPROSE_UIRC)

	'83'
	App_Lbl tag
	Identifier of Network Application Function (EFGBSAL)

	'84'
	Bearer Description Tag
	Network Connectivity Parameters for USIM IP connections (EFNCP-IP)

	'84'
	Extended access barring Tag
	Non Access Stratum Configuration (EFNASCONFIG)

	'84'
	MM Status tag
	Multimedia Messages List (EFMML)

	'84'
	NAF_Id tag
	Identifier of Network Application Function (EFGBSAL)

	'84'
	ProSe ReportTimeStampsFirstTransmissionAndReception tag
	Reporting Parameter (EFPROSE_UIRC)

	'85'
	Timer T3245 Behaviour Tag
	Non Access Stratum Configuration (EFNASCONFIG)

	'85'
	MM Alpha Identifier tag
	Multimedia Messages List (EFMML)

	'85'
	ProSe ReportDataTransmitted tag
	Reporting Parameter for transmitted Data (EFPROSE_UIRC)

	'85'
	UL_SA_Id tag
	Uplink NAF SA Identity (EFGBSAL)

	'86'
	Override NAS signalling low priority Tag
	Non Access Stratum Configuration (EFNASCONFIG)

	'86'
	ProSe ReportDataReceived tag
	Reporting Parameter for received Data (EFPROSE_UIRC)

	'86'
	DL_SA_Id tag
	Downlink NAF SA Identity (EFGBSAL)

	'87'
	Override Extended access barring Tag
	Non Access Stratum Configuration (EFNASCONFIG)

	'87'
	ProSe ReportTimeStampsOutOfCoverage tag
	Reporting Parameter (EFPROSE_UIRC)

	'87'
	Key_LT tag
	Key expiry time of NAF-Key (EFGBSAL)

	'88'
	Fast First Higher Priority PLMN Search Tag
	Non Access Stratum Configuration (EFNASCONFIG)

	'88'
	ProSe ReportLocationInCoverage tag
	Reporting Parameter (EFPROSE_UIRC)

	'89'
	Text CSG Type tag
	CSG Type (EFCSGT)

	'89'
	E-UTRA Disabling Allowed for EMM cause #15 Tag
	Non Access Stratum Configuration (EFNASCONFIG)

	'89'
	ProSe ReportRadioParameters tag
	Reporting Parameter for Radio Parameters (EFPROSE_UIRC)

	'8A'
	SM RetryWaitTime Tag
	Non Access Stratum Configuration (EFNASCONFIG)

	'8B'
	SM RetryAtRATChange Tag
	Non Access Stratum Configuration (EFNASCONFIG)

	'A0'
	MUK ID tag

The following tags are encapsulated within 'A0'

'80'    MUk IDr tag
'82'    MUk IDi tag
	MBMS User Key (EFMUK)

	'A0'
	EPS NAS security Context tag

The following tags are encapsulated within 'A0'

'80'    Key set identifier KSIASME Tag
'81'    ASME key (KASME) Tag
'82'    Uplink NAS count Tag
'83'    Downlink NAS count Tag
'84'    Identifiers of selected NAS integrity and encryption algorithms Tag
	EPS NAS Security Context (EFEPSPSC)

	'A0'
	CSG List TLV object tag

The following tags are encapsulated within 'A0'

'80'    PLMN tag

'81'    CSG Information tag
	Allowed CSG List (EFACSGL)

	'A0'
	GSM cell information

The following tags are encapsulated within 'A0':


'80' 
GSM Camping Frequency Information data object


'81' 
GSM Neighbour Frequency Information data object
	Network Parameters (EFNETPAR)

	'A0'
	Operator CSG List TLV object Tag

The following tags are encapsulated within 'A0'

'80'    PLMN Tag
'81'    CSG Information Tag
'82'    CSG Display indicator tag
	Operator CSG Lists (EFOCSGL)

	'A0'
	Launch SCWS Tag 

The following tags are encapsulated within 'A0'

'80'    
URL Tag
'81'    
Alpha Identifier Tag
'82'    
Browser Identity tag
'83' or '84'
Icon Descriptor Tag
	Launch SCWS (EFLAUNCH_SCWS)

	'A0'
	ProSe Discovery monitoring parameters

The following tags are encapsulated within 'A0':


'80' 
PLMN tag
	ProSe Monitoring Parameters (EFPROSE_MON)

	'A0'
	ProSe Discovery announcing parameters

The following tags are encapsulated within 'A0':


'80' 
PLMN tag


'81' 
Range tag
	ProSe Announcing Parameters (EFPROSE_ANN)

	'A0'
	ProSe Policy parameters

The following tags are encapsulated within 'A0':


'80' 
ProSe Layer-2 Group ID tag


'81' 
ProSe UE ID tag


'82' 
ProSe Group IP multicast address tag


'83' 
Address type tag


'84' 
Ipv4 address as source tag


'85' 
Group related security tag
	ProSe Policy Parameters (EFPROSE_POLICY)

	'A0'
	ProSe PLMN Parameters tag

The following tags are encapsulated within 'A0'

'80'    PLMN tag
	ProSe PLMN Parameters (EFPROSE_PRMN)

	'A0'
	ProSe Direct Communication parameters tag

The following tags are encapsulated within 'A0'

'80'    Geographical Area – Polygon tag

'81'    Radio parameters tag
	ProSe Direct Communication Radio Parameters (EF PROSE_RADIO_COM)

	'A1'
	FDD cell information

The following tags are encapsulated within 'A1':


'80' 
FDD Intra Frequency Information data object


'81' 
FDD Inter Frequency Information data object
	Network Parameters (EFNETPAR)

	'A2'
	TDD frequency information

The following tags are encapsulated within 'A2':


'80' 
TDD Intra Frequency Information data object


'81' 
TDD Inter Frequency Information data object
	Network Parameters (EFNETPAR)

	'A3'
	Service provider display information

The following tags are encapsulated within 'A3':


'80' 
Service provider PLMN list 
	Service Provider Display Information (EFSPDI)

	'A8'
	Indicator for type 1 EFs (amount of records equal to master EF)

The following tags are encapsulated within 'A8':

'C0'
EFADN data object


'C1'
EFIAP data object


'C3'
EFSNE data object


'C4'
EFANR data object


'C5'
EFPBC data object


'C6'
EFGRP data object


'C9'
EFUID data object


'CA'
EFEMAIL data object

'CC'
EFPURI data object
	Phone Book Reference File (EFPBR)

	'A9'
	Indicator for type 2 EFs (EFs linked via the index administration file)
The following tags are encapsulated within 'A9':

'C3'
EFSNE data object


'C4'
EFANR data object


'CA'
EFEMAIL data object

'CC'
EFPURI data object
	Phone Book Reference File (EFPBR)

	'AA'
	Indicator for type 3 EFs (EFs addressed inside an object using a record identifier as a pointer)

The following tags are encapsulated within 'AA':


'C2'
EFEXT1 data object


'C7'
EFAAS data object


'C8'
EFGAS data object


'CB'
EFCCP1 data object
	Phone Book Reference File (EFPBR)

	'AB'
	MMS Connectivity Parameters:

The following are encapsulated under ‘AB’:


'80'   MMS Implementation Tag


'81'   MMS Relay/Server Tag


'82'   Interface to core network and bearer Tag

'83'   Gateway Tag
'84'   Reserved for 3GPP2: MMS Authentication Mechanism Tag
'85'   Reserved for 3GPP2: MMS Authentication User Name Tag
	MMS Connectivity Parameters (EFMMSICP / EFMMSUCP)

	'DB'
	Successful 3G authentication
	Response to AUTHENTICATE

	'DB'
	Successful VGCS/VBS operation authentication tag
	Response to AUTHENTICATE

	'DB'
	Successful GBA operation tag
	Response to AUTHENTICATE

	'DC'
	Synchronisation failure
	Response to AUTHENTICATE

	'DD'
	Access Point Name
	APN Control List (EFACL)

	'DD'
	GBA Security Context Bootstrapping Mode tag
	AUTHENTICATE command parameter, in GBA security context

	'DE'
	GBA Security Context NAF Derivation Mode tag
	Response to AUTHENTICATE


NOTE:
the value 'FF' is an invalid tag value. For ASN.1 tag assignment rules see ISO/IEC 8825-1 [35]

END of 9th CHANGE

-----------------------------------------------------------------------------------------------------------------------------------

START of 10th CHANGE

Annex E (informative):
Suggested contents of the EFs at pre‑personalization
If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests values in these cases.

	File Identification
	Description
	Value

	'2F00'
	Application directory
	Card issuer/operator dependent

	[…]
	
	

	‘6FF2’
	IMEI(SV) Pairing Devices
	'FF…FF'

	‘6FXX’
	GBA Push NAF SA List
	'FF…FF'


NOTE 1:
The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible value 'FFFFFF', because the INCREASE command does not update EFACM if the units to be added would exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2:
xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].

END of 10th CHANGE

