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9
AUTHENTICATE

9.1
Functional description

An appropriate application shall be selected in the UICC before issuing this command. The function initiates the computation of authentication data by the UICC using a challenge sent from the terminal and a secret stored in the UICC. This command can be used with an EVEN or an ODD instruction (INS) code. 

The EVEN instruction code can be used when the challenge data provided by the terminal is not TLV encapsulated data and the length of the challenge data provided by the terminal is less than 256 bytes. 

The support of the ODD instruction code is application specific. It is used when challenge and response data is TLV encapsulated regardless of their length. Terminals and UICCs that do not support applications requiring TLV format do not have to support AUTHENTICATE command with ODD instruction code.

EVEN INS code

Input:

· Challenge data.

Output:

· Authentication and ciphering data.

ODD INS code

The authentication data and the authentication response data are encapsulated in BER-TLV objects structured as defined in clause 11.3 using tag '73' for BER-TLV structured data and tag '53' otherwise. 

This command can chain successive blocks of authentication data, with a maximum size of 255 bytes each, required for one authentication operation using P1 to indicate the first/next block. The terminal performs the segmentation of the data, and the UICC the concatenation of the data. The first AUTHENTICATE APDU is sent with P1 indicating "First block of authentication data". Following  AUTHENTICATE APDUs are sent with P1 indicating "Next block of authentication data". As long as the UICC has not received all segments of the authentication data it shall answer with SW  '63 F1'. When all segments of the authentication data are received, the UICC shall calculate the authentication response and answer with SW  '62 F3'.  

The authentication response data is retrieved from the UICC using one or more separate AUTHENTICATE APDUs with the same chaining mechanism as for the authentication data. The UICC performs the segmentation of the data, and the terminal the concatenation of the response data. The first AUTHENTICATE APDU is sent with P1 indicating "First block of authentication response data". Following  AUTHENTICATE APDUs are sent with P1 indicating "Next block of authentication response data". As long as the UICC has not sent all segments of the authentication response data it shall answer with SW  '62 F1'. When all segments of the authentication response data are sent, the UICC shall answer with SW  '90 00'.  

The terminal may issue a AUTHENTICATE APDU indicating "retransmit previous block of authentication data" or "retransmit previous block of authentication response data". Except for P1 the terminal shall use the same parameters as in the previous command.

NOTE :
This mechanism avoids repeating of a whole chain, if a problem is detected by the terminal after a substantial part of the segmented object was already transmitted.

If  P1 indicates "First block of authentication data" or  "Next block of authentication data":

Input:

-
Authentication data encapsulated in a BER-TLV data object.

Output:

-
None.

If  P1 indicates "First block of authentication response data" or  "Next block of authentication response data":

Input:

-
None.

Output:

-
Authentication response data encapsulated in a BER-TLV data object.

9.2
Command parameters and data
EVEN INS code

	Code
	Value

	CLA
	As specified in clause 10.1.1 of TS 102 221 [1]

	INS
	As specified in clause 10.1.2 of TS 102 221 [1]

	P1
	'00'

	P2
	See table 9.1

	Lc
	Length of the subsequent data field

	Data
	Authentication related data

	Le
	Length of the response data


NOTE 1:
Parameter P1 = '00' indicates that no information on the algorithm is given. The algorithm is implicitly known in the context of the selected application.

Table 9.1: Coding of P2

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	B1
	Meaning

	0
	0
	0
	0
	0
	0
	0
	0
	No information given

	0
	-
	-
	-
	-
	-
	-
	-
	Global reference data (e.g. MF specific KEY)

	1
	-
	-
	-
	-
	-
	-
	-
	Specific reference data (e.g. DF specific/application dependent KEY)

	-
	X
	X
	-
	-
	-
	-
	-
	'00' (other values are RFU)

	-
	-
	-
	X
	X
	X
	X
	X
	Reference data number ('01' to '1F')


NOTE 2:
Parameter P2 = '00' indicates that no information on the key is given. The key is implicitly known in the context of the selected application.

Command data:

	Byte(s)
	Description
	Length

	1 to Lc
	Authentication related data (see note)
	Lc

	NOTE:
The command data must be specified by each application specific document.


Response data (generic):

	Byte(s)
	Description
	Length

	1 to Le
	Authentication related data (see note)
	Le

	NOTE:
The response data must be specified by each application specific document.


ODD INS code

P1 indicates "First block of authentication data" or  "Next block of authentication data":

	Code
	Value

	CLA
	As specified in clause 10.1.1 of TS 102 221 [1]

	INS
	As specified in clause 10.1.2 of TS 102 221 [1]

	P1
	See table 9.2

	P2
	See table 9.1

	Lc
	Length of the subsequent data field

	Data
	Authentication related data

	Le
	Not present


P1 indicates "First block of authentication response data" or  "Next block of authentication response data":

	Code
	Value

	CLA
	As specified in clause 10.1.1 of TS 102 221 [1]

	INS
	As specified in clause 10.1.2 of TS 102 221 [1]

	P1
	See table 9.2

	P2
	See table 9.1

	Lc
	Not present

	Data
	Not present

	Le
	Length of the response data


Table 9.2: Coding of P1

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	
	
	
	0
	0
	0
	0
	0
	Parameter P1 = 'XXX0 0000' indicates that no information on the algorithm is given. The algorithm is implicitly known in the context of the selected application.

	
	
	
	X
	X
	X
	X
	X
	Reserved for information on the algorithm to be used by the authenticate command

	1
	0
	0
	-
	-
	-
	-
	-
	First block of authentication data

	0
	0
	0
	-
	-
	-
	-
	-
	Next block of authentication data

	0
	1
	0
	-
	-
	-
	-
	-
	Retransmit previous block of authentication data

	1
	0
	1
	-
	-
	-
	-
	-
	First block of authentication response data

	0
	0
	1
	-
	-
	-
	-
	-
	Next block of authentication response data

	0
	1
	1
	-
	-
	-
	-
	-
	Retransmit previous block of authentication response data


Command data

	Byte(s)
	Description
	Length

	1 to Lc
	TLV encapsulated authentication related data, possibly segmented (see note)
	Lc

	NOTE:
The command data must be specified by each application specific document.


Response data (generic):

	Byte(s)
	Description
	Length

	1 to Le
	TLV encapsulated authentication response related data, possibly segmented (see note)
	Le

	NOTE:
The response data must be specified by each application specific document.


9.3
Status Words of the Commands

The following status words are specifcly to the odd instruction code:
	SW1
	SW2
	Description

	'62'
	'F1'
	‑
More data available

	'62'
	'F3'
	‑
Authentication response data available

	'63'
	'F1'
	‑
More data expected


The following table shows for each command the possible status conditions returned (marked by an asterisk *). 

Commands and status words

	Status Words
	AUTHENTICATE

	90 00
	*

	91 XX
	*

	93 00
	

	98 50
	

	98 62
	*

	98 64
	*

	98 65
	*

	62 00
	*

	62 81
	

	62 82
	

	62 83
	

	62 F1
	*

	62 F3
	*

	63 CX
	

	63 F1
	*

	64 00
	*

	65 00
	*

	65 81
	*

	67 00
	*

	67 XX – (see note)
	*

	68 00
	*

	68 81
	*

	68 82
	*

	69 81
	

	69 82
	*

	69 83
	

	69 84
	*

	69 85
	*

	69 86
	

	6A 80
	

	6A 81
	*

	6A 82
	

	6A 83
	

	6A 86
	*

	6A 87
	

	6A 88
	*

	6B 00
	*

	6E 00
	*

	6F 00
	*

	6F XX – (see note)
	*

	NOTE:
Except SW2 = '00'.
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