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7.1.2
Command parameters and data
This command can be used with an EVEN or an ODD instruction (INS) code. 
The EVEN instruction code can be used when the length of the challenge data provided by the terminal is ≤ 256 bytes. The ODD instruction code is used when the length of the challenge data provided by the terminal is higher than 256 bytes.

EVEN INS code
	Code
	Value

	CLA
	As specified in TS 31.101

	INS
	'88'

	P1
	'00'

	P2
	See table below

	Lc
	See below

	Data
	See below

	Le
	'00', or maximum length of data expected in response


Parameter P2 specifies the authentication context as follows:

Coding of the reference control P2

	Coding

b8-b1
	Meaning

	'1-------'
	Specific reference data (e.g. DF specific/application dependant key)

	'----- X XX'
	Authentication context:

000 GSM context

001 3G context

010 VGCS/VBS context

100 GBA context

101 MBMS context


All other codings are RFU.
ODD INS code

The authentication data is encapsulated in the discretionary data object identified by tag'53' or '73' when sent over the interface. This command shall chain successive blocks of data, with a maximum size of 254 bytes each, into several Authenticate commands. The terminal is in charge of performing the segmentation of the data, and the UICC is in charge of the concatenation of the data.
The UICC shall return the authenticate response followed by the status word SW ’90 00’. If the expected response data is higher than 254 bytes the terminal shall set Le='00' in the command header. If the authenticate response from the UICC exceeds 254 bytes the status word shall be SW1/SW2 = ’61 XX’, instructing the application layer of the terminal to issue a GET RESPONSE command with a maximum length of SW2='XX'. The terminal shall continue to issue GET RESPONSE command until the UICC returns the bytes of data requested followed by SW1/SW2 = ’61 XX’. The transfer of data from the UICC to the terminal is terminated when the UICC returns SW1/SW2 = ’90 00’.
Input:

-
Challenge data encapsulated in the discretionary data object identified by tag '53' or '73'.

Output:

-
Authentication and ciphering data encapsulated in the discretionary data object identified by tag '53' or '73'.

	Code
	Value

	CLA
	As specified in TS 31.101

	INS
	'89'

	P1
	See table xx

	P2
	See table yy

	Lc
	Length of the subsequent data field

	Data
	Authentication related data

	Le
	'00', or maximum length of data expected in response


Parameter P1 is used to control the data exchange between the terminal and the UICC as follow:
Table xx: Coding of P1
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	0
	0
	0
	0
	0
	0
	0
	0
	The length of the data message is less or equal than 254 byte and therefore transmitted in a single block.

	0
	0
	0
	0
	0
	0
	0
	1
	First block

	0
	0
	0
	0
	0
	0
	1
	0
	Next block

	0
	0
	0
	0
	0
	0
	1
	1
	Last block

	Any other value
	RFU


-
The transfer of data shall be initiated by a first Authenticate command identified by P1 indicating "First Block" (i.e. P1=’01’). The UICC shall return the appropriate status word.

-
The transfer, if necessary, is continued by Authenticate command identified by P1 indicating "Next Block" (i.e. P1=’10’). The UICC shall return the appropriate status word.

-
The transfer of data is terminated by Authentication command identified by P1 indicating “Single Block” (i.e. P1=’00’) or “Last Block” (i.e. P1=’11’). The UICC shall not start the execution of the authentication function until all the data blocks are received and therefore the complete data object is received.

If the blocks used within the command are run out of sequence, the card shall return SW1/SW2 = ‘98 66’.

Parameter P2 specifies the authentication context as follows:

Table yy: Coding of the reference control P2

	Coding

b8-b1
	Meaning

	'1-------'
	Specific reference data (e.g. DF specific/application dependant key)

	'----- X XX'
	Authentication context:

000 GSM context

001 3G context

010 VGCS/VBS context

100 GBA context

101 MBMS context


All other codings are RFU.
Command parameters/data:

7.1.2.1
GSM/3G security context

[…]

7.1.2.5
MBMS security context (All Modes)

	Byte(s)
	Description
	Coding
	Length

	1 to A bytes (A ≤ 3)
	MBMS Data Object tag (‘53’ or ‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+1 to A+B bytes (B ≤ 4)
	MBMS Data Object length (L1)
	As defined in TS 31.101 [11] for BER-TLV data object
	B

	A+B+1
	MBMS Security Context Mode
	See below
	1

	
	
	
	

	A+B+2 to (A+B+L1+1)
	MIKEY message
	
	L1-1


Parameter MBMS Security Context Mode specifies the MBMS mode in which MBMS security procedure is performed as follows:

Coding of MBMS Security Context Mode

	Coding
	Meaning

	'01'
	MSK Update Mode

	‘02'
	MTK Generation Mode


Response parameters/data, MBMS security context (MSK Update Mode), command successful:

	Byte(s)
	Description
	Coding
	Length

	1 to A bytes (A ≤ 3)
	MBMS operation response Data Object tag (‘53’ or ‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+1 to A+B bytes (B ≤ 4)
	MBMS operation response Data Object length (L1)
	As defined in TS 31.101 [11] for BER-TLV data object
	B

	A+B+1
	"Successful MBMS operation" tag = 'DB' (see note 1)
	
	1

	A+B+2
	Length of MIKEY (L) (see note 1)
	
	1

	A+B+3 to (A+B+L+2)
	MIKEY message (see note 1)
	
	L

	NOTE 1: Parameter present if a MIKEY verification message is returned.


Response parameters/data, MBMS security context (MTK Generation Mode), command successful:

	Byte(s)
	Description
	Coding
	Length

	1 to A bytes (A ≤ 3)
	MBMS operation response Data Object tag (‘53’ or ‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	

	A+1 to A+B bytes (B ≤ 4)
	MBMS operation response Data Object length (L1)
	As defined in TS 31.101 [11] for BER-TLV data object
	

	A+B+1 to A+B+1
	"Successful MBMS operation" tag = 'DB'
	
	1

	A+B+2 to A+B+2
	Length of MTK and Salt (if Salt key is available) (L)
	
	1

	A+B+3 to (A+B+L+2)
	MTK || Salt (if available)
	
	L


The coding of parameters is described in TS 33.246 [43].

7.3.1
Security management

	SW1
	SW2
	Error description

	'98'
	'62'
	‑
Authentication error, incorrect MAC

	'98'
	'64'
	‑
Authentication error, security context not supported

	'98'
	'65'
	‑
Key freshness failure

	'98'
	'66'
	‑
Authentication error, command run out of sequence


7.3.2
Status Words of the Commands

The following table shows for each command the possible status conditions returned (marked by an asterisk *). 

Commands and status words

	Status Words
	AUTHENTICATE

	90 00
	*

	91 XX
	*

	93 00
	

	98 50
	

	98 62
	*

	98 64
	*

	98 65
	*

	98 66
	*

	62 00
	*

	62 81
	

	62 82
	

	62 83
	

	63 CX
	

	64 00
	*

	65 00
	*

	65 81
	*

	67 00
	*

	67 XX – (see note)
	*

	68 00
	*

	68 81
	*

	68 82
	*

	69 81
	

	69 82
	*

	69 83
	

	69 84
	*

	69 85
	*

	69 86
	

	6A 80
	

	6A 81
	*

	6A 82
	

	6A 83
	

	6A 86
	*

	6A 87
	

	6A 88
	*

	6B 00
	*

	6E 00
	*

	6F 00
	*

	6F XX – (see note)
	*

	NOTE:
Except SW2 = '00'.


7.3.2
Status Words of the Commands

The following table shows for each command the possible status conditions returned (marked by an asterisk *). 

Commands and status words

	Status Words
	AUTHENTICATE

	90 00
	*

	91 XX
	*

	93 00
	

	98 50
	

	98 62
	*

	98 64
	*

	98 65
	*

	62 00
	*

	62 81
	

	62 82
	

	62 83
	

	63 CX
	

	64 00
	*

	65 00
	*

	65 81
	*

	67 00
	*

	67 XX – (see note)
	*

	68 00
	*

	68 81
	*

	68 82
	*

	69 81
	

	69 82
	*

	69 83
	

	69 84
	*

	69 85
	*

	69 86
	

	6A 80
	

	6A 81
	*

	6A 82
	

	6A 83
	

	6A 86
	*

	6A 87
	

	6A 88
	*

	6B 00
	*

	6E 00
	*

	6F 00
	*

	6F XX – (see note)
	*

	NOTE:
Except SW2 = '00'.
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