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1. Introduction
<Introduction part (optional)>
2. Reason for Change
UP path validation needs to be described to deal with the EN.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.892 v1.0.0.

* * * First Change * * * *
[bookmark: _Toc2958356]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U)".
[3]	IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification".
[4]	IETF RFC 8200: "Internet Protocol, Version 6 (IPv6) Specification".
[5]	IETF RFC 8402: "Segment Routing Architecture".
[6]	IETF draft-ietf-6man-segment-routing-header-16: "IPv6 Segment Routing Header (SRH)".
[7]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[8]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[9]	3GPP TS 29.244: "Interface between the Control Plane and the User Plane Nodes; Stage 3".
[10]	3GPP TS 38.415: "NG-RAN; PDU Session User Plane Protocol".
[11]	3GPP TS 23.527: "5G System; Restoration Procedures".
[12]	3GPP TS 38.300: "NR; NR and NG-RAN Overall Description; Stage 2".
[13]	IETF RFC 6437: "IPv6 Flow Label Specification".
[14]	IETF draft-ali-spring-srv6-oam-01: "Operations, Administration, and Maintenance (OAM) in SRv6".
[15]	IETF RFC 1027: "Using ARP to Implement Transparent Subnet Gateways".
[16]	IETF RFC 4861: "Neighbor Discovery for IP version 6 (IPv6)".
[17]	3GPP TS 29.060: "GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".
[18]	IETF RFC 2401: "Security Architecture for the Internet Protocol".
[19]	IETF RFC 4301: "Security Architecture for the Internet Protocol".
[20]	IETF RFC 6935: "IPv6 and UDP Checksums for Tunneled Packets".
[21]	IETF RFC 6936: "Applicability Statement for the Use of IPv6 UDP Datagrams with Zero Checksums".
[22]	3GPP TR 23.725: "Study on enhancement of Ultra-Reliable Low-Latency Communication (URLLC) support in the 5G Core network (5GC)"
[23]	3GPP TR 23.726: " Study on Enhancing Topology of SMF and UPF in 5G Networks"
[24]	3GPP TS 23.214: "Architecture enhancements for control and user plane separation of EPC nodes; Stage 2".
[25]	3GPP TS 29.510: "Network Function Repository Services, Stage 3"
[26]	IETF RFC 4213: "Basic Transition Mechanisms for IPv6 Hosts and Routers".
[27]	IETF RFC 5969: "IPv6 Rapid Deployment on IPv4 Infrastructures (6rd) Protocol Specification".
[x]	IETF draft-ietf-spring-segment-routing-policy-02: "Segment Routing Policy Architecture".

* * * Next Change * * * *
[bookmark: _Toc2958375]6.1	GTP-U
[bookmark: _Toc2958376]6.1.1	Description
[bookmark: _Toc2958377]6.1.1.1	General
GTP-U is a tunneling protocol between given a pair of GTP-U tunnel endpoints. A Tunnel Endpoint ID (TEID) value allocated on each end point indicates which tunnel a particular T-PDU belongs to. That is described in subclause 4.2.1 of 3GPP TS 29.281 [2].
The receiving endpoint individually allocates the TEID and the sender tunnel endpoint encapsulates the packet from/to the UE with the TEID at the receiving endpoint in GTP-U header on top of UDP and IPv4 or IPv6.
[bookmark: _Toc2958378]6.1.1.2	IP Transport for GTP-U
GTP-U supports both IPv4 and IPv6 as underlying transport layer protocol. As for IPv6, GTP-U specification refers to IETF RFC 2460 [3], which is described in subclause 4.2.3 of 3GPP TS 29.281 [2]. An analysis of the differences in the latest IETF RFC 8200 [4] for IPv6 and their impact on GTPU protocol is specified in subclause 6.1.2.
UDP is utilized for GTP-U encapsulation and UDP destination port is 2152 which is assigned by IANA. Allocation of UDP source port depends on sender tunnel endpoint node. 
GTP-U can be transported using transport technologies, such as L2 or L3 VPNs, MPLS-based services or segment routing (SR-MPLS or SRv6), as described in subclause 5.2.1.2.
In case that some specific transport technology of GTP-U (e.g; SR-MPLS or SRv6), the intended path in the transport networks is encoded in the transport protocol header corresponding to Network Instance.
UDP checksum can be used to detect packet corruptions, if required.

* * * Next Change * * * *
[bookmark: _Toc2958402]6.2.2.4.2	SRv6 in Enhanced mode
SRv6 in enhanced mode works over N9 as follows:
-	UPFs over N9 are SRv6 capable;
-	the N9 path may integrate transport slice of underlay network mapping to Network Instance based on local information;
-	when sending a packet on N9, the UPF creates one or multiple SIDs in a SRH to encapsulate T-PDU. What those SIDs represent is out of scope of 3GPP. The last SID contains the IPv6 address of the next UPF and the TEID encoded as argument identifying the PDU N4 session at the next UPF;
-	the UPF receiving the packet on the N9 hop identifies the PDU N4 session using the IPv6 address received in the Destination Address.
-	as same as Traditional mode, packet processing functions in each UPF are controlled by the SMF provisioning packet processing rules (PDR/FAR/QER/URR) to the UPF over N4, using existing PFCP protocol.
[bookmark: _Toc2958403]6.2.2.4.2.1	Uplink
The Figure 6.2.2.4.2.1-1 shows how SRv6 in Enhanced mode can be used as a user plane protocol over N9 uplink in the current 5G System Architecture with an end-to-end transport network slice (and an associated ultra-low-latency SLA).

Figure 6.2.2.4.2.1-1: Uplink Packet flow using SRv6 Enhanced Mode
Note:	C1 and C2 in the diagram are non-3GPP functions/entities.
The PDU arrives from the UE. The gNB encapsulates the PDU, adding an IPv6, UDP and GTP-U headers. The packet is destined towards the UPF U1.
Upon packet arrival, the UPF U1 processes the packet, removing the IPv6, UDP and GTP headers and it will then re-encapsulate it with an outer IPv6 header with an SRH based on the rules (PDR/FAR) associated to the corresponding N4 session provisioned by the SMF in UPF1 over N4. 
The SRH contains the set of SIDs mapping to the provisioned Network Instance in the FAR based on local information. The last SID in the SRH shall be the SID identifying the N4 session at the next UPF, I-UPF U2.
The IPv6 Source address will be set to the UPF U1 IP address. The IPv6 Destination Address will be set to the first SRv6 segment. The IPv6 Flow Label is computed as per IETF RFC 6437 [13].
One simple transport slice example here is used as an example to explain the packet flow. The packet leaves the UPF1 and is forwarded on the N9 interface up to the node C1. Once the packet arrives to C1, the function 1 is going to be executed, which is fundamental SRv6 endpoint function described in subclause 6.2.1.2. The IPv6 Destination Address is updated to the next segment, U:2:TEID, the last SID in the SRH. The SRH Segment Left value is decremented, and since now the value is at zero the router pops the SRH.
The packet is forwarded through the shortest path up to the next segment U:2:TEID, which identifies the N4 session on the I-UPF U2. Once the packet arrives at U2, the UP functions are executed by U2, based on the rules (PDR/FAR/QER/URR) associated to the corresponding N4 session provisioned by the SMF in U2 over N4. Note that the I-UPF behaves as an Intra/Inter-RAT anchor point.
The I-UPF U2, after packet processing based on the provisioned rules, will insert again an SRH that will contain the set of SIDs mapping to the provisioned Network Instance in the FAR based on local information. The last SID in the SRH shall be the SID identifying the N4 session at the next UPF, A-UPF U3.
The IPv6 Source address will be set to the UPF U2 IP address. The IPv6 Destination Address will be set to the first SRv6 segment, C2 in this example. The IPv6 Flow Label is computed as per IETF RFC 6437 [13].
Packet is forwarded up to the node C2. Again, this node executes the function 1 which belongs to the endpoint function. The IPv6 Destination Address is updated with the next segment (U:3:TEID) , the last SID in the SRH. The node pops the SRH out since the decremented Segment Left in the SRH becomes zero.
Packet is forwarded through the shortest path up to the next segment U:3:TEID, which identifies the N4 session on the UPF U3 (PSA). Once the packet arrives at U3, the UP functions are executed by U3, based on the rules (PDR/FAR/QER/URR) associated to the corresponding N4 provisioned by the SMF in U3 over N4. As the UPF U3 behaves as a PSA, the PDU is decapsulated and forwarded over the N6 interface.
[bookmark: _GoBack]The Network Instance process of UPF will validate the intended path encoded in the SRH. IETF draft-ietf-spring-segment-routing-policy-02 [x] specifies the validation for segment routing policy of the intended path and packet steering to the path. By that, the Network Instance process of UPF should declare the intended path when the reachability for all SIDs in the path can’t be resolved with the means of routing mechanisms in the SRv6 transport.
Editor's Note:	Since this solution requires the UPF to encode transport layer router's addresses in the user plane protocol, whether the user plane protocol needs to support detecting and recovering from transport layer failure is FFS.

* * * End of Changes * * * *
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