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1. Introduction
<Introduction part (optional)>
2. Reason for Change
Describe the additional implications on SBA architecture from applying QUIC. 
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.893 v0.4.0.

* * * First Change * * * *
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* * * Next Change * * * *
[bookmark: _Toc531930826]9.2	HTTP Proxy Traversal
As described in subclause 6.2, IETF has not yet clearly specified how HTTP/23 over QUIC works when there are proxies on path. The current drafts only define the use of HTTP CONNECT method from the client to the proxy and TCP thereafter. Hence at least until a solution for the use of hop by hop QUIC when HTTP proxies are involved is well specified in IETF, QUIC cannot be used in deployments where HTTP proxies are acting as intermediaries between NF services. 
Editor's Note: Other impacts are FFS. 
Editor's Note: Whether a specific action be sent to IETF is FFS.

* * * Next Change * * * *
[bookmark: _Toc531930828]9.x	QUIC’s Security Mechanisms
QUIC as currently specified do not support any unencrypted mode, nor unauthenticated. This have several implications on the SBA architecture. Some of them have already been touched upon before.
· There is a requirement (see section 2.3 of draft-ietf-quic-http [7]) of explicitly addressing the QUIC peer when establishing a connection and include the target domain in the TLS handshake using SNI or other mechanism. This prevents any type of transparent HTTP proxies, and the next hop must always be known by the client. 
· Use of any HTTP proxy will require additional functionality as discussed in Section 9.2 and where only the one type of proxying, i.e. the use HTTP Connect method to establish end-to-end TLS connections over TCP from proxy to designated target domain. The other proxy cases discussed in Section 6 lacks mature specifications. The current implication is that to enable QUIC in Release 16 SBA Architecture needs to be capable of operating without any HTTP proxies. 
· Potential use of HTTP opportunistic security [26] for any http:// requests over QUIC. This requires an additional QUIC connection as the http:// and https:// requests are not allowed in the same connection. It also requires additional HTTP server support to indicate this capability. This could enable QUIC migrations even if there are still some SBIs that doesn’t support https:// based requests. However, if such interfaces exist it would be securer to upgrade them to support https://.
To summarize, with the current version of QUIC and HTTP3/QUIC the 3GPP SBA architecture needs to assume that all requests and SBI will only use https:// requests, that they will explicitly address the target NF, and that there is no possibility to deploy HTTP Proxies or other intermediaries acting above UDP layer in between NFs.  
9.x	TCP Decommission in Migration Impacts Architecture
As discussed in Section 8.4.4 there are certain requirements to enable decommissioning of TCP in a migration to QUIC. This also have certain architectural impacts. It requires a possibility to perform the first request to any NF using QUIC. The current specifications in IETF are not yet addressing such use cases, instead they assume that one will start with retrieving alt-svc information using HTTP over TCP and TLS. Thus, to support TCP decommission there need to be specified how one instructs a client to use QUIC directly to query without any prior alt-svc phase, primarily to issue requests to the NRF. The NRF can then likely function as solution for learning that QUIC is required for the other NFs. 

* * * End of Changes * * * *

