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* * * First Change * * * *
5.2.2.2.2	Procedure using CheckEquipmentIdentity Operation
The NF Service Consumer (e.g. AMF) shall check the PEI by using the HTTP GET method as shown in Figure 5.2.2.2.2-1.





Figure 5.2.2.2.2-1: PEI status check by the NF Service Consumer
1.	The NF Service Consumer (e.g. AMF) sends a GET request to the resource representing the PEI equipment Status. It shall include the PEI as a query parameter and, optionally, the SUPI and/or GPSI may also be included.
2a.	On success, "200 OK" with the message body containing the equipment status of the PEI. 
2b.	If the PEI is not known, "404 Not Found" with the message body containing a ProblemDetails object, with the "details" attribute set to "ERROR_EQUIPMENT_UNKNOWN". When receiving the response from the 5G-EIR, the NF Service Consumer (e.g. AMF) shall check the equipment Status and the detailed problem. Dependent upon the result, the NF Service Consume will decide its subsequent actions (e.g. sending a Registration Reject if the 5G-EIR indicates that the PEI is unknown or blacklisted).
The definition of the equipment-status resource is specified in subclause 6.1.3.
[bookmark: _Toc532995192]* * * Next Change * * * *
[bookmark: _Toc532995208]6.1.3.2.3.1	GET
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.
Table 6.1.3.2.3.1-1: URI query parameters supported by the GET method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	pei
	Pei
	M
	1
	 The PEI of the UE shall be included for equipment identify checking

	supi
	Supi
	O
	0..1
	The SUPI of the UE

	gpsi
	Gpsi
	O
	0..1
	The GPSI of the UE



This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the GET Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.1.3.2.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	EirResponseData
	M
	1
	200 OK
	Upon success, a response body containing the Equipment Status shall be returned  


	ProblemDetails
	M
	1
	404 Not Found
	The equipment identify checking has failed.
The "cause" attribute shall be set to the following application error:
- ERROR_EQUIPMENT_UNKNOWN
See table 6.1.5.3-1 for the description of this error.
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[bookmark: _Toc532995210]6.1.4.1	General
This subclause specifies the application data model supported by the API.
Table 6.1.4.1-1 specifies the data types defined for the n5g-eir-eic service based interface protocol.
Table 6.1.4.1-1: n5g-eir-eic specific Data Types
	Data type
	Section defined
	Description

	EirResponseData
	6.1.4.2.2
	

	EquipmentStatus
	6.1.4.3.3
	Equipment status of the PEI, this data type is string.


 
Table 6.1.6.1-2 specifies data types re-used by the N<NF> service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the N<NF> service based interface. 
Table 6.1.4.1-2: 5g-eir-eic  re-used Data Types
	Data type
	Reference
	Comments

	Pei
	3GPP TS 29.571[6]
	Data type representing the PEI of the UE.

	Supi
	3GPP TS 29.571 [6]
	Data type representing the SUPI of the subscriber.
pattern: "(imsi-[0-9]{5,15}|nai-.+)"

	ProblemDetails
	3GPP TS 29.571 [6]
	Common data type for error responses

	Gpsi
	3GPP TS 29.571 [6]
	Data type representing the GPSI of the subscriber.



[bookmark: _Toc532995211]* * * Next Change * * * *
[bookmark: _Toc532995229]A.2	N5g-eir_EquipmentIdentityCheck Service API
openapi: 3.0.0
info:
  version: '1.0.0'
  title: '5G-EIR Equipment Identity Check'
  description: '5G-EIR Equipment Identity Check Service'
servers:
  - url: '{apiRoot}/n5g-eir-eic/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in subclause subclause 4.4 of 3GPP TS 29.501
security:
  - {}
  - oAuth2ClientCredentials:
      - n5g-eir-eic
paths:
  /equipment-status:
    get:
      summary: Retrieves the status of the UE
      operationId: GetEquipmentStatus
      tags:
        - Equipment Status (Document)
      parameters:
        - name: pei
          in: query
          description: PEI of the UE
          required: true
          schema:
            $ref: '#/components/schemas/Pei' 
        - name: supi
          in: query
          description: SUPI of the UE
          required: false
          schema:
            $ref: '#/components/schemas/Supi' 
        - name: gpsi
          in: query
          description: GPSI of the UE
          required: false
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/EirResponseData'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'        '404':
          description: PEI Not Found
          content:
            application/problem+json:
              schema:
                $ref: '#/components/schemas/ProblemDetails'
        '414':
          $ref: 'TS29571_CommonData.yaml#/components/responses/414'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
          content:
            application/problem+json:
              schema:
                $ref: '#/components/schemas/ProblemDetails'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows: 
        clientCredentials: 
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            n5g-eir-eic: Access to the N5g-eir_EquipmentIdentityCheck API
  schemas:
    EirResponseData:
      type: object
      required:
        - status
      properties:
        status:
            $ref: '#/components/schemas/EquipmentStatus'
    Pei:
      type: string
      pattern: "([0-9]{14})"
    Supi:
      type: string
      pattern: "(imsi-[0-9]{5,15}|nai-.+)"
    EquipmentStatus:
      type: string
      enum:
        - WHITELISTED
        - BLACKLISTED
        - GREYLISTED
    ProblemDetails:
      description: 'https://www.rfc-editor.org/rfc/rfc7807.txt'
      type: object
      required:
        - type
      properties:
        type:
          type: string
        title:
          type: string
        status:
          type: integer
        detail:
          type: string
        instance:
          type: string
externalDocs:
  description: 3GPP TS 29.511 V15.2.0; 5G System; Equipment Identity Register Services; Stage 3
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.511/'
[bookmark: historyclause][bookmark: _Toc532995230]
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