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* * * First Change * * * *
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AMF
Access and Mobility Management Function

API
Application Programming Interface
AUSF
Authentication Server Function

MAC
Message Authentication Code

NF
Network Function

SEAF
SEcurity Anchor Function

SoR
Steering of Roaming
UPU
UE Parameter Update
URI
Uniform Resource Identifier
* * * Next Change * * * *
5.1
Introduction

The AUSF offers to NF Service Consumers (e.g. AMF) the following services:

-
Nausf_UEAuthentication

-
Nausf_SoRProtection
-
Nausf_UPUProtection
* * * Next Change * * * *
5.4
Nausf_UPUProtection Service

5.4.1
Service Description

The AUSF is acting as NF Service Producer. It provides UPUProtection service to the NF Service Consumer. 

This service permits to provide the NF Service Consumer (e.g. UDM) with the UPU-MAC-IAUSF and CounterUPU to protect the the UE Parameter Update Information from being tampered with or removed by the VPLMN.

In option this service also allows to provide the NF Service Consumer (e.g. UDM) with the UPU-XMAC-IUE that allows the NF Service Consumer (e.g. UDM) to verify that the UE received the UE Parameter Update Information.

5.4.2
Service Operations

5.4.2.1
Introduction

The service operation defined for the Nausf_UPUProtection is as follows:

-
Protect

5.4.2.2
Protect

5.4.2.2.1
General

The Protect service operation is used in the following procedures:

-
Procedure for UE Parameters Update (see subclause 6.152.1 of 3GPP TS 33.501 [8]);

The NF Service Consumer (e.g. UDM) uses this service operation to request the AUSF to compute the UPU-MAC-IAUSF and the CounterUPU by providing UPU data. The NF Service Consumer (e.g. UDM) may also request the AUSF to compute the UPU-XMAC-IUE by providing the indication that an acknowledgement is requested from the UE.
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Figure 5.4.2.2-1: UPU protection
1.
The NF Service Consumer (e.g. UDM) shall send a POST request to the AUSF that was used to authenticate the UE. The payload of the body shall contain the UPU Data and the acknowledge indication.

2a.
On success, "200 OK" shall be returned. The payload body shall contain the requested security material necessary to protect the UPU procedure.

2b.
On failure, one of the HTTP status code listed in table 6.2.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.2.7.3-1. If the CounterUPU associated with the KAUSF of the UE, is about to wrap around, the AUSF shall use the "COUNTER-WRAP" cause.

* * * Next Change * * * *
6.3
Nausf_UPUProtection Service API

6.3.1
API URI

URIs of this API shall have the following root:

{apiRoot}/{apiName}/{apiVersion}/

where "apiRoot" is defined in subclause 4.4.1 of 3GPP TS 29.501 [5], the "apiName" shall be set to "nausf-upuprotection" and the "apiVersion" shall be set to "v1" for the current version of this specification.

6.3.2
Usage of HTTP

6.3.2.1
General

HTTP/2, as defined in IETF RFC 7540 [6], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].

6.3.2.2
HTTP standard headers

6.3.2.2.1
General

The usage of HTTP standard headers is specified in subclause 5.2.2 of 3GPP TS 29.500 [4].

6.3.2.2.2
Content type 

The following content types shall be supported:

-
JSON, as defined in IETF RFC 8259 [7], shall be used as content type of the HTTP bodies specified in the present specification as indicated in subclause 5.4 of 3GPP TS 29.500 [4].

-
The Problem Details JSON Object (IETF RFC 7807 [11]. The use of the Problem Details JSON object in a HTTP response body shall be signalled by the content type "application/problem+json"

6.3.2.3
HTTP custom headers

6.3.2.3.1
General

In this version of the API, no specific custom headers are defined for the "Nausf_UPUProtection" service. 

For 3GPP specific HTTP custom headers used across all service based interfaces, see subclause 5.2.3 of 3GPP TS 29.500 [4].

6.3.3
Resources

6.3.3.1
Overview

The structure of the Resource URIs of the SoRProtection service is shown in Figure 6.3.3.1-1
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Figure 6.3.3.1-1: Resource URI structure of the Nausf_UPUProtection API

Table 6.3.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 6.3.3.1-1: Resources and methods overview

	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	ue-upu
(Custom operation)
	{apiRoot}/nausf-upuprotection/v1/{supi}/ue-upu/generate-upu-protection-data
	generate-upu-protection-data (POST)
	Resource for UPU security material computation


6.3.3.2
Resource: ue-upu
6.3.3.2.1
Description

It is the resource to which the custom operation used to generate the UPU security material is associated with.

6.3.3.2.2
Resource Definition

Resource URI: {apiRoot}/nausf-upuprotection/v1/supi/ue-upu
This resource shall support the resource URI variables defined in table 6.3.3.2.2-1.

Table 6.3.3.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See subclause 6.3.1

	supi
	Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] subclause 5.9.2) 

pattern: '^(imsi-[0-9]{5,15}|nai-.+|.+)$'


6.3.3.2.3
Resource Standard Methods

No Standard Methods are supported for this resource.

6.3.3.2.4
Resource Custom Operations

6.3.3.2.4.1
Overview

Table 6.3.3.2.4.1-1: Custom operations

	Custom operation URI
	Mapped HTTP method
	Description

	/generate-upu-protection-data
	POST
	The AUSF calculates the UPU-MAC-IAUSF and the CounterUPU to protect the UPU Data provided. It may also calculate the UPU-XMAC-IUE to verify that the UE received the UPU Data if an acknowledgement is requested from the UE.


6.3.3.2.4.2
Operation: generate-upu-protection-data

6.3.3.2.4.2.1
Description

This custom operation is used by the NF service consumer (e.g. UDM) to request the AUSF to compute the security material (UPU-MAC-IAUSF, CounterUPU and UPU-XMAC-IUE) needed to ensure the protection of the UPU procedure (see 3GPP TS 33.501 [8]).

6.3.3.2.4.2.2
Operation Definition

This method shall support the request data structures specified in table 6.3.3.2.4.2.2-1 and the response data structures and response codes specified in table 6.3.3.2.4.2.2-2.

Table 6.3.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource

	Data type
	P
	Cardinality
	Description

	UpuInfo
	M
	1
	Contains the UPU Data and may contain the indication that an acknowledgement is requested from the UE (as specified in 3GPP TS 33.501 [8]).


Table 6.3.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	UpuSecurityInfo
	M
	1
	200 OK
	Upon success, the response body will contain UPU-MAC-IAUSF and CounterUPU and may contain the UPU-XMAC-IUE.

	ProblemDetails
	M
	1
	503 Service Unavailable
	The "cause" attribute shall be set to one of the following application error:

- COUNTER_WRAP

See table 6.2.7.3-1 for the description of these errors.


6.3.4
Custom Operations without associated resources 

6.3.4.1
Overview

There is no Custom Operation in the current version of this API.

6.3.5
Notifications

6.3.5.1
General

There is no use of notification in the current version of this API.

6.3.6
Data Model

6.3.6.1
General

This subclause specifies the application data model supported by the API.

Table 6.3.6.1-1 specifies the data types defined for the Nausf-UPUProtection service API.

Table 6.3.6.1-1: Nausf_UPUProtection specific Data Types

	Data type
	Section defined
	Description

	UpuInfo
	6.3.6.2.2
	Contains the Steering Information

	UpuSecurityInfo
	6.3.6.2.3
	Contains the material generated for securing of UPU. It contains at least the UPU-MAC-IAUSF and CounterUPU.

	UpuMac
	6.3.6.3.2
	MAC value for protecting UPU procedure 

	CounterUpu
	6.3.6.3.2
	CounterUPU

	AckInd
	6.3.6.3.2
	Contains indication whether the acknowledgement from UE is needed


Table 6.3.6.1-2 specifies data types re-used by the Nausf-UPUProtection service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf-UPUProtection service API. 

Table 6.3.6.1-2: Nausf_UPUProtection re-used Data Types

	Data type
	Reference
	Comments

	UpuData
	3GPP TS 29.503 [12]
	


6.3.6.2
Structured data types

6.3.6.2.1
Introduction

The following subclauses define the structures to be used in resource representations.

6.3.6.2.2
Type: UpuInfo

Table 6.3.6.2.2-1: Definition of type UpuInfo

	Attribute name
	Data type
	P
	Cardinality
	Description

	ackInd
	AckInd
	M
	1
	Contains the indication whether the acknowledgement from UE is needed.

	upuData
	UpuData
	M
	1
	Contains the configuration parameter to be updated in the UE or a secured packet for USIM.


6.3.6.2.3
Type: UpuSecurityInfo

Table 6.3.6.2.3-1: Definition of type UpuSecurityInfo

	Attribute name
	Data type
	P
	Cardinality
	Description

	upuMacIausf
	UpuMac
	M
	1
	Contains the UPU-MAC-IAUSF.

	counterUpu
	CounterUpu
	M
	1
	Contains the CounterUPU.

	upuXmacIue
	UpuMac
	O
	0..1
	When present, contains the UPU-XMAC-IUE. It shall be included, if the UDM requests the acknowledgement from the UE.


6.3.6.3
Simple data types and enumerations

6.3.6.3.1
Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the previous subclauses.

6.3.6.3.2
Simple data types

Table 6.3.6.3.2-1: Simple data types

	Type Name
	Type Definition
	Description

	UpuMac
	string
	pattern: "^[A-Fa-f0-9]{32}$"

	CounterUpu
	string
	pattern: "^[A-Fa-f0-9]{4}$"

	AckInd
	boolean
	true indicates that the UPU-XMAC-IUE shall be computed and returned in the response


6.3.7
Error Handling

6.3.7.1
General

HTTP error handling shall be supported as specified in subclause 5.2.4 of 3GPP TS 29.500 [4].

6.3.7.2
Protocol Errors

Protocol Error Handling shall be supported as specified in subclause 5.2.7.2 of 3GPP TS 29.500 [4].

6.3.7.3
Application Errors

The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nausf_SoRProtection service. The following application errors listed in Table 6.3.7.3-1 are specific for the Nausf_UPUProtection service.

Table 6.3.7.3-1: Application errors

	Application Error
	HTTP status code
	Description

	COUNTER_WRAP
	503 Service Unavailable
	The CounterUPU associated with the KAUSF of the UE is about to wrap around. The AUSF suspends the UPU protection service for the UE until a new KAUSF is generated.


6.3.8
Security

As indicated in 3GPP TS 33.501 [8], the access to the Nausf_UPUProtection API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [13]), using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [14]) plays the role of the authorization server.

If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nausf_UPUProtection API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [14], subclause 5.4.2.2.

NOTE:
When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nausf_SoRProtection service.

The Nausf_UPUProtection Service API does not define any scopes for OAuth2 authorization as specified in 3GPP TS 33.501 [8]; it defines a single scope consisting on the name of the service (i.e., "nausf-upuprotection"), and it does not define any additional scopes at resource or operation level.

* * * Next Change * * * *
A.4
Nausf_UPUProtection API

openapi: 3.0.0

info:

  version: 1.0.0
  title: Nausf_UPUProtection Service

  description: AUSF UPU Protection Service

servers:

  - url: '{apiRoot}/nausf-upuprotection/v1'

    variables:

      apiRoot:

        default: https://example.com
        description: apiRoot as defined in subclause 4.4 of 3GPP TS 29.501

security:

  - {}

  - oAuth2ClientCredentials:
      - nausf-upuprotection
paths:

  /{supi}/ue-upu:

    post:

      parameters:

        - name: supi

          in: path

          description: Identifier of the UE

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/UpuInfo'

        required: true

      responses:

        '201':

          description: UpuSecurityInfo

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/UpuSecurityInfo'

        '503':

          description: Service Unavailable

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

components:

  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows: 

        clientCredentials: 

          tokenUrl: '{nrfApiRoot}/oauth2/token'

          scopes:
            nausf-upuprotection: Access to the Nausf_UPUProtection API
  schemas:

    UpuInfo:

      type: object

      required:
        - upuData
        - ackInd

      properties:
        upuData:

          $ref: 'TS29503_Nudm_SDM.yaml#/components/schemas/SteeringContainer'

        ackInd:

          $ref: '#/components/schemas/AckInd'

    UpuSecurityInfo:

      type: object
      required:

        - upuMacIausf
        - counterUpu

      properties:

        upuMacIausf:

          $ref: '#/components/schemas/UpuMac'

        counterUpu:

          $ref: '#/components/schemas/CounterUpu'

        upuXmacIue:

          $ref: '#/components/schemas/UpuMac'
    UpuMac:

      type: string

      pattern: '^[A-Fa-f0-9]{32}$'
    CounterUpu:

      type: string

      pattern: '^[A-Fa-f0-9]{4}$'
    AckInd:

      type: boolean
externalDocs:

  description: 3GPP TS 29.509 V15.3.0; 5G System; Authentication Server Services
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.509'

* * * End Of Change * * * *
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