Page 1



3GPP TSG CT WG4 Meeting #87
C4-188337
West Palm Beach, US, 26-30 November 2018

	CR-Form-v11.2

	CHANGE REQUEST

	

	
	29.501
	CR
	0036
	rev
	-
	Current version:
	15.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Security in Open API specification files

	
	

	Source to WG:
	Nokia, Nokia Shanghai-Bell

	Source to TSG:
	CT4

	
	

	Work item code:
	5GS_Ph1-CT
	
	Date:
	2018-11-14

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	According to TS 29.500 and TS 33.501 OAuth2 authorization is mandatory to support and optional to support for 5GC APIs. Guidance how to document those security requirements in OpenAPI files is missing

	
	

	Summary of change:
	Guidance how to document security requirements in OpenAPI files is provided.

	
	

	Consequences if not approved:
	Guidance how to document security requirements in OpenAPI files is missing.

	
	

	Clauses affected:
	2, new 5.3.X

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


*** 1st Change ***
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*** 2nd Change ***

5.3.X
Security

As indicated in 3GPP TS 33.501 [22] and 3GPP TS 29.500 [2], the access to an 5GC API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [n3]), based on local configuration. 5GC APIs thus need to support the OAuth2 protocol.
To reflect this, the Open API specification file of an API shall contain:

-
an "security" field listing as alternatives:
i)
"{}" to indicate that usage of security is optional; and
ii)
the name of the security schma for oAuth2, as defined in the subsequent bullet, and in the subsequent array the name of the API as only scope; and
-
an "securitySchemes" field in the "components" section defining a security sceme for oAuth2 as follows:
i)
 to be of type "oauth2"; and
ii)
with a "flows" field containing a "clientCredentials" field that contains:

1)
a "tokenUri" field pointing to the Access Token Request service provided by the NRF (see 3GPP TS 29.510 [18]); and
2)
a "scopes" field defining the name of the corresponding API as only scope since the same security applies to the entire API.
Example: 

security:

  - {}

  - oAuth2ClientCredentials:
    - Nnrf_NFManagement
components:

  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows:

        clientCredentials:

          tokenUrl: '{nrfApiRoot}/oauth2/token'

          scopes:
            Nnrf_NFManagement: Access to the Nnrf_NFManagement API

*** End of Changes ***


