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	Reason for change:
	The current specification of the Nnrf_NFManagement and Nnrf_NFDiscovery APIs does not define any scopes for Oauth2 authorization to access the APIs. However, TS 33.501 specifies that the scope attribute must contain the service name(s) of the services to be accessed with a given access token.
In addition, in the Access Token Request service, the current mechanism to define multiple service names rely on the usage of a wildcard character ("*"), but this does not fit well with how OpenAPI defines the scopes for Oauth2, which need to be a static fixed list of strings, rather than a generic pattern that might eventually be matched against the scopes contained in a given token.

Therefore, it is proposed to define the scope list as a whitespace separated list of words, no matter how large it is, which is how the Oauth2 RFC defines it, and it is more aligned with how this is used in typical Oauth2-enabled systems.



	
	

	Summary of change:
	- Clarify that scopes are indeed used in the API definition, but not at resource or operation level.
- Change the regular expression for the scope definition to match a whitespace separated list of service names (e.g. "Nnrf_NFManagement Nnrf_NFDiscovery").



	
	

	Consequences if not approved:
	The handling of scopes in Oauth2 is not properly defined in OpenAPI specs.
 

	
	

	Clauses affected:
	6.1.8, 6.2.8, 6.3.5.2.2, 6.3.5.2.3, 6.3.5.2.4, A.2, A.3, A.4

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


* * * First Change * * * *

6.1.8
Security

As indicated in 3GPP TS 33.501 [15], the access to the Nnrf_NFManagement API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [16]), using the "Client Credentials" authorization grant, where the NRF plays the role of the authorization server.

If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFManagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in subclause 5.4.2.2.

NOTE:
When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF where the Nnrf_NFManagement service is invoked by the NF Service Producer.

The Nnrf_NFManagement API defines scopes for OAuth2 authorization as specified in 3GPP TS 33.501 [15]; it defines a single scope consisting on the name of the service (i.e., "Nnrf_NFManagement"), and it does not define any additional scopes at resource or operation level.

* * * Next Change * * * *

6.2.8
Security

As indicated in 3GPP TS 33.501 [15], the access to the Nnrf_NFDiscovery API shall be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [16]), using the "Client Credentials" authorization grant, where the NRF plays the role of the authorization server.

An NF Service Consumer, prior to consuming services offered by the Nnrf_NFDiscovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in subclause 5.4.2.2.

NOTE:
When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF where the Nnrf_NFDiscovery service is invoked by the NF Service Consumer.

The Nnrf_NFDiscovery API defines scopes for OAuth2 authorization as specified in 3GPP TS 33.501 [15]; it defines a single scope consisting on the name of the service (i.e., "Nnrf_NFDiscovery"), and it does not define any additional scopes at resource or operation level.

* * * Next Change * * * *

6.3.5.2.2
Type: AccessTokenReq

Table 6.3.5.2.2-1: Definition of type AccessTokenReq

	Attribute name
	Data type
	P
	Cardinality
	Description

	grant_type
	GrantType
	M
	1
	This IE shall contain the grant type as "client_credentials"

	nfInstanceId
	NfInstanceId
	M
	1
	This IE shall contain the NF instance id of the NF service consumer.

	nfType
	NFType
	M
	1
	This IE shall contain the NF type of the NF service consumer.

	targetNfType
	NFType
	M
	1
	This IE shall contain the NF type of the NF service producer.

	scope
	string
	M
	1
	This IE shall contain the NF service name(s) of the NF service producer(s), separated by whitespaces, as described in IETF RFC 6749 [16], section 3.3.
pattern: '^([a-zA-Z0-9_-]+)( [a-zA-Z0-9_-]+)*$'

See NOTE 2.

	NOTE 1:
This data structure shall not be treated as a JSON object. It shall be treated as a key, value pair data structure to be encoded using x-www-urlencoded format as specified in subclause 17.13.4.1 of W3C HTML 4.01 Specification [26].

NOTE 2:
Though scope attribute is optional as per IETF RFC 6749 [16], it is mandatory for 3GPP as per 3GPP TS 33.501 [15].


* * * Next Change * * * *

6.3.5.2.3
Type: AccessTokenRsp

Table 6.3.5.2.3-1: Definition of type AccessTokenRsp

	Attribute name
	Data type
	P
	Cardinality
	Description

	access_token
	string
	M
	1
	This IE shall contain JWS Compact Serialized representation of the JWS signed JSON object containing AccessTokenClaims (see subclause 6.3.5.2.4).

	token_type
	string
	M
	1
	This IE shall contain the token type (e.g "JWT")

	expires_in
	string
	O
	0..1
	Thie IE when present shall contain the number of seconds after which the access_token is considered to be expired.

	scope
	string
	O
	0..1
	This IE when present shall contain the NF service name(s) of the NF service producer(s), separated by whitespaces, as described in IETF RFC 6749 [16], section 3.3. 
pattern: '^([a-zA-Z0-9_-]+)( [a-zA-Z0-9_-]+)*$'




* * * Next Change * * * *

6.3.5.2.4
Type: AccessTokenClaims

Table 6.3.5.2.4-1: Definition of type AccessTokenClaims

	Attribute name
	Data type
	P
	Cardinality
	Description

	issuer
	NfInstanceId
	M
	1
	This IE shall contain NF instance id of the NF service consumer.

	subject
	string
	M
	1
	This IE shall contain the NF instance ID of the NF service consumer.

	audience
	array(NfInstanceId)
	M
	1..N
	This IE shall contain the NF service producer's NF instance ID (if the exact NF instance of the NF service producer is known) or a list of NF service instances of the requested NF type for which the claim is applicable. 

	scope
	string
	M
	1
	This IE shall contain the name of the NF services for which the access_token is authorized for use. The service name may include a wildcard.

pattern: '^([a-zA-Z0-9_-]+)( [a-zA-Z0-9_-]+)*$'

	expiration
	integer
	M
	1
	This IE shall contain the number of seconds after which the access_token is considered to be expired.


* * * Next Change * * * *

A.2
Nnrf_NFManagement API

(… text skipped for clarity …)

security:

  - {}

  - oAuth2ClientCredentials:
      - Nnrf_NFManagement
(… text skipped for clarity …)

components:

  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows: 

        clientCredentials: 

          tokenUrl: '/oauth2/token'

          scopes:
            Nnrf_NFManagement: Access to the Nnrf_NFManagement API
(… text skipped for clarity …)

* * * Next Change * * * *

A.3
Nnrf_NFDiscovery API

(… text skipped for clarity …)

security:

  - {}

  - oAuth2ClientCredentials:
      - Nnrf_NFDiscovery
(… text skipped for clarity …)

components:

  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows: 

        clientCredentials: 

          tokenUrl: '/oauth2/token'

          scopes:
            Nnrf_NFDiscovery: Access to the Nnrf_NFDiscovery API
(… text skipped for clarity …)

* * * Next Change * * * *

A.4
NRF OAuth2 Authorization
(… text skipped for clarity …)

  schemas:

    AccessTokenReq:

      format: x-www-form-urlencoded

      required:

        - grant_type

        - nfInstanceId

        - nfType

        - targetNfType

        - scope

      properties:

        grant_type:

          type: string

          enum:

            - client_credentials

        nfInstanceId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'

        nfType:

          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NFType'

        targetNfType:

          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NFType'

        scope:

          type: string

          pattern: '^([a-zA-Z0-9_-]+)( [a-zA-Z0-9_-]+)*$'

    AccessTokenRsp:

      type: object

      required:

        - access_token

        - token_type

      properties:

        access_token:

          type: string

          description: JWS Compact Serialized representation of JWS signed JSON object (AccessTokenClaims)

        token_type:

          type: string

        expires_in:

          type: integer

        scope:

          type: string

          pattern: '^([a-zA-Z0-9_-]+)( [a-zA-Z0-9_-]+)*$'

    AccessTokenClaims:
      type: object

      required:

        - issuer

        - subject

        - audience

        - scope

        - expiration

      properties:

        issuer:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'

        subject:
          type: string

        audience:
          type: array

          items:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'

        scope:
          type: string

          pattern: '^([a-zA-Z0-9_-]+)( [a-zA-Z0-9_-]+)*$'

        expiration:
          type: integer

(… text skipped for clarity …)

* * * End of Changes * * * *

