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1. Introduction
The issue due to IETF RFC 8200 allowing UDP zero checksum has been identified in clause 6.1.2. This PCR provides a solution to address that issue.
2. Reason for Change
Provide solution to handle UDP zero checksum issue to avoid interoperability issues when GTP-U entities are upgraded to support IETF RFC 8200.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.892 v0.3.0.
* * * First Change * * * *
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* * * Next Change * * * *
6.1.x
Solutions for Impacts due to IETF RFC 8200
6.1.x.1
General

This subclause addresses solutions for the impacts to GTP-U identified in subclause 6.1.2 due to IETF RFC 8200 [4].
6.1.x.2
Addressing UDP Zero Checksum Issue
6.1.x.2.1
Solution Description
When a GTP-U entity is upgraded to support IETF RFC 8200 [4], then in order to use the UDP Zero Checksum capability, it has to be ensured that the path from the GTP-U entity to its peer GTP-U entity supports this capability, i.e all the on path IPv6 middleboxes should also be supporting UDP zero checksum (see IETF RFC 6936 [y1]). In order to ensure that the following building block information is needed

-
When a GTP-U tunnel over IPv6 is setup between two GTP-U entities, via 3GPP control plane signaling, the 3GPP control plane entities shall signal each other that a UDP zero checksum handling capable path is available for the GTP-U tunnel over IPv6.

The following steps provide the mechanism for a GTP-U entity to know the support for UDP zero checksum capable path towards a peer GTP-U entity.

1.
Before a GTP-U tunnel is established between two GTP-U entities, the control plane function will get to know the peer GTP-U endpoint FTEID as part of control plane signalling. It is proposed that as part of this FTEID exchange over control plane, the following information is also exchanged between the control plane entities:

-
Based on operator policies, whether a UDP zero checksum over IPv6 capable path exists between the peer GTP-U entities.
NOTE:
Whether this requires signalling 2 information over N4 - the UDP zero checksum support capability by peer GTP-U entities and the allowance to use the same based on operator policies as separate IEs or whether they can be combined into a single IE / bit can be determined during the normative phase.
2.
For example, during PDU session establishment scenario, when the SMF establishes the N4 session in step 10 of the call flow specified in subclause 4.3.2.2.1 of 3GPP TS 23.502 [8], 
-
Either the UPF shall signal to the SMF, the availability of a UDP zero checksum support capable path from a particular outbound network interface, based on operator policies; or
-
The UPF shall signal to the SMF its UDP zero checksum support capability during the PFCP Association Setup Request / Response, and the SMF, based on operator policies, determines if a UDP zero checksum over IPv6 capable path exists between the UPF and the peer GTP-U entity.
Then when the SMF initiates the N2 PDU session request towards the 5G-AN via the AMF in step 11, it shall include the information about the availability of a UDP zero checksum over IPv6 capable path between the UPF and the 5G-AN. This enables the 5G-AN to decide whether to send GTP-U packets with UDP zero checksum or not towards the UPF in the uplink direction. 
3.
When the 5G-AN responds to the N2 request, it shall include the information about the availability of UDP zero checksum over IPv6 capable path between the 5G-AN and the UPF, based on operator policies at the 5G-AN. The SMF will get to know of this in step 15 and will inform it to UPF in step 16. This enables the UPF to decide whether to send GTP-U packets with UDP zero checksum or not towards the 5G-AN in the downlink direction.
4. 
Similarly the UDP zero checksum support capability can be signalled between the NG-RAN nodes for the use of GTP-U on the Xn and F1-U interfaces as well.

5.
Once a UP function entity is informed that UDP zero checksum can be used e.g. when it is allowed by operator policies and when the peer GTP-U entity supports UDP zero checksum, it should send an Echo Request to the GTP-U peer periodically in order to check the aliveness of the GTP-U path with UDP zero checksum, as specified in IETF RFC 6935 [x4].
6.
The support for IETF RFC 8200 [4] and consequently the support for UDP zero checksum may be restricted to 5G UP functions only in order to avoid signalling protocol changes to EUTRA and EPC entities.
6.1.x.2.2
Identified Impacts

The following are the impacts identified due to the solution proposed in subclause 6.1.x.1.1.

-
Potential addition of a UDP Zero Checksum for IPv6 support bit in UP Function Features IE of 3GPP TS 29.244 [9].

- 
Addition of a "UDP Zero Checksum for IPv6 IE" in PFCP Session Establishment Request and PFCP Session Modification Request messages of 3GPP TS 29.244 [9].
-
Addition of UDP Zero Checksum for IPv6 IE in N2 SM information exchanged between SMF and 5G-AN.

-
Addition of UDP Zero Checksum for IPv6 IE in Nsmf_PDUSession_Create / Update request and response over N16.

-
Addition of UDP Zero Checksum for IPv6 IE in Xn, F1 and E1 signalling messages to indicate the support of the corresponding UP function in the NG-RAN for the UDP zero checksum capability and its use as per operator policies. This will require liaising with RAN3.
-
Changes to 3GPP TS 29.281 [2] to add reference to IETF RFC 8200 [4] and to specify that periodic echo request should be done to check the aliveness of the path when sending UDP zero checksum over IPv6.
Editor's Note:
Whether new control plane interfaces between SMFs are introduced due to the FS_ETSUN study in SA2 and if so whether those interface level impacts need to be covered is FFS.
* * * End of Changes * * * *

