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1. Introduction
The description of GTPU protocol in clause 6.1 states

As for IPv6, GTP-U specification refers IETF RFC 2460 [3], which is described in subclause 4.2.3 of 3GPP TS 29.281 [2].

It was discussed that any gaps in GTPU specification with respect to the latest IETF RFC on IPv6, i.e IETF RFC 8200 needs to be analysed and if required, solutions to fix those gaps need to be identified.

2. Reason for Change
This paper does a detailed gap analysis of GTPU specification with respect to the new changes in IETF RFC 8200 as compared to IETF RFC 2460. This paper does not address solutions for the identified gaps. Solutions are provided in separate PCRs.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.892 v0.3.0.
* * * First Change * * * *
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6.1.1.2
IP Transport for GTP-U
GTP-U supports both IPv4 and IPv6 as underlying transport layer protocol. As for IPv6, GTP-U specification refers IETF RFC 2460 [3], which is described in subclause 4.2.3 of 3GPP TS 29.281 [2]. An analysis of the differences in the latest IETF RFC 8200 [4] for IPv6 and their impact on GTPU protocol is specified in subclause 6.1.2.
UDP is utilized for GTP-U encapsulation and UDP destination port is 2152 which is assigned by IANA. Allocation of UDP source port depends on sender tunnel endpoint node. 
* * * Next Change * * * *

6.1.2
Analysis of IETF RFC 8200 Impacts
IETF RFC 8200 [4], Appendix B specifies the changes in IPv6 protocol since IETF RFC 2460 [3]. Table 6.1.2-1 provides an analysis of the impact of each of these specified changes on the GTPU protocol.

Table 6.1.2-1 Analysis of Impacts on GTPU due to IETF RFC 8200 [4]
	Change in IETF RFC 8200 [4] from IETF RFC 2460 [3]
	Impact on GTPU

	Removed IP Next Generation from the Abstract.
	Editorial correction. No impact on GTPU.

	Added text in Section 1 that the data transmission order is the

same as IPv4 as defined in RFC 791
	This is just a clarification to resolve ambiguity. 3GPP TS 29.281 [2], subclause 4.5 refers to 3GPP TS 29.060 [x1], clause 5 which describes the transmission order as network byte order starting from octet 1. Hence GTPU specifications are already aligned with this clarification.

	Clarified the text in Section 3 about decrementing the Hop Limit.
	In IETF RFC 2460 [3] section 3, the text read as:

"Decremented by 1 by each node that forwards the packet. The packet is discarded if Hop Limit is decremented to zero."

In IETF RFC 8200 [4] this was clarified as:
"Decremented by 1 by each node that forwards the packet. When forwarding, the packet is discarded if Hop Limit was zero when received or is decremented to zero. A node that is the destination of a packet should not discard a packet with Hop Limit equal to zero; it should process the packet normally."
Even if a legacy GTPU entity interpreted IETF RFC 2460 [3] verbatim and had dropped packets that had a hop limit of 0, upgrading that entity to support IETF RFC 8200 [4] could only make sure unnecessary packet drops are not done and would improve the overall KPI / performance of the system. Upgrading to IETF RFC 8200 [4] does not cause any specific interoperability issue with respect to this specific hop limit clarification.

Hence it is safe to update the behaviour of  a GTPU entity to align with IETF RFC 8200 [4] with respect to hop limit interpretation.

	Clarified that extension headers (except for the Hop-by-Hop Options header) are not processed, inserted, or deleted by any node along a packet's delivery path.
	3GPP TS 29.281 [2] does not specify insertion IPv6 extension headers by GTPU entities. Hence this does not impact GTPU.

	Changed requirement for the Hop-by-Hop Options header to a "may", and added a note to indicate what is expected regarding the Hop-by-Hop Options header.
	IETF RFC 2460 [3] required that all nodes must examine and process the Hop-by-Hop Options header. But IETF RFC 8200 [4] specifies that nodes along a packet's delivery path only examine and process the Hop-by-Hop Options header if explicitly configured to do so. 
The hop-by-hop headers are a IPv6 level information. As mentioned above GTPU does not expect any hop by hop headers. So this change in the RFC does not impact the GTPU protocol specification.

	Added a paragraph to Section 4 to clarify how extension headers are numbered and which are upper-layer headers.
	GTPU does not use any IPv6 extension header and this clarification has no impact to GTPU.

	Added a reference to the end of Section 4 to the "IPv6 Extension Header Types" IANA registry.
	GTPU does not use any IPv6 extension header and this clarification has no impact to GTPU.

	Incorporated the updates from RFCs 5095 and 5871 to remove the description of RH0, that the allocations guidelines for routing headers are specified in RFC 5871, and removed RH0 from the list of required extension headers.
	GTPU does not use any IPv6 extension header and this clarification has no impact to GTPU.

	Revised Section 4.5 on IPv6 fragmentation based on updates from RFCs 5722, 6946, 7112, and 8021. See rows below for the specific changes made.
	See below.

	Revised the text to handle the case of fragments that are whole datagrams (i.e., both the Fragment Offset field and the M flag are zero). If received, they should be processed as a reassembled packet. Any other fragments that match should be processed independently. The revised Fragment creation process was modified to not create whole datagram fragments (Fragment Offset field and the M flag are zero).
	This is a clarification to the IPv6 layer of the stack on how to do the fragmentation. This does not impact GTPU protocol.

	Changed the text to require that IPv6 nodes must not create overlapping fragments. Also, when reassembling an IPv6 datagram, if one or more its constituent fragments is determined to be an overlapping fragment, the entire datagram (and any constituent fragments) must be silently discarded. Includes a clarification that no ICMP error message should be sent if overlapping fragments are received.
	This is a clarification to the IPv6 layer of the stack on how to do the fragmentation. This does not impact GTPU protocol.

	Revised the text to require that all headers through the first Upper-Layer header are in the first fragment. This changed the text describing how packets are fragmented and reassembled and added a new error case.
	The new error case added is about the silent discarding of overlapping fragments during re-assembly. This is a clarification to the IPv6 layer of the stack on how to do the reassembly. This does not impact GTPU protocol.

	Added text to the Fragment header process on handling exact duplicate fragments.
	The clarification added is:
"It should be noted that fragments may be duplicated in the network. Instead of treating these exact duplicate fragments as overlapping fragments, an implementation may choose to detect this case and drop exact duplicate fragments while keeping the other fragments belonging to the same packet."
This is an IPv6 level clarification for implementation. This does not impact GTPU protocol.

	Updated the Fragmentation header text to correct the inclusion of an Authentication Header (AH) and noted No Next Header case.
	No impact to GTPU.

	Changed terminology in the Fragment header section from "Unfragmentable Headers" to "Per-Fragment headers".
	No impact to GTPU.

	Removed the paragraph in Section 5 that required including a Fragment header to outgoing packets if an ICMP Packet Too Big message reports a Next-Hop MTU less than 1280.
	No impact to GTPU.

	Changed the text to clarify MTU restriction and 8-byte restrictions, and noted the restriction on headers in the first fragment.
	No impact to GTPU.

	In Section 4.5, added clarification noting that some fields in the IPv6 header may also vary across the fragments being reassembled, and that other specifications may provide additional instructions for how they should be reassembled.  See, for example, Section 5.3 of [RFC3168].
	No impact to GTPU.

	Incorporated the update from RFC 6564 to add a new Section 4.8 that describes recommendations for defining new extension headers and options.
	No impact to GTPU.

	Added text to Section 5 to define "IPv6 minimum link MTU".
	This is just a clarification. No impact to GTPU.

	Simplified the text in Section 6 about Flow Labels and removed what was Appendix A ("Semantics and Usage of the Flow Label Field"); instead, pointed to the current specifications of the IPv6 Flow Label field in [RFC6437] and the Traffic Class field in [RFC2474] and [RFC3168].
	IETF RFC 2460 [3], Appendix A specified the semantics and usage of the flow label field. Current implementations of GTPU entities rely on this. This did not specify any behaviour for the IPv6 forwarding nodes on whether they are permitted to modify the flow label if it was set to zero by the source of the IPv6 packet.
However, IETF RFC 8200 [4] removed this Appendix and instead is referring to IETF RFC 6437 [15] which specifies in clause 3:

A node that forwards a flow whose flow label value in arriving packets is zero MAY change the flow label value. In that case, it is RECOMMENDED that the forwarding node sets the flow label field for a flow to a uniformly distributed value as just described for source nodes.
providing the flexibility for forwarding nodes (e.g GTPU entities) to set the flow label if the incoming packet has a zero value for the flow label.
If 3GPP TS 29.281 [2] is updated to refer to IETF RFC 8200 [4] then new implementations of GTPU entities may use this flexibility at the IPv6 level even though it does not impact GTPU protocol specification as such.

	Incorporated the update made by IETF RFC 6935[x4] ("IPv6 and UDP Checksums for Tunneled Packets") in Section 8.  Added an exception to the default behavior for the handling of UDP packets with zero checksums for tunnels.
	IETF RFC 2460 [3], clause 8.1 specifies 
Unlike IPv4, when UDP packets are originated by an IPv6 node, the UDP checksum is not optional.  That is, whenever originating a UDP packet, an IPv6 node must compute a UDP checksum over the packet and the pseudo-header, and, if that computation yields a result of zero, it must be changed to hex FFFF for placement in the UDP header. IPv6 receivers must discard UDP packets containing a zero checksum, and should log the error.
IETF RFC 8200 [4] refers to IETF RFC 6935[x4] and allows the following exceptions to the above rule:

- Allows tuneling protocol entities (e.g. GTPU entities) to use UDP zero checksum;

- Allows a receiving IPv6 tuneling protocol entity (e.g. GTPU entity) not to discard a packet with a zero UDP checksum.
Due to the addition of these exceptions, if 3GPP TS 29.281 [2] is updated to refer to IETF RFC 8200 [4] then it is possible that a IETF RFC 8200 [4] compliant GTPU entity includes UDP zero checksum while a receiving IETF RFC 8200 [4] non-compliant GTPU entity will keep rejecting the packets. In order to avoid such inter-operability issues, a solution shall be identified to negotiate the GTPU entity's capabilities via the 3GPP control plane protocol.

	Added instruction to Section 9, "IANA Considerations", to change references to IETF RFC 2460 [3] to this document.
	No impact to GTPU.

	Revised and expanded Section 10, "Security Considerations".
	IETF RFC 2460 [3] referred to IETF RFC 2401 [x2] whereas IETF RFC 8200 [4] refers to IETF RFC 4301 [x3] which has updated a number of security considerations for IPSec use over IPv6. Hence if 3GPP TS 29.281 [2] is updated to refer to IETF RFC 8200 [4] then the requirements in IETF RFC 4301 [x3] would apply. However this does not bring any change to the GTPU protocol specification as such.

	Added a paragraph to the Acknowledgments section acknowledging the authors of the updating documents.
	Editorial. No impact to GTPU.

	Updated references to current versions and assigned references to normative and informative.
	Editorial. No impact to GTPU.


* * * Next Change * * * *

6.1.x
System Impacts

This clause will identify system impact of each candidate to the rest part of 5G system that are control plane functions and protocols, or if any.
* * * End of Changes * * * *

