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1. Introduction
The use of http scheme and https scheme URIs when HTTP/QUIC proxies are on path are not well understood. 3GPP needs to have a clear understanding of this aspect in order to evaluate any future impact of QUIC when messages traverse through SEPP or any HTTP/QUIC proxy.
Incidentally this issue was discussed in IETF#102 meeting. The presentation is available at https://github.com/httpwg/wg-materials/blob/gh-pages/ietf102/hint-helium.pdf
2. Reason for Change
1. Explain how HTTP/QUIC proxy works and how http and https scheme URI based accesses work.

2. This cant be captured under clause 5 since clause 5 is about transport protocol features. HTTP/QUIC proxy has no impact on transport protocol. It's a HTTP over QUIC layering issue.
3. Hence it is proposed to have a new top level clause 5A HTTP/2 over QUIC to capture study output related to HTTP/2 over QUIC.

It should be noted that no recommendation / conclusion on any specific solution is given in this contribution. Only the various scenarios and potential solutions are analyzed.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.893v0.1.0.
* * * First Change * * * *
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5A
HTTP/2 Over QUIC
5A.1
Introduction

This clause will contain description about some of the not so well understood / documented aspects of HTTP/2 layering over QUIC (e.q use of HTTP/2 over QUIC proxies on path).
* * * Next Change * * * *

5A.2
HTTP/2 Over QUIC Proxies
5A.2.1
General
HTTP clients can be configured to route their outgoing HTTP requests via a HTTP proxy. If the NF service consumer (i.e HTTP client) is configured to route its message via a HTTP proxy, the NF service consumer will try to setup a transport connection towards the proxy. If the NF service consumer knows that the proxy supports QUIC based on configuration or other offline means, the transport connection towards the HTTP proxy may use QUIC. Thereafter how the HTTP/2 over QUIC proxy further communicates with the NF service producer for various scenarios are explained in the subclauses below. 

[image: image1.emf]NRF

HTTP 

Proxy

HTTP Server – NF 

Service Producer

HTTP Client – NF 

Service Consumer

Discover NF Service 

Producer Profile

HTTP Over QUIC

HTTP over TCP or 

QUIC?

Discover HTTP 

Proxy Transport 

Offline


Figure 5A.2.1-1 NF Service Consumer to NF Service Producer Communication with HTTP/2 Over QUIC Proxy on Path
* * * Next Change * * * *

5A.2.2
When NF Service Consumer Side Uses QUIC
5A.2.2.1
Case A: Invoking http API Supporting Only TCP Transport
This case is not describe in IETF draft-ietf-quic-http-13 [7].
In this scenario:

-
NF service consumer supports QUIC and has established a QUIC transport connection with its next hop HTTP proxy;

-
NF service consumer discovers that NF service producer supports only TCP.
-
The URI scheme of the API exposed by the NF service producer is http
In this case, the NF service consumer has the following options:

-
Option#1: The NF service consumer uses TCP transport towards the proxy as well. This implies the proxy also supports TCP transport (which is a reasonable assumption considering that during the migration from TCP to QUIC many HTTP entities will support both transports).

-
Option#2: The NF service consumer uses QUIC transport towards the HTTP proxy and the proxy uses TCP transport towards the NF service producer. The HTTP proxy discovers whether the NF service producer supports TCP or QUIC based on apriori connection setup. For example, in the case of SEPP all NFs in a PLMN connect to the SEPP and establish a HTTP/2 connection using whatever transport supported by both the SEPP and the NF service producer. 
IETF draft-ietf-quic-http-13 [7], clause 2.3 specifies that HTTP/QUIC clients shall indicate the target domain name during the TLS handshake of QUIC connection setup. The certificate provided at connection setup shall be valid for the target domain name.

Editor's Notes: It is unclear what domain name shall be used for the target domain name when the connection is with a proxy (proxy domain name or the origin server one).

The draft also says in clause 2.4 that a connection to a server endpoint may be reused for requests with multiple different URI authority components. The client may send any requests for which the client considers the server (the one at the existing connection endpoint) authoritative. 
Editor's Notes: In our case the client knows that existing QUIC connection ends at a proxy and not at a server. So it is unclear if we can reuse an existing QUIC connection to a proxy endpoint. Also it is unclear if a client can consider a proxy as an authoritative server as proxies and servers are essentially different HTTP entities.

The draft loosely specifies in clause 2.4 how the client knows that the server at the endpoint of the reused QUIC connection (the proxy in our case) is authoritative for requests directed to other domains. It mentions that typically the client discovers that a particular server is the authoritative HTTP/QUIC endpoint based on the client having received Alt-Svc HTTP response header or the HTTP/2 ALTSVC frame (see IETF RFC 7838 [20]).
Editor's Note:
Whether other mechanisms other than use of IETF RFC 7838 [20] can be considered to discover a particular HTTP/QUIC endpoint is the authoritative endpoint for a URI authoritative component is FFS.
Finally, the clients shall check that the nominated server can present a valid certificate for the Origin Server before considering it authoritative. Therefore, the HTTP proxy has to present a certificate to the HTTP/QUIC client on behalf of the HTTP Origin Server (NF service producer) that is valid for multiple domain names and signed by the client network's own certificate authority. In roaming, the client network owner (the VPLMN) and the origin server network owner (the HPLMN) are different authorities and such a certificate is impossible to issue by a regular certification authority (e.g Verisign). The only possibility is that the HTTP client should be configured to trust the HTTP proxy as the certificate authority. Only then this option#2 will work.

Option#3: The NF service consumer uses QUIC transport towards the HTTP proxy. The proxy provides a certificate only valid for itself at QUIC connection setup. When the NF service consumer needs to send a request to an NF Service producer it first establishes a tunnel through the proxy by sending an HTTP CONNECT message in a new stream with an ":authority" pseudo-header field identifying the NF Service producer. The proxy then creates a TCP connection towards the NF service producer. Once the TCP connection is completed, a tunnel is created between the NF service consumer and producer. This tunnel is used by the NF service consumer to create a direct HTTP/2 connection (without an end to end TLS) with the NF service producer. HTTP/2 messages can now flow between the two entities. This is illustrated by the figure below.
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Figure 5A.2.2.1-1: http via HTTP/QUIC Proxy to NF Service Producer Supporting TCP

NOTE 1:
Option 3 is not described by IETF draft-ietf-quic-http-13 [7] which only describes the use of the CONNECT method to setup a TLS session between an HTTP client and an Origin server.Most of the existing implementation also restricts the usage of CONNECT to https URIs. This option excludes the use of current implementations available on the market. However for 3GPP NF services, the HTTP clients will be the HTTP client libraries supported in various programming languages. One could program in such a way to use HTTP CONNECT via a proxy for http URI too.

NOTE 2: IETF draft-ietf-quic-http-13 [7] doesn't explicitly say if the verifications listed in clause 2.4 of the draft that authorize the reuse of an existing QUIC connection are applicable to the CONNECT method.
* * * Next Change * * * *

5A.2.2.2
Case B: Invoking http API Supporting QUIC Transport
In this scenario:

-
NF service consumer supports QUIC and has established a QUIC transport connection with its next hop HTTP proxy;

-
NF service consumer discovers that NF service producer also supports QUIC.
-
The URI scheme of the API exposed by the NF service producer is http
In this case the NF service consumer uses QUIC transport towards the HTTP proxy and the HTTP proxy also uses QUIC transport towards the NF service producer.
The figure below illustrates the case where the HTTP client and server are connected with two QUIC connections through an HTTP proxy.

The connection with the HTTP proxy would be reused for requests sent to multiple domains. When the proxy needs to forward a message to a new HTTP server, it establishes a new QUIC connection with it. The server provides a valid certificate for itself.
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Figure 5A.2.2.2-1: http via HTTP/QUIC Proxy to NF Service Producer Supporting QUIC

Case B is not described in IETF draft-ietf-quic-http-13 [7] and the same questions regarding the QUIC connection with the proxy rose for Case A remains open with Case B.
As per IETF draft-ietf-quic-http-13 [7], clause 2.3, a HTTP client MUST verify if the nominated HTTP server it is communicating with (i.e HTTP proxy in this case) can present a valid certificate for the origin before considering it authoritative. Hence in order to setup an end to end QUIC connection between the HTTP client and the HTTP server via a HTTP/QUIC proxy, an equivalent of HTTP CONNECT to setup a tunnel is required. Currently such an option does not exist. HTTP CONNECT is used only when the URI scheme is https. 
NOTE:
The use of HTTP CONNECT by HTTP clients when accessing https URI via a proxy is not mandated in IETF RFC 7231 [y]. However many browsers by default use HTTP CONNECT when accessing https URIs via a proxy. For 3GPP NF services, the HTTP clients will be the HTTP client libraries supported in various programming languages. One could program in such a way not to use HTTP CONNECT via a proxy and trust the certificates issued by the proxy effectively allowing the proxy to act as man in the middle.
IETF draft-pardue-httpbis-http-network-tunnelling-00 [x] tries to provide a solution that permits a UDP-based HTTP/QUIC client behind an HTTP proxy to establish an HTTP/QUIC session with the origin. But at this moment this is an individual draft and is in very early stage.
* * * Next Change * * * *

5A.2.2.3
Case C: Invoking https API Supporting Only TCP Transport
In this scenario:
-
NF service consumer supports QUIC and has established a QUIC transport connection with its next hop HTTP proxy;

-
NF service consumer discovers that NF service producer also supports only TCP.

-
The URI scheme of the API exposed by the NF service producer is https
In this case the following sequence of events happen

-
HTTP client establishes a QUIC connection with the HTTP proxy, if not setup earlier.
-
HTTP client sends a HTTP CONNECT request to the proxy with ":authority" pseudo-header set to the NF service producer FQDN or IP address.
-
HTTP proxy sets up a TCP connection with NF service producer (HTTP server).
-
HTTP proxy sends a HTTP CONNECT response to the HTTP client.
-
HTTP client does end to end TLS connection setup with the NF service producer. An encrypted tunnel between the client and the server is now setup and HTTP/2 connection can be setup on top.
NOTE 1:
The HTTP client has to do encryption twice - one for the TLS tunnel and one for the QUIC connection with proxy.
NOTE2:
The current design of CONNECT-based tunnelling reserves an ordered byte stream (HTTP/2 and HTTP/QUIC) for the client-to-proxy hop. This is subject to head of-line (HoL) blocking. See IETF draft-pardue-httpbis-http-network-tunnelling-00 [x] clause 3.6.
This scenario is illustrated in the figure below
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Figure 5A.2.2.3-1: https via HTTP/QUIC Proxy to NF Service Producer Supporting TCP
According to RFC 7230 [z] clause 2.7.3, the client shall ensure that its connection to the origin server is secured through the use of strong encryption, end-to-end, prior to sending the first HTTP request when the https URI scheme is used.

When an HTTP proxy is deployed, end-to-end security is ensured by setting-up a tunnel between the client and the Origin server using the HTTP CONNECT method which is then secured with TLS.

A HTTP client implementation may decide not to enforce E2E security with TLS though the https URI scheme is used and connection to the Origin server is done via a proxy. IETF RFC 7231 [y] does not mandate the use of HTTP CONNECT for accessing https URI via a proxy. If a HTTP client decides not to use CONNECT, then it may trust the certificates issued by the HTTP/QUIC proxy on behalf of the HTTP/TCP server signed by the proxy's certificate authority, thus allowing the HTTP/QUIC proxy to act as man in the middle. This would violate the requirement for the HTTP client in RFC 7230 [z] clause 2.7.3.
Alternatively the NF service consumer may decide to use TCP transport towards the HTTP/proxy similar to option#1 provided in subclause 5A.2.2.1. In this case, the NF service consumer avoids double ciphering.
* * * Next Change * * * *

5A.2.2.4
Case D: Invoking https API Supporting QUIC Transport
In this scenario:

-
NF service consumer supports QUIC and has established a QUIC transport connection with its next hop HTTP proxy;

-
NF service consumer discovers that NF service producer also supports QUIC.

-
The URI scheme of the API exposed by the NF service producer is https

In this case the following sequence of events happen

-
HTTP client establishes a QUIC connection with the HTTP proxy

-
HTTP client sends a HTTP CONNECT to the proxy with URI set to the NF service producer API URI.

-
As specified in IETF draft-ietf-quic-http-13 [7] clause 3.1.2, the proxy establishes a TCP connection to the HTTP server. However it is desired to that the HTTP/QUIC proxy is instructed to use a QUIC connection to a HTTP server instead of TCP.
-
Currently there is no mechanism that exists in IETF draft-ietf-quic-http-13 [7] where a HTTP/QUIC proxy is instructed to use a QUIC connection to a HTTP server instead of TCP.
IETF draft-pardue-httpbis-http-network-tunnelling-00 [x] tries to provide a solution that permits a UDP-based HTTP/QUIC client behind an HTTP proxy to establish an HTTP/QUIC session with the origin. But at this moment this is an individual draft and is in very early stage.
According to RFC 7230 [z] clause 2.7.3, the client shall ensure that its connection to the origin server is secured through the use of strong encryption, end-to-end, prior to sending the first HTTP request when the https URI scheme is used.

A HTTP client implementation may decide not to enforce E2E security though the https URI scheme is used and connection to the Origin server is done via a proxy. IETF RFC 7231 [y] does not mandate the use of HTTP CONNECT for accessing https URI via a proxy. If a HTTP client decides not to use CONNECT, then it may trust the certificates issued by the HTTP/QUIC proxy on behalf of the HTTP/QUIC server signed by the proxy's certificate authority, thus allowing the HTTP/QUIC proxy to act as man in the middle. This would violate the requirement for the HTTP client in RFC 7230 [z] clause 2.7.3.
* * * Next Change * * * *

5A.2.3
When NF Service Consumer Side Uses TCP
5A.2.3.1
Invoking http API Supporting QUIC Transport
In this scenario:
-
NF service consumer supports only TCP and has established a TCP transport connection with its next hop HTTP proxy;

-
NF service consumer discovers that NF service producer supports QUIC.

-
The URI scheme of the API exposed by the NF service producer is http

In this case the HTTP proxy has to act as a HTTP/TCP proxy on one side and as a HTTP/QUIC client on the other side. The proxy simply relays the message received on TCP connection to the QUIC connection. But in order for the proxy to setup a QUIC connection with the NF service producer, the proxy has to discover that the NF service producer supports QUIC. This can be achieved by using solution described in clause 7.2.2. This means the NF service producer also should support TCP. 
* * * Next Change * * * *

5A.2.3.2
Invoking https API Supporting QUIC Transport
In this scenario:

-
NF service consumer supports only TCP and has established a TCP transport connection with its next hop HTTP proxy;

-
NF service consumer discovers that NF service producer supports QUIC.

-
The URI scheme of the API exposed by the NF service producer is https

When https scheme is used, the HTTP client first sends a HTTP CONNECT request to the HTTP proxy. However as per IETF draft-ietf-quic-http-13 [7], subclause 3.1.2 and IETF RFC 7231 [y], subclause 4.3.6, when a HTTP proxy receives a HTTP CONNECT method, it establishes a TCP based tunnel towards the NF service producer (the HTTP destination origin server) so that a TLS connection end to end from the HTTP client to the HTTP destination origin server can be setup. Since the semantics of HTTP CONNECT demands this, the HTTP proxy will not use QUIC towards the HTTP server (NF service producer) even if it supports QUIC.
A HTTP client implementation may decide not to use HTTP CONNECT to access a https URI via a proxy. IETF RFC 7231 [y] does not mandate the use of HTTP CONNECT for accessing https URI via a proxy. If a HTTP client decides not to use CONNECT, then it may trust the certificates issued by the HTTP/QUIC proxy on behalf of the HTTP/TCP server signed by the proxy's certificate authority, thus allowing the HTTP/QUIC proxy to act as man in the middle. This would violate the requirement for the HTTP client in RFC 7230 [z] clause 2.7.3.
* * * End of Changes * * * *
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