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1. Introduction
The JOSE protected message forwarding procedure is not yet specified.
2. Reason for Change
1. Specify the JOSE protected message forwarding procedure on N32-f.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.cde v0.1.0.
* * * First Change * * * *
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4.2.3
N32-f Interface

The following figure shows the scope of the N32-f interface.
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Figure 4.2.3-1: N32-f Interface
The N32-f interface shall be used to forward the HTTP/2 messages of the NF service producers and the NF service consumers in different PLMN, through the SEPPs of the respective PLMN. The application layer security protection functionality of the N32-f is used only if Application Level Security (ALS) is negotiated between the SEPPs using N32-c.

The N32-f interface provides the following application layer security protection functionalities:

-
Message protection of the information exchanged between the NF service consumer and the NF service producer across PLMNs by applying application layer security mechanisms as specified in 3GPP TS 33.501 [6].

-
Forwarding of the application layer protected message from a SEPP in one PLMN to a SEPP in another PLMN. Such forwarding may involve IPX providers on path.

-
If IPX providers are on the path from SEPP in PLMN A to SEPP in PLMN B, the forwarding on the N32-f interface may involve the insertion of content modification instructions which the receiving SEPP applies after verifying the integrity of such modification instructions.
If TLS is the negotiated security policy between the SEPP, then the N32-f shall involve only the forwarding of the HTTP/2 messages of the NF service producers and the NF service consumers without any reformatting..
* * * Next Change * * * *

4.3.2.4
HTTP/2 connection management

Each SEPP initiates HTTP/2 connections towards its peer SEPP for the following purposes

-
N32-c interface

-
N32-f interface

The scope of the HTTP/2 connection used for the N32-c interface is short-lived. Once the initial handshake is completed the connection is torn down as specified in 3GPP TS 33.501 [6]. The HTTP/2 connection used for N32-c is end to end between the SEPPs and does not involve an IPX to intercept the HTTP/2 connection, though an IPX may be involved for IP level routing.

The scope of the HTTP/2 connection used for the N32-f interface is long-lived. The N32-f HTTP/2 connection at a SEPP can be:

-
Towards a SEPP of another PLMN without involving any IPX intermediaries; or

-
Towards a SEPP of another PLMN via IPX. In this case the HTTP/2 connection from a SEPP terminates at the next hop IPX. For the N32-f interface the HTTP/2 connection management requirements specified in subclause 5.2.6 of 3GPP TS 29.500 [4] shall be applicable.
Editor's Note: HTTP routing aspects when hop by hop TLS from SEPP to SEPP is used needs further description here.
* * * Next Change * * * *

5.3.1
Introduction
The N32-f interface is used between two SEPPs for:

 -
The forwarding of JOSE protected HTTP/2 messages between the NF service consumer and the NF service producer across two PLMNs, when ALS is the negotiated security policy. The message forwarding on N32-f shall be based on the negotiated security capability and the exchanged security parameters between the two SEPPs (see subclause 5.2).
-
Forwarding of the HTTP/2 messages between the NF service consumer and the NF service producer without any reformatting and application layer protection, when TLS is the negotiated security policy.
* * * Next Change * * * *

5.3.2
Use of Application Layer Security

5.3.2.1
General
Once the N32-c initial handshake procedure between the two SEPPs is completed, one or more HTTP/2 connections between the two SEPPs for the forwarding of JOSE protected message shall be established, which may involve IPX providers on path. The forwarding of messages over the N32-f interface involves the following steps at the sending SEPP:

1.
Identification of the protection policy applicable for the API being invoked (i.e either a request/response NF service API or a subscribe/unsubscribe service API or a notification API).

2.
Message reformatting as per the identified protection policy.

3.
Forwarding of the reformatted message over the N32 interface.

The process of a message received over the N32-f interface at the receiving SEPP involves the following steps.

1.
Identify the N32-f context using the N32-f context Id received in the message.

2.
Verify the integrity protection of the message using the keying material obtained from the TLS layer during the parameter exchange procedure for that N32-f context (see 3GPP TS 33.501 [6]). The TLS connection from which the keying material is obtained is the N32-c TLS connection used for the parameter exchange procedure.3.
Decrypt the ciphertext part of the received JWE message. Decode the "aad" part of the JWE message using BASE64URL decoding.

4.
Form the original JSON request / response body from the decrypted ciphertext and the decoded integrity verified "aad" block.

5.
For each entry in the "modificationsBlock" of the received message:

-
First verify the integity protection of that entry using the keying material applicable for the IPX that inserted that block (using the "identity" IE in the "modificationsBlock");

-
Identify the modifications policy exchanged during the parameter exchange procedure with the sending SEPP if the IPX that inserted the modificationsBlock is from the sending SEPP side; else identify the modifications policy applicable for the IPX based on local configuration;

-
Check if the inserted modifications are as per the identified modifications policy;

-
Apply the modifications as a JSON patch over the formed original JSON request / response body from step 4.
5.3.2.2
Protection Policy Lookup

When a SEPP receives a HTTP/2 request or response message intended to be routed towards another PLMN, the sending SEPP shall identify the protection policy as given below
1.
Identify the target PLMN from the ":aurthority" part of the message using the format specified in subclause 6.1.4.3 of 3GPP TS 29.500 [4].

2.
From the ":authority" and ":path" part of the received HTTP/2 message, form the API URI.

3.
For the identified PLMN, check if a protection policy exists for the API URI using the table stored as specified in subclause 5.2.3.3.

4.
If an entry is not found, then it means that either the particular API has no protection policy exchanged or it is a notification message, which does not have a well known URI (i.e callback URIs are implementation specific). 
Editor's Note: It is FFS how to identify notifications
5.
If an entry is found at step 3 or 4, then apply the application layer security as per the identified protection policy.
* * * Next Change * * * *

5.3.2.3
Message Reformatting


A SEPP on the sending side PLMN applies message reformatting in the following cases:

-
When it receives a HTTP/2 request message from an NF service consumer to a an NF service producer in another PLMN;
-
When it receives a response HTTP/2 response message from an NF service producer to an NF service consumer in another PLMN.

-
When it receives a HTTP/2 notification request message from an NF service producer to an NF service consumer in another PLMN;

-
When it receives a HTTP/2 notification response message from an NF service consumer to an NF service producer in another PLMN

The SEPP shall reformat the HTTP/2 message by encapsulating the whole message into the body of a new HTTP POST message. The body of the HTTP POST request / response message shall contain the reformatted original HTTP/2 request/response message respectively. The HTTP POST request/response body shall be encoded as the "N32fReformattedReqMsg"/"N32fReformattedRspMsg" JSON bodies respectively, as specified in subclause 6.2.5.
The "N32fReformattedReqMsg"/"N32fReformattedRspMsg" are structured as given below:
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Figure 5.3.3-1 JSON representation of a reformatted HTTP message
The "cipherText" part of the reformatted message in FlatJweJson shall be prepared as given below
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Figure 5.3.3-2 Transformation of HTTP Header and Payload to Encrypt into CipherText

1.
Based on the protection policy exchanged between the SEPPs, the sending SEPP prepares an input for the JWE ciphering and integrity protection as an array of free form JSON objects in the "DataToIntegrityProtectAndCipher" block with each entry containing either a HTTP header value or the value of a JSON payload IE of the API message being reformatted. The index value "encBlockIdx" in the payload part of DataToIntegrityProtectBlock shall point to the index of a header value or IE value in this input array.
2.
The input block is fed into an encryption function along with the other required inputs for JWE as specified in IETF RFC 7516 [x].

3.
The encryption function outputs the cipher text information. This cipher text is then subjected to BASE64URL transformation as specified in IETF RFC 4648 [y] clause 5.

4. The output of the BASE64URL transform is them encoded as the ciphertext part of FlatJweJson IE specified in subclause 6.2.5.2.h.
* * * Next Change * * * *

5.3.2.4
Message Forwarding to Peer SEPP


Once a SEPP reformats the HTTP/2 message into the "N32ReformattedReqMsg"/"N32ReformattedRspMsg" JSON object as specified in subclause 5.3.2, the SEPP forwards the message to the receiving SEPP by invoking a HTTP POST method as shown in figure 5.3.4-1 below.
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Figure 5.3.4-1 Message Forwarding between SEPP on N32-f
1.
The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "N32ReformattedReqMsg" IE carrying the reformatted HTTP/2 message. The request message shall contain the "n32fContextId" information provided by the responding SEPP to the initiating SEPP earlier during the parameter exchange procedure (see subclause 5.2.3). The responding SEPP shall use the "n32fContextId" information to:
-
Locate the agreed cipher suite and protection policy;

-
Locate the n32ContextId to be used in the response.
2a.
On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the "N32ReformattedRspMsg". The "N32ReformattedRspMsg" shall contain the reformatted HTTP response message from the responding PLMN. The response message shall contain the "n32fContextId" information provided by the initiating SEPP to the responding SEPP earlier during the parameter exchange procedure (see subclause 5.2.3).
2b.
On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in subclause 6.2.4.2.
* * * Next Changes * * * *

5.3.3
Message Forwarding to Peer SEPP when TLS is used

When the negotiated security policy between the SEPPs is TLS, then the procedures described in subclause 5.3.2, 5.3.3 and 5.3.4 shall not be applied. The SEPP shall use a TLS connection towards the other SEPP to forward the HTTP/2 messages sent by the NF service producers and NF service consumers, as is without reformatting.
* * * End of Changes * * * *
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