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1. Introduction
-
2. Reason for Change
According to TS 33.501, NF authorization must be supported according to the Oauth2 standard.
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.540 v0.5.0
* * * First Change * * * *
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* * * Next Change * * * *

6.1.x
Security

As indicated in 3GPP TS 33.501 [xx], the access to the Nsmsf_SMService API shall be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [yy]), using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [zz]) plays the role of the authorization server.

An NF Service Consumer, prior to consuming services offered by the Nsmsf_SMService API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [zz], subclause 5.x.2.2.

NOTE:
When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nsmsf_SMService service.
The Nsmsf_SMService API does not define any scopes for OAuth2 authorization.

* * * Next Change * * * *

A.2
 Nsmsf_SMService API

openapi: 3.0.0

info:

  version: '1.0.0'

  title: 'Nsmsf_SMService Service API'

  description: 'SMSF SMService Service API'

security:

  - oAuth2Clientcredentials: []
paths:

  /ue-contexts/{supi}:

    put:

      summary: Activate SMS Service for a given UE

      operationId: SMServiceActivation

      tags:

        - UEContext (Document)

      parameters:

        - name: supi

          in: path

          required: true

          description: Subscriber Permanent Identifier (SUPI)

          schema:

            type: string

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/UeSmsContextData'

        required: true

      responses:

        '201':

          description: UE Context for SMS is created in SMSF

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/UeSmsContextData'

        '204':

          description: UE Context for SMS is updated in SMSF

        '403':

          description: Unable to create/update UE Context for SMS in SMSF

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

    delete:

      summary: Deactivate SMS Service for a given UE

      operationId: SMServiceDeactivation

      tags:

        - UEContext (Document)

      parameters:

        - name: supi

          in: path

          required: true

          description: Subscriber Permanent Identifier (SUPI)

          schema:

            type: string

      responses:

        '204':

          description: UE Context for SMS is deleted from SMSF

        '403':

          description: Unable to delete UE Context for SMS in SMSF

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

  /ue-contexts/{supi}/sendsms:

    post:

      summary: Send SMS payload for a given UE

      operationId: SendSMS

      tags:

        - UEContext (Document)

      parameters:

        - name: supi

          in: path

          required: true

          description: Subscriber Permanent Identifier (SUPI)

          schema:

            type: string

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/SmsRecordData'

        required: true

      responses:

        '204':

          description: SMS payload is received by SMSF, and has been delivered out

        '200':

          description: SMS payload is received by SMSF, and is being delivered out

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SmsRecordDeliveryData'

        '403':

          description: Unable to deliver SMS at SMSF

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

components:

  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows: 

        clientCredentials: 

          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes: {}
  schemas:

    UeSmsContextData:

      type: object

      required:

        - supi

        - amfId

        - accessType

      properties:

        supi:

          $ref: '#/components/schemas/Supi'

        amfId:

          $ref: '#/components/schemas/NfInstanceId'

        accessType:

          $ref: '#/components/schemas/AccessType'

        gpsi:

          $ref: '#/components/schemas/Gpsi'

        ueLocation:

          $ref: '#/components/schemas/UserLocation'

        ueTimeZone:

          $ref: '#/components/schemas/TimeZone'

    SmsRecordData:

      type: object

      required:

        - supi

        - smsPayloads

      properties:

        supi:

          $ref: '#/components/schemas/Supi'

        smsPayloads:

          type: array

          items:

            $ref: '#/components/schemas/RefToBinaryData'

        accessType:

          $ref: '#/components/schemas/AccessType'

        gpsi:

          $ref: '#/components/schemas/Gpsi'

        ueLocation:

          $ref: '#/components/schemas/UserLocation'

        ueTimeZone:

          $ref: '#/components/schemas/TimeZone'

    SmsRecordDeliveryData:

      type: object

      required:

        - status

      properties:

        status:

          type: string

    Supi:

      type: string

    NfInstanceId:

      type: string

    AccessType:

      type: string

      enum:

        - 3GPP_ACCESS

        - NON_3GPP_ACCESS

    Gpsi:

      type: string

    PlmnId:

      type: object

      properties:

        mcc:

          $ref: '#/components/schemas/Mcc'

        mnc:

          $ref: '#/components/schemas/Mnc'

    Mcc:

      type: string

    Mnc:

      type: string

    UserLocation:

      type: object

      properties:

        eutraLocation:

          $ref: '#/components/schemas/EutraLocation'

        nrLocation:

          $ref: '#/components/schemas/NrLocation'

        n3gaLocation:

          $ref: '#/components/schemas/N3gaLocation'

    EutraLocation:

      type: object

      properties:

        tai:

          $ref: '#/components/schemas/Tai'

        cgi:

          $ref: '#/components/schemas/Ecgi'

    Tai:

      type: object

      properties:

        plmnId:

          $ref: '#/components/schemas/PlmnId'

        tac:

          $ref: '#/components/schemas/Tac'

    Tac:

      type: string

    Ecgi:

      type: object

      properties:

        plmnId:

          $ref: '#/components/schemas/PlmnId'

        eutraCellId:

          $ref: '#/components/schemas/EutraCellId'

    EutraCellId:

      type: string

    NrLocation:

      type: object

      properties:

        tai:

          $ref: '#/components/schemas/Tai'

        ngci:

          $ref: '#/components/schemas/Ncgi'

    Ncgi:

      type: object

      properties:

        plmnId:

          $ref: '#/components/schemas/PlmnId'

        nrCellId:

          $ref: '#/components/schemas/NrCellId'

    NrCellId:

      type: string

    N3gaLocation:

      type: object

      properties:

        ueIpv4Addr:

          $ref: '#/components/schemas/UeIpv4Addr'

        ueIpv6Addr:

          $ref: '#/components/schemas/UeIpv6Addr'

        portNumber:

          type: integer

    UeIpv4Addr:

      type: string

    UeIpv6Addr:

      type: string

    TimeZone:

      type: string

    RefToBinaryData:

      type: object

      required:

        - contentId

      properties:

        contentId:

          type: string

    ProblemDetails:

      type: object

      required:

        - type

      properties:

        type:

          type: string

        title:

          type: string

        status:

          type: integer

        detail:

          type: string

        instance:

          type: string
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* * * End of Changes * * * *

