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1. Introduction
-
2. Reason for Change
According to TS 33.501, NF authorization must be supported according to the Oauth2 standard.
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.510 v0.6.0
* * * First Change * * * *
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* * * Next Change * * * *

6.1.x
Security
As indicated in 3GPP TS 33.501 [xx], the access to the Nnrf_NFManagement API shall be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [yy]), using the "Client Credentials" authorization grant, where the NRF plays the role of the authorization server.
An NF Service Consumer, prior to consuming services offered by the Nnrf_NFManagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in subclause 5.x.2.2.
NOTE:
When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF where the Nnrf_NFManagement service is invoked by the NF Service Producer.
The Nnrf_NFManagement API does not define any scopes for OAuth2 authorization.
* * * Next Change * * * *

6.2.x
Security

As indicated in 3GPP TS 33.501 [xx], the access to the Nnrf_NFDiscovery API shall be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [yy]), using the "Client Credentials" authorization grant, where the NRF plays the role of the authorization server.

An NF Service Consumer, prior to consuming services offered by the Nnrf_NFDiscovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in subclause 5.x.2.2.

NOTE:
When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF where the Nnrf_NFDiscovery service is invoked by the NF Service Consumer.
The Nnrf_NFDiscovery API does not define any scopes for OAuth2 authorization.

* * * Next Change * * * *

A.2
Nnrf_NFManagement API

openapi: 3.0.0

info:

  version: '1.0.0'

  title: 'NRF NFManagement Service'

  description: 'NRF NFManagement Service'

security:

  - oAuth2Clientcredentials: []
paths:

  /nf-instances:

    get:

(… text skipped for clarity …)

components:

  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows: 

        clientCredentials: 

          tokenUrl: /oauth2/token

          scopes: {}
  schemas:

    NFProfile:

      type: object

      required:

        - nfInstanceId

        - nfType

        - nfStatus

(… text skipped for clarity …)

* * * Next Change * * * *

A.3
Nnrf_NFDiscovery API

openapi: 3.0.0

info:

  version: '1.0.0'

  title: 'NRF NFDiscovery Service'

  description: 'NRF NFDiscovery  Service'

security:

  - oAuth2Clientcredentials: []
paths:

  /nf-instances:

    get:

(… text skipped for clarity …)

components:

  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows: 

        clientCredentials: 

          tokenUrl: /oauth2/token

          scopes: {}
  schemas:
    SearchResult:

      type: object

      properties:
        validityPeriod:

          type: integer

        nfInstances:
          type: array

          items:
            $ref: '#/components/schemas/NFProfile'

(… text skipped for clarity …)

* * * End of Changes * * * *

