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1. Introduction
-
2. Reason for Change
According to TS 33.501, NF authorization must be supported according to the Oauth2 standard.
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.509 v1.1.0
* * * First Change * * * *
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* * * Next Change * * * *

6.1.x
Security
As indicated in 3GPP TS 33.501 [8], the access to the Nausf_UEAuthentication Service API shall be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [yy]), using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [zz]) plays the role of the authorization server.
An NF Service Consumer, prior to consuming service offered by the Nausf_UEAuthentication Service API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [zz], subclause 5.4.2.2.
NOTE:
When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nausf_UEAuthentication service.
The Nausf_UEAuthentication Service API does not define any scopes for OAuth2 authorization.
* * * Next Change * * * *

A.2
Nausf_UEAuthentication API

. 

openapi: 3.0.0

info:

  version: 1.0.0

  title: AUSF API

  description: openAPI specification for AUSF

servers:

  - url: 'http://{apiRoot}/nausf-auth/v1'
security:

  - oAuth2Clientcredentials: []
paths:

  /ue-authentications:

    post:

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/AuthenticationInfo'

        required: true

      responses:

        '201':

          description: UEAuthenticationCtx

          content:

            application/3gppHal+json:

              schema:

                $ref: '#/components/schemas/UEAuthenticationCtx'

          links:

            SendAkaConfirmation:

              operationId: 5gAkaConfirmation

              parameters:

                akaConfirmationUri: '$response.body#_links/5g-aka-confirmation/href'

            TriggerEapSession:

              operationId: EapAkaPrime

              parameters:

                eapSessionUri: '$response.body#_links/eap-session/href'

        '400':

          description: Bad Request from the AMF

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

        '403':

          description: Fordidden due to serving network not authorized

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

        '500':

          description: Internal Server Error

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

  # path will not work because full href

  '/{akaConfirmationUri}':
    put:

      operationId: 5gAkaConfirmation

      parameters:

        - name: akaConfirmationUri

          in: path

          required: true

          schema:

            $ref: '#/components/schemas/Uri'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/ResStar'

      responses:

        '200':

          description: Request processed (EAP success or Failure)

          content:

            application/json:

              schema:

                oneOf:

                  - $ref: '#/components/schemas/AuthResult'

                  - type: object

                    properties:

                      authResult:

                        $ref: '#/components/schemas/AuthResult'

                      suci:

                        $ref: '#/components/schemas/Supi'

        '400':

          description: Bad Request

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

        '500':

          description: Internal Server Error

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

  #path will not work because made based on href

  '/{eapSessionUri}':
    post:

      operationId: EapAkaPrime

      parameters:

        - name: eapSessionUri

          in: path

          required: true

          schema:

            $ref: '#/components/schemas/Uri'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/EapPayload'

      responses:

        '200':

          description: Use to handle or close the EAP session

          content:

            application/json:

              schema:

                type: object

                properties:

                  authResult:

                    $ref: '#/components/schemas/AuthResult'

                  eapPayload:

                    $ref: '#/components/schemas/EapPayload'

                  kseaf:

                    $ref: '#/components/schemas/Kseaf'

                required:

                  - authResult

                  - eapPayload

            application/3gppHal+json:

              schema:

                type: object

                properties:

                  eapPayload:

                    $ref: '#/components/schemas/EapPayload'

                  _links:

                    type: object

                    description: 'URI : /{eapSessionUri}'

                    additionalProperties:

                      $ref: '#/components/schemas/LinksValueSchema'

                required:

                  - eapPayload

                  - _links

        '400':

          description: Bad Request

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

        '500':

          description: Internal Server Error

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

components:
  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows: 

        clientCredentials: 

          tokenUrl: {nrfApiRoot}/oauth2/token

          scopes: {}
  schemas:

    AuthenticationInfo:

      type: object

      properties:

        ueId:

          $ref: '#/components/schemas/UeId'

        servingNetworkName:

          $ref: '#/components/schemas/ServingNetworkName'

        reSynchronizationInfo:

          $ref: '#/components/schemas/ReSynchronizationInfo'

      required:

        - ueId

        - servingNetworkName

    UEAuthenticationCtx:

      type: object

      properties:

        ueId:

          $ref: '#/components/schemas/UeId'

        authenticationMethod:

          $ref: '#/components/schemas/AuthenticationMethod'

        5gAuthData:

          oneOf:

            - $ref: '#/components/schemas/Av5gAka'

            - $ref: '#/components/schemas/EapPayload'

        _links:

          type: object

          additionalProperties:

            $ref: '#/components/schemas/LinksValueSchema'

        servingNetworkName:

          $ref: '#/components/schemas/ServingNetworkName'

      required:

        - ueId

        - authenticationMethod

        - 5gAuthData

        - _links

    LinksValueSchema:

      anyOf:

        - $ref: '#/components/schemas/Link'

        - type: array

          items:

            $ref: '#/components/schemas/Link'

          minItems: 1

          description: Array of link attribute

    Link:

      type: object

      properties:

        href:

          $ref: '#/components/schemas/Uri'

      required:

        - href

    UeId:

      type: string

    Uri:

      type: string

      format: Uri

      description: >-

        String providing an URI formatted according to IETF RFC 3986 [6]. In an

        OpenAPI Specification [3] schema, the format shall be designated as

        "Uri"

    AuthResult:

      type: string

      enum:

        - authentication_success

        - authentication_failure

        - authentication_pending

    EapPayload:

      type: string

      format: base64

      description: contains an EAP packet

    Kseaf:

      type: string

      pattern: '[A-Fa-f0-9]{64}'

    ResStar:

      type: string

      pattern: '[A-Fa-f0-9]{32}'

    AuthenticationMethod:

      type: string

      enum:

        - 5G_AKA_CONFIRMATION

        - EAP_AKA_PRIME

    ServingNetworkName:

      type: string

    Av5gAka:

      type: string    

    Supi:

      type: string

    ProblemDetails:

      type: object

      required:

        - type

      properties:

        type:

          type: string

        title:

          type: string

        status:

          type: integer

        detail:

          type: string

        instance:

          type: string

    ReSynchronizationInfo:

      type: string

externalDocs:

  description: Documentation

  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.509'

* * * End of Changes * * * *

