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1. Introduction

<Introduction part (optional)>

2. Reason for Change

Several data Types can be reused.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.509 v1.1.0.
* * * First Change * * * *
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6.1.6
Data Model
6.1.6.1
General

This subclause specifies the application data model supported by the API.

Table 6.1.6.1-1 specifies the data types defined for the Nausf service based interface protocol.
Table 6.1.6.1-1: Nausf specific Data Types
	Data type
	Section defined
	Description

	AuthenticationInfo
	6.1.6.2.2
	contains the UE id (i.e. SUCI or SUPI), the Serving Network Name

	UEAuthenticationCtx
	6.1.6.2.3
	contains the information related to the resource generated to handle the UE authentication. It contains at least the UE id, Serving Network, the Authentication Method, related EAP information or related 5G-AKA information.

	5gAuthData
	6.1.6.2.4
	contains 5G AKA related information

	AV5gAka
	6.1.6.2.5
	contains Authentication Vector for method 5G AKA

	ConfirmationData
	6.1.6.2.7
	contains the "RES*" generated by the UE

	EapSession
	6.1.6.2.8
	contains information related to the EAP session


Editor’s Note:
It is ffs which data types should be specified in 3GPP TS 29.571. 

Table 6.1.6.1-2 specifies data types re-used by the Nausf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface. 
Table 6.1.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	LinksValueSchema
	3GPP TS 29.571 [10]
	3GPP Hypermedia link

	ProblemDetails
	3GPP TS 29.571 [10]
	Common Data Type used in response bodies

	Supi
	3GPP TS 29.571 [10]
	

	Uri
	3GPP TS 29.571 [10]
	

	ResynchronizationInfo
	3GPP TS 29.503[x]
	

	SupiOrSuci
	3GPP TS 29.503[x]
	

	ServingNetworkName
	3GPP TS 29.503[x]
	

	Autn
	3GPP TS 29.503[x]
	


* * * Next Change * * * *

6.1.6.2
Structured data types
6.1.6.2.1
Introduction

The following subclauses defines the structures to be used in resource representations.
6.1.6.2.2
Type: AuthenticationInfo
Table 6.1.6.2.2-1: Definition of type AuthenticationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	supiOrSuci
	SupiOrSuci
	M
	1
	contains the SUPI or SUCI of the UE. See subclause 6.1.6.3.2

	servingNetworkName
	ServingNetworkName
	M
	1
	contains the Serving Network Name. See subclause 6.1.6.3.2

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS; see 3GPP TS 33.501 [8] subclause 9.4. See subclause 6.1.6.2.4


6.1.6.2.3
Type: UEAuthenticationCtx
Table 6.1.6.2.3-1: Definition of type UEAuthenticationCtx

	Attribute name
	Data type
	P
	Cardinality
	Description

	supi
	Supi
	M
	1
	contains the SUPI according to 3GPP TS 23.501 [8]. See subclause 6.1.6.2.

	authenticationMethod
	AuthenticationMethod
	M
	1
	Indicates the authentication method used for this UE ie.  "5G-AKA-Confirmation" or "EAP-AKA'". See subclause 6.1.6.3.3

	_links
	map(LinksValueSchema)
	M
	1..N
	If 5G-AKA has been selected, this IE shall contain a member whose name is set to "5g-aka" and the URI to perform the confirmation.

If EAP-AKA' has been selected, this IE shall contain a member whose name is set to "eap-session" and the URI to perform the EAP session.

See NOTE1

	5gAuthData
	5GAuthData
	M
	1
	contains either 5G-AKA or EAP related information

	servingNetworkName
	ServingNetworkName
	O
	0..1
	contains the Serving Network Name. See subclause 6.1.6.3.2.

	NOTE1: In the current version of this API, only one hypermedia link is provided




	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



* * * Next Change * * * *

6.1.6.3.2
Simple data types 

Table 6.1.6.3.2-1: Simple data types

	Type Name
	Type Definition
	Description

	
	
	

	
	
	

	EapPayload
	string
	The EAP packet is encoded using base64 and represented as a String.

	
	
	


	ResStar
	string
	pattern: "[A-Fa-f0-9]{32}"

	
	
	

	Kseaf
	string
	pattern: "[A-Fa-f0-9]{64}"

	
	
	

	
	
	




* * * Next Change * * * *

A.2
Nausf_UEAuthentication API
. 
openapi: 3.0.0

info:

  version: 1.0.0

  title: AUSF API

  description: openAPI specification for AUSF

servers:

  - url: 'http://{apiRoot}/nausf-auth/v1'

paths:

  /ue-authentications:

    post:

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/AuthenticationInfo'

        required: true

      responses:

        '201':

          description: UEAuthenticationCtx

          content:

            application/3gppHal+json:

              schema:

                $ref: '#/components/schemas/UEAuthenticationCtx'

          links:

            SendAkaConfirmation:

              operationId: 5gAkaConfirmation

              parameters:

                akaConfirmationUri: '$response.body#_links/5g-aka-confirmation/href'

            TriggerEapSession:

              operationId: EapAkaPrime

              parameters:

                eapSessionUri: '$response.body#_links/eap-session/href'

        '400':

          description: Bad Request from the AMF

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

        '403':

          description: Fordidden due to serving network not authorized

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

        '500':

          description: Internal Server Error

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

  # path will not work because full href

  '/{akaConfirmationUri}':
    put:

      operationId: 5gAkaConfirmation

      parameters:

        - name: akaConfirmationUri

          in: path

          required: true

          schema:

            $ref: '#/components/schemas/Uri'
# this reference needs to be updated to refer to TS29571_CommonData.yaml
      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/ResStar'

      responses:

        '200':

          description: Request processed (EAP success or Failure)

          content:

            application/json:

              schema:
                oneOf:

                  - $ref: '#/components/schemas/AuthResult'

                  - type: object

                    properties:

                      authResult:

                        $ref: '#/components/schemas/AuthResult'

                      suci:

                        $ref: '#/components/schemas/Supi'
        '400':

          description: Bad Request

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

        '500':

          description: Internal Server Error

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

  #path will not work because made based on href

  '/{eapSessionUri}':
    post:

      operationId: EapAkaPrime

      parameters:

        - name: eapSessionUri

          in: path

          required: true

          schema:

            $ref: '#/components/schemas/Uri'
# this reference needs to be updated to refer to TS29571_CommonData.yaml
      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/EapPayload'

      responses:

        '200':

          description: Use to handle or close the EAP session

          content:

            application/json:

              schema:

                type: object

                properties:

                  authResult:

                    $ref: '#/components/schemas/AuthResult'

                  eapPayload:

                    $ref: '#/components/schemas/EapPayload'

                  kseaf:

                    $ref: '#/components/schemas/Kseaf'

                required:

                  - authResult

                  - eapPayload

            application/3gppHal+json:

              schema:

                type: object

                properties:

                  eapPayload:

                    $ref: '#/components/schemas/EapPayload'

                  _links:

                    type: object

                    description: 'URI : /{eapSessionUri}'

                    additionalProperties:

                      $ref: '#/components/schemas/LinksValueSchema'

                required:

                  - eapPayload

                  - _links

        '400':

          description: Bad Request

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

        '500':

          description: Internal Server Error

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

components:

  schemas:

    AuthenticationInfo:

      type: object

      properties:

        supiOrSuci:

          $ref: '#/components/schemas/SupiOrSuci'
# this reference needs to be updated to refer to TS29503_Nudm_UEAU.yaml
        servingNetworkName:

          $ref: '#/components/schemas/ServingNetworkName'
# this reference needs to be updated to refer to TS29503_Nudm_UEAU.yaml
        resynchronizationInfo:

          $ref: '#/components/schemas/ResynchronizationInfo'
# this reference needs to be updated to refer to TS29503_Nudm_UEAU.yaml
      required:

        - supiOrSuci
        - servingNetworkName

    UEAuthenticationCtx:

      type: object

      properties:

        supi:

          $ref: '#/components/schemas/Supi'
# this reference needs to be updated to refer to TS29571_CommonData.yaml
        authenticationMethod:

          $ref: '#/components/schemas/AuthenticationMethod'

        5gAuthData:

          oneOf:

            - $ref: '#/components/schemas/Av5gAka'

            - $ref: '#/components/schemas/EapPayload'

        _links:

          type: object

          additionalProperties:

            $ref: '#/components/schemas/LinksValueSchema'

        servingNetworkName:

          $ref: '#/components/schemas/ServingNetworkName'

      required:

        - supi
        - authenticationMethod

        - 5gAuthData

        - _links

    LinksValueSchema:

      anyOf:

        - $ref: '#/components/schemas/Link'

        - type: array

          items:

            $ref: '#/components/schemas/Link'

          minItems: 1

          description: Array of link attribute

    Link:

      type: object

      properties:

        href:

          $ref: '#/components/schemas/Uri'
# this reference needs to be updated to refer to TS29571_CommonData.yaml
      required:

        - href










    AuthResult:

      type: string

      enum:

        - authentication_success

        - authentication_failure

        - authentication_pending

    EapPayload:

      type: string

      format: base64

      description: contains an EAP packet

    Kseaf:

      type: string

      pattern: '[A-Fa-f0-9]{64}'

    ResStar:

      type: string

      pattern: '[A-Fa-f0-9]{32}'

    AuthenticationMethod:

      type: string

      enum:

        - 5G_AKA_CONFIRMATION

        - EAP_AKA_PRIME

    ServingNetworkName:

      type: string

    Av5gAka:

      type: string    

















# Types to be deleted once propperly referenced:

    ResynchronizationInfo:

      type: string
    Supi:

      type: string
    SupiOrSuci:
      type: string
    ProblemDetails:

      type: string
    Rand:
      type: string

    Autn:

      type: string

    Uri:

      type: string
externalDocs:

  description: Documentation

  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.509'

* * * End of Changes * * * *
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